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- Enable ®— FADEE)

> enable

c AV I A TE— FADBE
# config

- BEL-a>7 1 T OHIER

#no << R>
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Last login: Sun Mar 15 21:40:35 2020 from 192.168.0.100
ACOS system is ready now.
[type ? for help]

vThunder>enable
Password: <1 (1) 2 —>)

vThunder#config
vThunder(config)#

vThunder(config)#no vlan 10
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ThunderDEXTE DS IR

# show running-config

vThunder#show running-config
ICurrent configuration: 396 bytes IConfiguration last updated at 21:48:17
PDT Sun Mar 15 2020!Configuration last saved at 21:48:17 PDT Sun Mar 15
2020!64-bit Advanced Core OS (ACOS) version 4.1.4-GR1, build 78 (Jan-18-
2019,16:02)
!
interface management
ip address 192.168.0.1 255.255.255.0
ip default-gateway 192.168.0.254
!
interface ethernet 1
I
interface ethernet 2
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A2 BR—DTARADEKRTE
c A=A REHH(enable)ZHEAHLET,

- UV UTIVIEERTES:
- (config)# interface ethernet [N]
- (config-if:ethernet:N) ip address A.B.C.D /nn
- (config-if:ethernet:N) enable

XN R—FES, /nn: Y TRYNIRY

[EXE 5]

(config)# interface ethernet 3
(config-if:ethernet:N) ip address 1.1.1.1 /24
(config-if:ethernet:N) enable

X3: R—h BB, /24: FTRIFTRY
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A3 —TTAADKTE (I

VLANTZERE|(Z
o AT fFEEIERT #EL (3R4& . IEEE802.1Q)
- ADP(A10D{RIE#ERE) TIXRATV #F ALY EBEAR—rEHEFLET,

mrr
H‘%
(K|

)

LRI HEREH:
- (config)# vlan [N]
(config-vlan:N)# [tagged|untagged] ethernet [M]
(config-vlan:N)# router-interface ve [N]
(config)# interface ve [N]
(config-if:ve:N)# ip address <A.B.C.D> /nn

- ¥N:VlanID, M: R—+rFE S, /nn: Y ITRVYFTRYH

[EXE ]
(config)# vlan 160
(config-vlan:N)# tagged ethernet 3
(config-vlan:N)# router-interface ve 10
(config)# interface ve 10
(config-if:ve:N)# ip address 1.1.1.3 /24

21




Y ND—20 > J4057514>

- GatewayE—k
LRy ND—ERE
- L2 /3 B/E

IPZ #

22

| ethl

| etho | eths

VLAN ID= 10

VE ID= 10
IP=10.0.1.1 /24

ps

7—T4>7

Thunder

. # show ip route

""" ' 10.0.1.0 /24 vel0
. 10.0.2.0 /24 ve20

N VE ID= 20

IP=10.0.2.1 /24

VLAN D= 20

| ethb

| eth6 eth7

eth8




| vlan-{ > —J 14 X(L3TERAT IHE

UTFDRDICGEHRELET,

L3(Untag) CIEAT 555
A10(config)#vlan 10
P74+ 77— K A10(config-vlan:10)#untagged ethernet 1
A10(config-vlan:10)#router-interface ve 10
A10(config)#interface ve 10
_ A10(config-if:ve:10)#ip address 10.0.1.1 /24
vlan 10 vlan 20 # show ip route Alogconflgg
10.0.1.0 /24 velO Al0(config)#vlan 20
ve 10 ve 20 10.0.2.0 §24 ve?20 A10(config-vlan:10)#untagged ethernet 2
10.0.1.1/24 10.0.2.1/24 P A10(config-vlan:10)#router-interface ve 20
A10(config)#interface ve 20
A10(config-if:ve:10)#ip address 10.0.2.1 /24
Portl Port2 Port3 Port4 D PortN
untag untag
n L
Ij_?;;
R kA 0.0.2.11/

10.0.1.11/24
23




I SYANDERYL 5%
( AT~ ‘ \ 192.168.0.100 \

[ —— 1]

100.0.0.1/24

100.0.0.254/24 Management Network
/r 192.168.0.0/24

>

10.0.1.254/24

vip1: 10.0.1.100
vip2:10.0.1.200 | vel0: 10.0.1.1/24

vThunder £
[414GR1] [ o—= : vV : ]J 192.168.0.1

O—hILOPC ve20: 10.0.2.1/24

o3

[VE—FTRT b v 7THE
I L VAo N ET, :

H-)-1 HY-)\-2

\ 10.0.2.11/24 10.0.2.12/24
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« VLAN / Ethernet Interface / VE interface £|D T

Thunder VLAN 10 VLAN 20

Al10 Ethernet 1 Ethernet 2
VE 10 VE 20
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oM (1) F—hrDJDTAE—FK RV KNI—TKE

Terminaltc &)
Desktop®Terminal 77 d>zZ2 20w oL TR ULTLIZEU,

Applications Places System B[] %) {

[192.168.0.11 ANopOTJ 1>

TerminalDiEEie/h A RE LT [ 192.168.0.1 | ZIEL T, SSHOTr> LTKL
20N

1—HID: admin /XX —R: al10
$ssh admin@192.168.0.1< (U&5—>)
Password: al0 (U&5—>))

EnableE— RAEFHIULET
> enable

Password: J (UA&5—>))

ConfigE— RABBEULET
# config

28




o/ (1) F—bhDJITAE—F RV KNI—DE

Hostname®D:i%E

# hosthname <name> vThunder(config)#hostname A10
A10(config)#

VLANODVERK

# vlan <num>

A10(config)#vlan 10

# untagged ethernet <num> A10(config-vlan:10)#untagged ethernet 1
i Al fig-vlan:10)# -interf 1
# router-interface ve <num> Alg%gggfgg);a” O)#router-interface ve 10

A10(config)#vlan 20
A10(config-vlan:10)#untagged ethernet 2

Xvlan ]_O’ 20 Z#{Ep UZE 9 A10(config-vlan:10)#router-interface ve 20

29




| Sk (1) B—KRNITAE—R XY ND—IETE

Interfaced®enable
HEARE NV disabledDfzsbenable ' &
# interface ethernet <num>

# enable
Xethernet 1, 2 OKTEZITLET

VEDERTE
# interface ve <num>
# ip address <address> <netmask>
Xve 10, 20 DFREZITLET

T IAINT — DT ADEE

# ip route 0.0.0.0 /O <gateway address>

30

A10(config)#tinterface ethernet 1
Al10config-if:ethernet:1)#enable

A10(config)#tinterface ethernet 2
Al0config-if:ethernet:1)#enable

A10(config)#interface ve 10
A10(config-if:ve:10)#ip address 10.0.1.1 /24

A10(config)#tinterface ve 20
A10(config-if:ve:10)#ip address 10.0.2.1 /24

A10(config)#ip route 0.0.0.0 /0 10.0.1.254




/M (1) —bD:

e

S TEDIEER
125 —T 14 ADLinkUp
# show interface brief

VLANODHESR
# show vlans

Xvlans - TIEE

32

—— I{ \\ I\ =JLr=
- Y N —T555E

Al10#tshow interfaces brief

Port Link Dupl Speed Trunk Vlan MAC IP Address IPs Name

mgmt Up auto auto N/A N/A 2cc2.607b.00al 192.168.0.1/24 1

1 Up Full 10000 none 10 2cc2.607b.10al 0.0.0.0/0 0
2 Up Full 10000 none 20 2cc2.607b.20al1 0.0.0.0/0 0
3 Disb None None none 1 2cc2.607b.30al 0.0.0.0/0 0
A10#show vlans

Total VLANs: 3

VLAN 10, Name [None]:

Untagged Ethernet Ports: 1
Tagged Ethernet Ports: None

Router Interface: ve 10

VLAN 20, Name [None]:
Untagged Ethernet Ports: 2

Router Interface: ve 20

one



o (1) F—hJDTAE—F RYNI—UEE

S =)
DRL—EODEEDIL\\
VE IPOMEER A10# show ip interfaces ve
.. Port IP Netmask PrimarylP Name
# show ip interfaces ve

vel0 10.0.1.1  255.255.255.0 Yes
ve20 10.0.2.1  255.255.255.0 Yes

=T+ 207 —TI)LDWER
# show ip route A10#show ip route

* - candidate default
Gateway of last resort is 10.0.1.1 to network 0.0.0.0
S* 0.0.0.0/0[1/0] via 10.0.1.254, ve 10

C 10.0.1.0/24 is directly connected, ve 10
C 10.0.2.0/24 is directly connected, ve 20

33
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BEMESR

A10 ThunderhSDefault Gateway 10.0.1.254 ANDPingt#&::
# ping 10.0.1.254

A10 Thunderh5Server 10.0.2.11 ANDPingt&:?
# ping 10.0.2.11

Desktop®Terminaln510.0.1.1DIPAPingt#:R

student@studentrd:~
student@studentrd:~ 68x17

ent:~$ ping 10.0.1.1
PING 19 8.1.1 L19 8.1. 1] 56(84) bytes of data.
4 bytes from 18. icmp_seq=1 ttl=63 time=11.
4 bytes from 16.8.1.1: icmp_seq=2 ttl=63 time=18.
4 bytes from .8.1.1: icmp_seq=3 ttl=63 time=16.
4 bytes from .B.1.1: icmp_seq=4 ttl=63 time=15.
4 bytes from .B.7.1: icmp_seq=5 ttl=63 time=14.
4 bytes from .B.1.1: icmp_seq=6 ttl=63 time=13.
4 bytes from .B.1.1: icmp_seq=7 ttl=63 time=12.

.1.1 ping statistics ---
7 packets transmitted, 7 received, 8% packet loss, time 6666ms
rtt min/avg/max/mdev = 11.646/14.482/18.343/2.282 ms
student:~$

34




54K (1) HF— b9z E—F RV FNI—DETE

e LA )arTq4Y

hostname A10 interface ve 10
! ip address 10.0.1.1 255.255.255.0
vlan 10 !

untagged ethernet 1 interface ve 20

router-interface ve 10 ip address 10.0.2.1 255.255.255.0
I I
vlan 20 !

untagged ethernet 2 ip route 0.0.0.0 /0 10.0.1.254

router-interface ve 20 !

interface ethernet 1
enable

!

interface ethernet 2

enable
|
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[a> 744 ]
slb virtual-server vip2 10.0.1.200
port 80 http
service-group sg-80

A10#configure

A10(config)#slb virtual-server vip2

A10(config-slb vserver)#port 80 http
A10(config-slb vserver-vport)#service-group sg-80
A10(config-slb vserver-vport)#exit

A10(config-slb vserver)#exit

A10(config)#exit

Al0#

Ctrl-ClXconfigE—F Dexitd) ¥ —HR—k i 3—kAhvk

Al0#configure

A10(config)#slb virtual-server vip2

A10(config-sib vserver)#port 80 http
A10(config-slb vserver-vport)#service-group sg-80
A10(config-slb vserver-vport)#end

A10#

Ctrl-Zl&configE—F Dend®DF—HR—K L 3—rAhvhk




CLI:ANJLTD

. ')XI~7J'7*/E|/

ACOS> show health monitor ?

- WORD<1length:1-31>Name

all-partitions All partition configurations
partition Per-partition configurations
Output modifiers

- AT 3  DEERI[E] 5
- ACOS> show ic?

icmp Display ICMP statistics
icmpv6 Display ICMPv6 statistics

« AXKDET
- ACOS> show rad<tab>
ACOS> show radius-server

N &+ = 4=
s AN FDERELT
- ACOS> repeat 1 show cpu //1¥(Z—[EZEST _
ACOS> repeat 5 show interfaces statistics //S5#MZ—[EZE1T

37




| CLI:EZE D #)HAE

il

c IRVAVMIPEREEZZR LTIV I #HAML

A10(config)#erase preserve-management reload
Please confirm: Erase startup configuration (Y/N)?: vy
System has reloaded successfully.

XASKNTIEIEITUEEA

38
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>~ IJ4 071>

» B — /) (B D EGRIE

slb server sl

. L4-7335E IP=20.0.0.10
A
slb template http ,| port 80 tcp
url-switching ,/ | port 21 tcp
host-switching S
. S
7/ /
slb virtual Server vip1l e slb service-group sgl //' /| slbserver s2
1P=10.0.0.100 , _4  round-robin ¢ ) 1P=20.0.0.20
// /” \ \I\\
. Pt " [ s180 52 80 $3 80 "/ ~~{ port 80 tcp
port 80 http - /// . — 2 IA\\ _4 port 21 tcp
! slb service-Group sg Lt
port 21 fitp ",7/ ------ least-connection . \\\
\
port 443 https 2 o\ | slbserver s3
~~~~~ s121 s2 21 s321 \\ \\ IP=20.0.0.30
_____
slb template client-ssl \\‘ port 80 tcp
oo Lport2t e

40
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100.64.110.100

Thunder D% 7F

10.0.1.0/24

10.0.2.0/24

10.0.2.11:80 )

10.0.2.12:81

10.0.2.1

1001 //'

VIP=10.0.1.100:80

T2 = TIRLAL

10.0.2.13:82

slb virtual server vip1

IP=10.0.1.100

port 80 tcp

slb service-group sgl

round-robin

slb server s110.0.2.11
-} port 80 tcp

s1 80

s281

s3 82

~_ | slb server s2 10.0.2.12

41

\ port 81 tcp

‘| slb server s310.0.2.13
port 82 tcp

Virtual Server:
SEPTRLRAEFR—FEEATEELETT,

Service-group:
BREDBEROY —/N—ER— %
JIL—=T1 L X9,

Server:
AL0D b DIXELIPT KL R &
R—rEESEEELET,



IN—FvI)LB—/)\B—-EX5AT

e H—EXARAT
o Thunder@{R#EH—E X (Virtual Server) DPortDENMEZHRTE L £

LA X4 —EXRAT

TCP slb virtual server vip1
. UDP IP=10.0.0.100
port 80 tcp
port 53 udp

LA X7 —EXRA4T

HTTP - -

. HTTPS slb virtual server vip2
IP=10.0.0.200

* FTP
« RTSP/MMS port 80 http
* SMTP port 443 https
¢ SSL-Proxy port 21 ftp
* SIP port 554 rtsp

42




| R—F oL —NY—EXE4AT

« LA N4 —/N\ERHEL (L4 SLB)

TCP TCPL A V4B EL
UDP UDPL A VABTTHES

- LA N7 —/\ER/mSEL (L7 SLB)

HTTP HTTP 7 7D 4 —> a v LA VYAESE

HTTPS SSL7” 747 L —3 32 +HTTP

FTP FIP 7 U= avLAYsr—roxoA

RTSP/MMS ZhYU—=32v770kaiL (RTSP/MMS) EFHEL

SMTP SMTP7 7 U —>avL A VYEREDE

SSL-Proxy SSLY 7t 7L —av+LAv4amaE (LDAP/SMTP/POP3/IMAP)
SIP SP7 7= a v AVYS—rT oA
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NIV AEZS

s LANINILREZA

ICMP Echo Request

. >
’ lCMP(\PIng) N OK < ICMP Echo Reply

© l/ /r )V4/\)I/Z :E : 9 TCP 3-Way Handshake
> tcp /udp e Syn-Ack

Ack

o H—/NVR— FERERFICBEIRIC AR

s LANINILREZ=ZA

- http / https / ftp / smtp / pop3 / snmp / dns / radius / Idap / rtsp / sip / ntp
- FENFNDT TV 5= 3 LAV TDF vy
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AN)ILREZA

c WRAZLANILREZA
- shell / perl / python / tcl
o A—HYEEDRAI ) TMIEKBIANILRF T VY

c ANV F ANJLREZA
- BHDOLAN3/ LAXNL LANTILRILDANILREZ=Z2 ZiwmEK(and /or / not ) THAED
HEEFMZITS

NG —

L
Ioms B8SS -
—
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O— KNSV F7IILa) X L

* Round-Robin (T 7#JL )
- rkOEY

$ IS S NG

22472k

IR SN

o TR KB

IR/ SN Y

YR/ S NE)

IPEY NG

vv vV VvV y

==
M ©
W - ’Sj‘\- Server sl

) AT NORN

7 -

=

Thunder ) Jyo TR F@g =
J 5
oy Server s2
Y4 X A
IR /\@®
Ty

Server s3




O— KNSV F7IILa) X L

* Weighted Round-Robin
- BFNICEAFIFLI-oo v FREY

Weight 1
\))7,5, Server sl
% PSS UEEE—— UOIX IN@ ~
ICET IO FssTERRsE——— S Weight 2
95472k T I*@ : Thunder 3 Se“:\;ersz
IRk SNE) g : y i,: K
ICEZIIO 4 RO
IEFINO) : ’?/\@ Weight 3
IFEYINO) -

Server s3
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O— K/

%

* Least Connection
- Server B{if T/ Current ConnectionMDH—/\ZEIR

c B—DBEIZIEV VIR LRAKR RNy bDDTEN—/ 5 ER

ST ILTY X L

VIP

Port

Server sl

Server s2

10.0.1.100

port 80

15

20

port 443

5

2

port SO EHEX = Serversl

At

20

22

E,:) port 443MEfR7EL = Serversl




O— KNSV F7IILa) X L

* Service Least Connection
- Service Port BA{if TH/I* Current ConnectionMH—/\%EIR
c B—DIFTZIEIZIXV VIR L/ LAKRRINT Y BV NG —/ % ER

VIP Port Server sl Server s2

10.0.1.100 port 80 15 20 port SODE R 7TEL = Serversl
port 443 5 2 port 443MER7TEL = Servers?2




| 5% (2) BERE

* Server IP / Virtual Server IP7 F L X&) T

Thunder Server sl Server s2 Virtual-Server vipl
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Server(D % 7€
# slb server s1 <address>
# port 80 tcp
# slb server s2 <address>
# port 80 tcp

=JUL ==

Service-GroupD EX iE
# slb service-group sg-80 tcp
# method service-least-connection
# member s1 80
# member s2 80

¥Xmethoda T2 KlEZ, O— KNS U7 )Ld) XLM
round-robin D IXBRELRETYT (T4 H)

o
Nd
s

A10(config)# slb server s1 10.0.2.11
A10(config-real server) # port 80 tcp

A10(config)# slb server s2 10.0.2.12
A10(config-real server) # port 80 tcp

A10(config)# slb service-group sg-80 tcp

A10(config-slb svc group) # method service-least-connection
A10(config-slb svc group) # member s1 80

A10(config-slb svc group) # member s2 80
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JL
X

anji

Sk (2) ERY—NO—KNS2IU)

. =JL =
3. Virtual ServerM X TE
# slb virtual-server vipl <address>
A10(config)# slb virtual-server vip1 10.0.1.100

# port 80 tcp A10(config-slb vserver)# port 80 tcp
= service—group sg-80 A10(config-slb vserver-vport)#service-group sg-80
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4.

J-NI-E 0) EE =AY

#show runninig-config slb server
> ServerM X EMEED

#show runninig-config slb service-group
> Service-groupM % € MEER

#show runninig-config slb virtual-server
> Virtual-serverM £%X FE S

AN RIS

|
A

L
X

=11

A10#show running-config slb server
slb server s110.0.2.11

port 80 tcp
slb server s2 10.0.2.12

port 80 tcp

A10#show running-config slb service-group
slb service-group sg-80 tcp

method service-least-connection

member s1 80

member s2 80

A10#sh running-config slb virtual-server
slb virtual-server vip1 10.0.1.100
port 80 tcp
service-group sg-80
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4., HTEDHEE
> Server A T—AR AN

#show slb server

Al10#show slb server
Total Number of Servers configured: 2
Total Number of Services configured: 2
Current = Current Connections, Total = Total Connections
Fwd-pkt = Forward packets, Rev-pkt = Reverse packets
Service Current Total Fwd-pkt Rev-pkt Peak-conn State
s1:80/tcp 0 61256 173080 59327 O Up
s1: Total 0 61256 173080 59327 O Up
s2:80/tcp 1 61385 173365 59318 O Up
s2: Total 1 61385 173365 59318 O Up
— o~

B \
IHTE D ActiveZ£ Connection AN)WARFIYIRT—ARR
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4. ERTEDHEE
c NVRAEZART—RADIER
#show health stat

A10#show health stat ANILRAREZADEATHR

Health monitor statistics

IP address Port Health monitor Status Se(Up/Down) Reason(Up/Down) Retry Pin

10.0.2.11 default upP 11 /0 @0 ICMP Receive OK 0 0O /oO

10.0.2.11 80| | default upP 20 /0 @0 TCP Verify Connection OK 0 0O /oO
10.0.2.12 default upP 11 /0 @0 ICMP Receive OK 0 0O /oO
10.0.2.12 80| | default upP 20 /0 @0 TCP Verify Connection OK 0 0O /oO

NVAEZIANERITENES Y —/\DR— FES e _
LR E snsd—Nn : _ || BREATLANLRE=SE,
e T WPTFLRAN IS defauti3 7 7 4 L FDALREZ S
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A S A S
t “J y 3 -/I I) ODEEFIIL,\
#show session
A10#show session
Prot Forward Source Forward Dest Reverse Source Reverse Dest Age Hash Flags Type
Tcp 10.200.5.180:34704 10.0.1.111:80 10.0.2.18:80 10.200.5.180:34704 120 1 NFeOfOrO SLB-L4
Tcp 10.200.5.180:34702 10.0.1.111:80 10.0.2.19:80 10.200.5.180:34702 120 1 NFeOf0r0 SLB-L4
Tcp 10.200.5.180:34706 10.0.1.111:80 10.0.2.18:80 10.200.5.180:34706 120 1 NFeOf0r0 SLB-L4
Total Sessions: 3
e
Client

‘ Forward
Forward Source
58

Forward Dest

Thunder

Server

Reverse Dest

Reverse

Reverse Source
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ZiR (2)
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J-\I-Eo)ﬁﬁﬂlb\
EJ-T BN A—< R (CPS) DFEER

#show slb performance

AKY—/INO— KNS UTERE

CPU Usage

L4cp|

A10#show slb performance
Refreshing SLB performance every 1 seconds. (press ~C to quit)
Note: cpi conn/interval, tpi transactions/interval

L7cp| L7tpi| | SSLcpi

ServSSLcpi|| Natcpi

FWcpi

Time

\ ~ ~
12/5/5/ / / 0 0 \o OW\

L4 *’7 oav/

%ﬁ%ﬁu )y TR I~/$'J‘

L7 3 *7 vav/#

FriiserverssSLa Y 3 L/ PLLE *0av/®
FIRsSLaRI L3 /B

HENATORI a2/
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slb server s110.0.2.11
port 80 tcp

I

slb server s2 10.0.2.12
port 80 tcp

!

slb service-group sg-80 tcp
method service-least-connection
member s1 80
member s2 80

!

slb virtual-server vip1 10.0.1.100
port 80 tcp

service-group sg-80
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N—F¢)lY—li— | hi—FrILH—EX H—EATIL—TF H—J)i—  Server Groups LiRFUs PTFUTG—32 JO-5HL w3z ) —{ERR
ADC | SLB | A—Fwlt—ii— | vip2 | /i—FrLdi—k | {6 2]
BRI —F v LR —
=m 443
JOJRL* HTTPS 1
'— |~ 443 —
RECDERIV IS 64000000 Sg-80 &
PoUaY = J

‘Su|iportHTTP2 5 7I_: ( 2 ) -Cs{’FJ;‘Z;Jl_/ T:
RAETTNAT — Service-group® 4 Bl Z 1 E R -

HE{ETTNAT Auto

R{ETTNAT
“ sample
50 g

Iml | sample = - 0 . —_ N O .
- - = YERX L 7=Client SSLT > 7 L — bk Z &R

S—I—SSLOF Y FL—

FruaFFlL—+ inTI[I

HTTPF > TL— inTII]

ERED ) v

P *
R=2ZAr517 FaskIP FEETIPP L2 Cookie




SR (3) 7TUT—2 3> BEnaERiE

Virtual ServerME%XE (HTTPS)
ADC >SLB > /\—F & JLY—/\— > FF

y PDefauFa AAM CGN @b ®whk7—5 & “ 5L «§ Shared Objects @ O

B—FwlbH—li— | R—FrllY—ER H$—ERFL—TF H—)i— SemwerGroups LRFUS FPFus—Isv HO—L wwIsy UY-IERR vThunder 5.2.1-P6, build 74

ADC | SLB | /—FwlY—ii— | BEHF 7]

B N —F v LY —/i—

FHE vip2 IN—F v lifi—
B 2 e | R
FRELASTF Qv = 17— 5 E FO3I R Faau
IP7RELZR 10.0.1.200 80 hitp W
*YEVAD 443 https WE
PHUaY =) b
SRR [+
. B N — R
Virtual Portz% 3 HVE /0 N

BEFEo)vy

87




88

Bfa 73 EGRIE

\/

S/ (3) 7TUT—>=

ERTEDMEEE (HTTPS)
ADC > SLB > Virtual Servers

A10 @ FSvvati— [EHAe @csie QeEfaur- E asM R DO—4 2ZAFL, g Shared Objects @ O
i—FwllH—it—  i—FwlLH—F3 H— 3 SIL—=F H—Ji—  Server Groups FERFEU PFUS—aw  HO—iL Bwewas I — AEERR vThunder 5.2.1-P6, build 74
I ADC | SLB | /i—FwLtH—Ii— (2]
ZH~ | B® 55| 8T | am= | cuesr o ms sur | Omwm  Omm | GMm | 4+
. - oy . e B UOTR - = - 5
f i IP7 L X Fouaw
R#E aEt BEIh Bt = E{E
Q vipl 10.0.1.100 0 0 0 0 0 0 Wit Fr—F #i%E Clone
Q vip2 B 10.0.1.200 0 0 0 0 0 0 HiEt Fr— £ Clone
Q nip 80 0 0 0 0 0 0 st wE
O s 743 0 D 0 0 0 0 WeT 3 ]
BE2FTFL, A—VCEOFITL25
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i (3)

EM’EO)EEW (HTTPS)
s (3) THERB L8 LULMREIPAHTTPST7Z 2 £ X

I )g—<3

S BRIy EGYTE

€ | (| https://10.0.1.200 @ | |Q Search
I i

B8 3 & O

Add Security Exception

@ You are about to override how Firefox identifies this site.

httpS://l0.0.l.ZOO/ 1lEE‘Z LT_VWtuaI Server0)|P77 I: l/;( %)\jj ‘stores and other public sites will not ask you to do this.

BeELBRED-OtEXa1) T«
LTHERELET,

1. “Advanced”Z2 ') w4,

2. “Add Exception”& 2 ') w7,

3. Ry TF7 v TR—I|ZT“Confirm Security Exception”Z 9 ') v 4

DEENHFT A,

Location: [ Rttps://10.0.1.200 ] | Get Certificate|
Certificate Status
th invalid information. View...

X T Bl E

site, which could mean that someone is trying to impersonate this

it hasn't been verified as issued by a trusted authority using a

Report errors like this to help Mozilla identify and block malicious sites

10.0.1.200 uses an invalid security certificate.

The certificate is not trusted because it is self-signed.
The certificate is not valid for the name 10.0.1.200.

Error code: SEC_ERROR_UNKNOWN_ISSUER

Advanced

+/ Permanently store this exception

Confirm Security Exception Cancel

O



SR (3) 7TUT—2 3> BEnaERiE

ﬁﬁ@ﬁw(WWQ
» (3) THERBLE=#HT LLMREIPAHTTPST7Z 2 £ X

.;'<;;. e 0 & https://10,0.1.200 R n o &
= AlO-vThunder @ http://10.0.1.100/ @hﬁp:p’f10.0W@hﬂps:ﬁ]0.0.].200;" @ hitps://www.exampl... FAI0-FW

https://10.0.1.200/ YE B L F=Virtual ServerMIP7 KL A Z AN

1 Warning: Potential Security Risk Ahead

Firefox detected a potentlal securlty threat and did not continue 1o 10.0.1.200. If you visit This site, attackers
could fry to steal Information like your passwords, emalls, or credit card detalls.

Learn more...

Go Back (Recommended) Advanced...

HEZ2RAMAZED-HEFX2) T4 DESHEET A,
X TaBNELTERRELET, Ituses a
1. “Advanced”&2 ') v 9,

2 . “Accept the Risk and Continue”’é_'*? ),

Go Back (Recommended) I Accept the Risk and Continue I
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(3)

ENIEDHERE (HTTPS)
LTDEDIT  worksVDR—IUMRIRIND C & ZHEE,

FIUr—3

€ 0OR

https:/}

'10.0.1.200

It works!
This is SV1.

f~y =t

DA=TE]

B

===
o> AL

@ | |G, Search

I A10-vThunder @ 10.0.1.100(vipl) & 10.0.1.200(vip2-http) @ 10.0.1.200(vip2-https)

* 8 4+ A O




/M (3) GUI XF—% XK

AT—3 XD

N

=X

Aty

(1)V—R)

Vi oafR— K> AT L

st

allll

HOoOEH S
AOOE:
=U

P FEA L

B vAFL O
[=[pEil]

Mar 27 2020 12:13:45

Mar 26 2020 213043

4 2020 221322

B =2 FioauaeO S
Bl
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2, build 3

SFZ, bulld 8 (%)

GR1-F2.5F2, buid 38

N
0, 2 55, 2353

3T AToK

A5 GEFHMOE . 10068

Ol 25 8 &

CPU Usag=
LU Usage

CPU Usage

i T IR LA ERE

& > -0=JlCcrPu

MIST). Currend wa
TiAST) . Cuwm
mI&{Sd). Curr
] Imi{ 3] . Cu
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TI{9). Currer

RE 20h

2R0h

CPU1

CL | aXAP | GU

s T

e e

o

= T

ilin)

SCPU

PCPUKEEANE

¥Thunder 4.1.4-GR1-P2-SF2, builkd 8

o
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SR (3) 7TUT—2 3> BEnaERiE

AT—RXADIEER UNTH+F—T 2 R) / SRR 4 A
ADC > SLB > Virtual Servers

rme; s K E?;: - - )
IN/Out i 4 BEOIRI U3 Y
500 500
2000 000
500 1500
A F1
s &
"
1000 000
500 500
- 14:30 14:45 15:00 14.00 1415 1430
(5] (5]
[=xo—RUrir i — Di—RURr R | (—mEn3z593y |
AL
Il
- T 54| ®T j O im P
Ax2irazs IZk
1) LI FELA
i ] 8 = Ip — &t - &t
(4] vipl o 10.0.1.100 [i} 10
(4] vipz E 10.0.1.2 ses s
ChartsV ') w99 5 EVIPERLD )
O ~ N —
TIWEAALINTA—T RIS T
% PopupK R
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(5) OS> O0—R

CLI/GUI [CKDBEERE



show techsupport (CLI)

ﬁ%ﬁﬁ®>X%A~ﬁntxmx%—@x%ﬁ@x+vf>avhé
L

A10#show techsupport

Thunder Series Unified Application Service Gateway vThunder
Copyright 2007-2016 by A10 Networks, Inc. All A10 Networks products are

protected by one or more of the following US patents:.
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show techsupport (GUI)

% _
Alﬂ Dashboard v ADC ~ GSLB v Security v AAM ~ CGN ~ Network v System ~ i Partition: shared v Q ~ §} |3 & admin @
Show Tech Files Show AXCore Files Hitp Log Files Show AXDebug Files AXDebug Config Files vJhunder 4.1.0-P5 build 135

System >> Diagnostics => Show Tech > > AN N _—— -~ © Hel
, 2 ~|BESTDAOO—FEIIIhB P

Search Search Reset 1T G DT 2 Export | | 2 Showtech
B File Name Date Size
B showtech11 2016-10-10 23:03:16 —
B showtech10.gz 2016-10-10 14:56:09

showtech09.gz 2016-10-09 14:55:09 E ﬁ E J: O) 52 % $ﬁi 0) 7 /r

a2
showtech08.gz 2016-10-08 14:53:09 é 7 U Y 7 'g' %) & %O)H%,lf—i@
showtech07.gz 2016-10-07 14:50:09 show techsupport7 7 1 JL &

O—AJLIZIEE
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backup log

e SysloglZH ASINGELWN—Froxz7OJGETNYTBEOTDRE
* 157 [d1b@ Tshow tech-supportDFE R = AX1M AR TF
cATFFUTITF7AI

* H 7’( 7N %El@]ﬁ

A10(config)#backup log use-mgmt-port scp://student:al0@192.168.0.100/home/student/Desktop
Backuplog files ....cuviiiii i Log files backup succeeded

X ESETIE7y7A— K9 B39 —/\—NDID//NR T — Kl&student/al0 &% Y £ 3,
XT7wITO—RFEY—NEZTHEWVELDELAHY T,
XTwTO—FZET5JIL bl tftp / ftp / scp / sftp DA HE,




backup log (GUI)

System > Maintenance > Backup > Log

A“] Dashboard + ADC ~ GSLB  Security + AAM ~ CGN ~ Network ~ System + & Partition: shared v @ v § () & admin (»
Upgrade Backup - Restore Licenses uild 135
System >> Maintenance >> Backup >> Log Remote: Help

NERDH—/—(C )
FTP/SCP/TFTP/SFTPT 7 v 7
Log Backup mE

Local or Remote * O Local I Remote

Use Management Port

Stats Data
Expedite o

Backup Logs From : Qalliogs 'mostrecentday (' mostrecentweek () mostrecent month () <1.31> specify number of days

Local:
WAGUIZT VAL TWLAPCIZHE ™
va— K
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[ A10.4.1.4-GR1-P8_PDFzip

pdf

EE

A10_4.1,4-GR1-P5_AAM. pdf
A10_4.1.4-GR1-P5_ADPpdf
A10_4.1.4-GR1-P5_AFLEX.pdf
A10_4.1.4-GR1-P5_APFW.pdf
A10_4.1.4-GR1-P5_AVCS.pdf
A10_4.1.4-GR1-P5_CLLpdf
A10_4.1.4-GR1-P5_CLI-CGN.pdf
A10_4.1.4-GR1-P5_CLI-SLB.pdf
A10_4.1.4-GR1-P5_DCFW.pdf
A10_4.1.4-GR1-P5_DMG.pdf
A10_4.1.4-GR1-P5_ELOG.pdf
A10_4.1,4-GR1-P5_GSLB.pdf
A10_4.1.4-GR1-P5_HC_INT.pdf
A10_4.1.4-GR1-P5_IPSEC.pdf
A10_4.1.4-GR1-P5_LOG. pdf
A10_4.1.4-GR1-P5_MAS.pdf
A10_4.1.4-GR1-P5_MIB.pdf
A10_4.1.4-GR1-P5_NET.pdf
A10_4.1.4-GR1-P5_SAG.pdf
A10_4.1.4-GR1-P5_SDN.pdf
A10_4.1.4-GR1-P5_SLB.pdf
A10_4.1.4-GR1-P5_S0.pdf
A10_4.1.4-GR1-P5_S5Li.pdf
A10_4.1.4-GR1-P5_TRSOL.pdf
A10_4.1.4-GR1-P5_VRRP-A.pdf
A10_4.1.4-GR1-P5_WAF.pdf
A10_4.1.4-GR1-P6_RN.pdf

[#] ACOS Minratinn 2.7.% d.x.ndf

EwWHE
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AlOD~N=a7)L

AAM: Application Access Management
ADP: Application Delivery Partitions
AFLEX: aFleX Scripting

APFW: Application Firewall

AVCS: ACOS Virtual Chassis Systems
CLI: Command Line

CLI-CGN: Command for CGN
CLI-SLB: Command for ADC

DCFW: Firewall

DMG: DDoS mitigation (for ADC)
ELOG: Event Logging

GSLB: Global Server Load Balancinge
HC_INT: HarmonyController

IPSEC: IPsec VPN

LOG: Logging for IPv6 Migration
MAS: Management Access and Security Guide
MIB: SNMP MIB

NET: Network

RN: Release Notes

SAG: System and Administration
SDN: Overlay Networks

SLB: Application Delivery Controller
SO: Scaleout

SSLi: SSL Insight

TRSOL: IPv4-to-IPv6 Transition
VRRP-A: VRRP-A High Availability
WAF: Web Application Firewall
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System
Dashboard
= System |
Product Typ
vThunder 4.1.4-GR1, build 78
HD Primary:
ACOS: 4.1.4-GR1, build 78 (%)
GUI: 4.1.4-GR1.1.0.0, build 345
HD Secondary
ACOS: 4.1.4-P3, build 108
GUI: 4.1.4-P3.1.0.0, build 269
Up Time: 0 days, O hrs, 8 mins
iE Device Info

CPU Count/Status: 3 /All ok

Memory: 3.1 GB Free [/ 10.0 GB Total
Disk: 6.32 GB Free/ 16 GB Total

2 system Log

Date/Time Level Module
Jul 22 2019 17:21:14 [SYSTEM]

I HATOTINE

c

& Network

o 5 Shared Objects @ Log

ystem

@& Realtime Memory Usage | Data CPUs

O -T2 THLE

ws ® B @ O

amaM1 [0

vThunder 4.1.4-GR1, build 78

@

Help

100%
0 )
e
® 2 S0 B DATA 1
\ W DATA 2
-
(=] 8 o
) 15ec 55ec 105ec 305ec 605ec
GR . 4%
& Control CPU |#* Data CPU Statistics
100 =
0 )
"9 i 50 — DATA1
\ \ — DATA2
= g .
18:15 18:20 18:25 18:30 18:35 18:40
1R04

[## Memory Usage

Description 106

System is going to restart




GUIANJLTRFAY

Online Help

Al
N\
’

[B= About
[+ Dashboard
[ ADC
W SLE
[ Virtual Service
B> Virtual Server
[ Service_Group
[ Server
[ Palicy_Limits
[+ Application
[+ SLE_Glabal
[B> Session
[+ Resource_Usage
[ Health Monitor
[f> Templates
[B> S5L Management
B> aFleX
[E> Black-White_List
[ IP Source NAT
[ Statistics
- GSLE
[ Security
B AAM
B> CGN
[ Network
F System
[ Settings
[E= Admin
[ Maintenance
[f> Diagnostics
[B= Monitoring
[ aVCSs
[B- VRRP-A
[B= System Log
W Gettino Started

Getting Started

When you log into the GUI for the first time, you will be taken to the Getling Started page. See the GUN Quick Start Guide for more detailed information
about how to use this page to set up your ACOS dewvice for the first time.

The page is divided into the following sections:
* System
*  Network
+  Application

System
This section allows you to configure the following system settings:

* Management IP - for more information, see Configure the Management Interface.

» System Time/Date - for information, see Configure System Time.

# SNMP - for information, see Configure SNMP.

Network
Choose from one of the following network modes:
+ Transparent (L2) Mode
& Routed (L3) Mode
Choose one of the following deployments:
+ [Inline Deployment
*  One-Arm Deployment

Application
This page allows you configure a basik SLB application.
Faor details about the configurable parameters on this page, see Configure an SLB Application.
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[a> 744 ]
slb virtual-server vip2 10.0.1.200
port 80 http
service-group sg-80

A10#configure

A10(config)#slb virtual-server vip2

A10(config-slb vserver)#port 80 http
A10(config-slb vserver-vport)#service-group sg-80
A10(config-slb vserver-vport)#exit

A10(config-slb vserver)#exit

A10(config)#exit

Al0#

Ctrl-ClXconfigE—F Dexitd) ¥ —HR—k i 3—kAhvk

Al0#configure

A10(config)#slb virtual-server vip2

A10(config-sib vserver)#port 80 http
A10(config-slb vserver-vport)#service-group sg-80
A10(config-slb vserver-vport)#end

A10#

Ctrl-Zl&configE—F Dend®DF—HR—K L 3—rAhvhk




CLI:ANJLTD

JRARA T3y
- ACOS> show health monitor ?

- WORD<1length:1-31>Name
all-partitions All partition configurations
partition Per-partition configurations
Output modifiers

Z T3 DBk XA A

- ACOS> show ic?

icmp Display ICMP statistics
icmpv6 Display ICMPv6 statistics
N =
aOREDET

- ACOS> show rad<tab>
ACOS> show radius-server

S N st gk =i 4
O RDERELT

- ACOS> repeat 1 show cpu //1#Z—[EIZE1T ~

ACOS> repeat 5 show interfaces statistics //S#Z—[EZE1T

107




Running-config D #E &2
CLI Z4J)LAR1) % (section & include)

ACOSIZ. sectionB & WincludelZH AZE/NAEL T T HEICEYHITABTE I«
WA BEMNARETH S,

sectionldar J4 BEREME
ACOS#show run | sec slb

slb server S1 10.0.2.18
port 890 tcp

slb service-group HTTP tcp
member sl1 80

includeldFEEXFI 2T ITIIF
ACOS#show run | inc slb

slb server S1 10.0.2.18
o8 slb service-group HTTP tcp




Running-config D275 7% (OR&E )

r| 1888 ZorEL CincET=[Lsec THEAT HICIE.
Y1\ O RSYVA)TIRT—T 95 (AIRICRAR—REL),

ACOS#show run | inc tacacs¥|radius
tacacs-server host 1.0.0.100 secret (encrypted secret) port 49 timeout 12

radius-server host 1.0.0.100 secret (encrypted secret)

109




CLI: EE&

ACOS#
ACOS#
ACOS#
ACOS#
ACOS#
ACOS#

show version ;ACOSMD/N\—ar &SN TULVDHACOS, UptimeFEZHEET 5,

show running-config ;running-configlda> 747 ZAER)ICHREIN, REIFEIERMEINDS,
show startup-config ;startup-configldT4RIIZIRESND,

write memory IREDIAVIATHREETARIIZIRET S,

write memory <AVTIAT &> EREEHEIVI«TRBTTARIIZRET S,

show startup-config all ;BREFAIAVI«TDIVRLERTT D,

ACOS(config)#link startup-config <A T4 &> <primary/secondary> ;JA—K-)T—rEDALIT(TZHEET 5,
ASOS (config)#bootimage hd <pri/sec> ;REIFCENFICEINT H0SEHRTET 5,

ACOS#
ACOS#
ACOS#
ACOS#
ACOS#
ACOS#
ACOS#

show bootimage ;REIFCEIFFICEENT H0SZERTT Do

reload ;JO—K (3> 749 DiHAH)

reboot ;BICEN(AV T DFEHIAH, 0SDFHEHIAH)

shutdown ;A10MDI ¥ ykETHY

backup system use-mgmt-port scp://A—HRZ@Y—/\—IP//NR/ ;;TRATLDINYITVT
restore use-mgmt-port scp://A—HRZ@Y—/\—IP//\R/xxx.tar.gz ;RATLD)ALT
system-reset ;A10Z&HGEIREEIZR T ;FE OV 7«45 DOHIRR. BEEIPAY172.31.31.311TREh S,



HAK|5#k sh version
fE LU CTULVBACOSDVersion|dk = HESE

vThunder#sh ver

Thunder Series Unified Application Service Gateway vThunder
Copyright 2887-2819 by A18 Networks, Inc. All A18 Networks products are
protected by one or more of the following US patents:
18243791, RE47296, 102308770, 10187423, 10187377, 10178165, 108158627
18129122, 18116634, 181108429, 18691237, 18869946, 180863591, 18844582
18838693, 18827761, 108821174, 108828979, 108882141
9992229, 9992187, 9986861, 9979881, 9979665, 9961136, 9961135, 9961138
9960967, 9954899, 9954868, 9942162, 9942152, 9912555, 9912538, 9986591
99086422, 9980343, 9980252, 98608271, 9848813, 9843599, 98435271, 9843484
9838472, 9838425, 9838423, 9825943, 9806943, 9787581, 9756871, 9742879
9722918, 9712493, 9785888, 9661026, 9621575, 9689852, 9602442, 9596286
9596134, 9584318, 9544364, 9537886, 9531846, 9497281, 9477563, 9398811
9386888, 9356918, 9358744, 9344456, 93444271, 9338225, 9294583, 9294467
9278774, 9278785, 9258332, 9253152, 9231915, 9219751, 9215275, 9154584
9154577, 9124558, 9122853, 9118628, 9118618, 9186561, 9094364, 9068883
9832502, 8977749, BO43577, 8918857, 8914871, 8904512, 8897154, 8868765
8849938, 8826372, B813188, 8782751, 8782221, RE44781, 8595819, 8595791
8595383, 8584199, 8464333, 8423676, B387128, 8332925, 8312587, B291487
8266235, 8151322, BO79877, 7979585, 7804956, 7716378, 7665138, 7675854
7647635, 7627672, 7596695, 7577833, 7552126, 7392241, 7236491, 7139267
6748084, 6658114, 6535516, 6363075, 6324286, 8392563, 8183778, 7831712
76086912, 7346695, 7287884, 6978933, 6473882, 63743800

64-bit Advanced Core 0S (ACOS) version 4.1.4-GR1-P6, build 98 (Feb-89-2821,87:37)
Booted from Hard Disk primary image
Number of comtrol CPUs is set to 1
Serial Number: vThunderieeee15819
aFleX version: 2.8.8
GUI primary image (default) wversion 4_1_4-GR1-P6-4_1_4-gr1-p6-29
GUI secondary image version
aXAPI version: 3.8
Cylance version: N/A
Hard Disk primary image (default) version 4.1.4-GR1-P6, build 9@
Hard Disk secondary image version 5.2.1-p1, build 56
Last configuration saved at Apr-28-2821, 17:13
Virtualization type: KVM
System Polling Mode: On
Hardware: 4 CPUs(Stepping 1), Single 26G drive, Free storage is 11G
Total System Memory 28517 Mbytes, Free Memory 9584 Mbytes
Hardware Manufacturing Code: N/A
Current time is Sep-27-2821, 12:15
The system has been up 8 day, 8 hour, 25 minutes
vThunder# |




HANIFHER sh version

64-bit Advanced Core 0S (ACOS) version 4.1.4-GR1-P6, build 98 (Feb-89-2821,87:37)
Booted from Hard Disk primary image

Number of control CPUs is set to 1

Serial Number: vThunder1888815819

aFleX version: 2.8.8

GUI primary image (default) version 4_1_4-GR1-P6-4_1_4-gr1-p6-29

GUI secondary image version

aXAPI version: 3.8

e

Hard Disk primary image (default) versiom 4.1.4-GR1-P6, build 98

Hard Disk secondary image version 5.2.1-p1, build 56
Last contliguratlion saved at Apr-28-2821,6 1/:13
Virtualization type: KVM
System Polling Mode: On
Hardware: 4 CPUs(Stepping 1), Single 266G drive, Free storage is 11G
Total System Memory 28517 Mbytes, Free Memory 9584 Mbytes
Hardware Manufacturing Code: N/A
Cfurrent time ie !"-tn_n—'??—'?ﬂ'?‘l 121K
The system has been up 8 day, 8 hour, 25 minutes
vThunder#

1. EARAFPD/)\—=>3 > FS
2. BN TULWDBACOSD/\—= g BES
3. ACOSHMEEEN L CUL\BIFRT
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ACOSD I 7 A )LIC DT

BWACOS7 7 M IL—F

ONonFTAE T /L
7 7 AL . ACOS non FTA (/X—< 3 > 4).upg

OFTAE T L
7 7 AL T ACOS_FTA (/X—< 3 > 4).upg

OFTAV2E T JL
7 7 AL P ACOS FTA V2 (/N— 3 >~ 4).upg

OfREHRACOS A X —
Baremetal(ISO) . ACOS_BaremetaI_(/\‘\— T 3 VH).iso
vThunder(ISO) : ACOS_vThunder (/X—< 3 > 4).iso
vThunder(ESXi)  : ACOS_vThunder (/N—< 3 > 44).ova.gz
vThunder(KVM)  :vThunder (/X—<° 3 > %4).qcow2.8z
vThunder(HyperV) : vThunder (/X—=<’ 3 > 44).vhd.gz



ACOS T 71 )LICDULNT

B NonFTAE T )L :
TH3040S,TH3030S,TH1040(S), TH1030S,TH940,TH930,TH840(S),AX3530,vThunder

7 7 A4 JL% :ACOS non FTA (/X—< 3 »4).upg

BrAV2ET /L :
TH5330(S),TH3430(S),TH3230(S)

77 A I :ACOS FTA V2_(/N— 3 > %).upg

BmrA 7L
TH14045,TH7445(S),TH7440(S)-11, TH7440(S),TH6635(S), TH6630(S), TH6440(S), TH6435(S), TH6430(S),TH5845(S),

TH5840(S), TH5630(S),TH5440(S) TH5435(S), TH5430(S)-11,TH4440(S), TH4435(S) TH4430(S),AX5630

77 A% ACOS FTA (/N— 3 > %).upg




ACOS/\—=>3 > Z&E

« GUI(systems—Maintenance—Upgrade)

Security

System | Getting Started = System

Welcame to the Thunder Series Unified Application Service Gataway vThunder deswos! This wizard wil help you ¢
You are cumertly runnirg version 4.1.4-GR1-PS, build 81 . If you would like to upgte:

You have curently canfigured the following.If you nesd &

to the latest version, selec

Upgrade | Backip  Restors vThunder 4.1.4-GR1-PS, buil ° /73—\ E a— E ACO S 7 — 4} l/% \E?R a_ z
System | Maintenance | Upgrade g J l’—\-
Upgrade Image
ACOS Version GUI Version
HD Primary 4.1 4-GR1-PS, buitd 81 (defaul) HD Primary 4.1.4-GR1-P5-4.1.4-grlps5, build 38 (default)
Last Configuration Saved At Mar-20-2021, 0148 @ Recent ‘ ‘] ﬂsfudent @DESHDD Courses
. f Home Name ~ | size Modified
Action | Upgrade =
Image Type o ) Desktop i ACOS_non_FTA_4_1_4-GR1_78.64.upg 622.5MB 22 Jan 2019
o I B Documents & ACOS_non_FTA_4_I_4-GR1-P2-5P2_8.64.upg 716.0MB 13 Dec 2019
S|
Bestination % ACOS_non_FTA_4_1_4-GR1-P3_155.64.upg 734.2MB 31 Mar 2020
°Primary Secondary 4 Downloads
Reboot After Uporade P » ACOS_non_FTA_4_1_4-GR1-P5_81.64.upg 729.0MB 24 Dec 2020
cave Configurtion Enable S Disabie Floppy Disk [ ACOS_non_FTA_4_1_4-GRI1-P6_90.64.upg 735.0MB 12 Feb
OEnabIe Disable o Cent0S-7-x86_64-DVD-1908.is0 4.7GB 30 Mar 2020
CELACOS Image Frem Qo O reion i ftp-pub o Cent0S-7-x86_64-Minimal-1908.iso 987.8 MB 30 Mar 2020
File Name *
+ Other Locations
‘ All Files = ‘
‘ @Cancel ii;&en |




ACOS/\—=>3 > Z&E
77 1 )7z 1EiR L/‘C”Upgarde”%‘:/J vy 77

B soc @ GSLE

GH il Metwark | fF System | e Shar

Upgrede | Backup  Restore vThunder 4.1.4-GR1-P§, build 81

Upgrade Image

ACOS Version GUI Version
HD Primary 4.1.4-GR1-PS, busid 81 (defau) HD Primary 4.1.4-GR1-P5-4.L.4-grl.p5, build 38 (default)
HD Secondary 4.1 4-GR1. buid 78 HD Secondary 4.1 4-5R1.1.0.0, build 345

Last Configuration Saved At Mar-2B-2021, 01:4E

Action Upgrede =
Image Type o

ACOS Image GUI Image
Media Disk
Destination

o Primary Secondary

Reboot After Upgrade o

Enable Dizable
Sawe Configuration o

Enable Dizable
Get ACOS Image From o

Local Remaote
File Mame *

& SelectFile I ACOS_non FTA_ 4 1 &.GRLPO S).84upg I

“Reboot after upgrade” 7z L& TIFXERNIC L TLNDIZ8D.

ACOST 7 1 )LD 2 ik— REITHITHON S,

AR/ —=3 > TEH T (C(ZOSDIEINIZ AR (primary/second) Z1EE L CHIEEI 9 B,
CLITONN—23 > ZBEEIY-1 7L ESRBLUTLIEEUL,



| [#=2] vlanlZDWT

A10(C(FL2/L3RA W FDHEENERH SN TEH D,
VLAN(FEE. L2/3TEATFTOLDICERULET,

LR TEAT3IES L3 TIEAT 555 i <h _ ;
P74+ 77— R show ip route
n 10.0.1.0 /24 velO

10.0.2.0 /24 ve20
vian 10 vian 20 /24 ve
ve 10 ve 20
10.0.1.1/24 10.0.2.1/24

Portl Port2 Port3 Port4 e e PortN Portl Port2 Port3 Port4d e e . PortN
a —— | 111111
— 1111
I _/\“_
L TN —A 310211/824
10.0.1.12/24 A BMA .0.2.
F2 A 0.0.1.12/ "

.0.1.11/24
10.0.1.11/24 10.0 /
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[(fEE]vlan1 >4 —J 1 A(L2THERT digza

UTFDRDICEEEULET,

3 =R
L2(untag) CIEAT 555 A10(config)#vlan 10

A10(config-vlan:10)#untagged ethernet 1
A10(config-vlan:10)#untagged ethernet 2
A10(config-vlan:10)#exit

A10(config)#

A10(config)#vlan 20
A10(config-vlan:20)#untagged ethernet 3
A10(config-vlan:20)#untagged ethernet 4
A10(config-if:ve:20)#exit

A10(config)#
Portl Port2 Port3 Port4 e e PortN
a NERRER
| P —/N—A
10.0.1.12/24
RARA /

10.0.1.11/24
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| [##Rvian1>45—-J A (L3 THEAT 35S

UTFDRDICEEEULFT,

L3(Untag) TIEAT 555

A10(config)#vlan 10

— K A10(config-vlan:10)#untagged ethernet 1
L ~ A10(config-vlan:10)#router-interface ve 10
A10(config)#interface ve 10
A10(config-if:ve:10)#ip address 10.0.1.1 /24
vlan 10 vlan 20 # show ip route A10(config)#
10.0.1.0 /24 velO A10(config)#vlan 20
ve 10 ve 20 10.0.2.0 ;24 ve20 A10(config-vlan:10)#untagged ethernet 2
10-0-1-1/24 10-0-2-1/24 e A10(config-vlan:10)#router-interface ve 20

A10(config)#interface ve 20
A10(config-if:ve:10)#ip address 10.0.2.1 /24

Portl Port2 Port3 Portd . e . PortN
untag untag
a NERRER
[ P —/"—B
10.0.2.11/24
TR MA /

10.0.1.11/24
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| [#2]1>%—2J 1 X(tag/untag)

IEEES02.1QD#t& CtagZz DIFT TIERAULE Y, = =
TagfdE TERAETN3/R— hZS5 T Vian s
/e b2 OR— b EMT,

Tag’2 U CERI B3/h— b= T7LVIan., el il o

F12 (37 L AR— N EFVET A=Y

TPID TCI eCFl:1Ewh
e VLAN®@S 12K b

0x8100
[#3-10 IEEE802.1Q VLANZ

tag’t L TR — b2 EAT 25EIEER—MEI—D2D tagh ) THR— FZERT 25HE. UTD LS IZHR—F1%VIan10 & VIan20THE T
VIANICL D FTET 5 2 &N TEE A, 5ZENTEET, LoT WEBR—M2EMERT 2N TEET,

Portl Port2 Port3 Port4 PortN Portl Port2 Port3 Portd PortN
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[(fAE ] >F—T 1 ADKE(vlan)

AIOCA>A—JIT A RZEDELESEUTDORDICEHELFE T,

A10(config)#vlan 10
A10(config-vlan:10)#tagged ethernet 1
A10(config-vlan:10)#router-interface ve 10

L3 CTagz 25 2 & THR— b Z2HBWERATEET,

i A10(config)#interface ve 10
z:ea?-olo V|32020 #15(;]8\,\],_ Ig /rgllljt\e/elo A10(config-if:ve:10)#ip address 10.0.1.1 /24
ve S A10(config)#
10.0.1.1/24 10.0.2.1/24 10.0.2.0 /24 ve20 A10(config)#vlan 20

A10(config-vlan:10)#tagged ethernet 1
A10(config-vlan:10)#router-interface ve 20
A10(config)#interface ve 20
A10(config-if:ve:10)#ip address 10.0.2.1 /24

Portl Port2 Port3 Portd . e . PortN
tag
vlan20
vlan10,20 U_) i | |
tag| <" —|_ """"
] ARREEN
Vv 10 B —/N—A,B,C
10.0.2.11,12,13/24
i
R MA

1l 10.0.1.11/24




| [HE] 9OVIANTHER I B &S
ENSELT

tag (FFBEFF2 08K —F) FEERMNICIStag (FFB P98 —F) RETERL £,
Untaglduntagl@l = CT#EH L £ 9,

untag

AL0ZERT 2. KIEITZVIAN A A v FRILZEHKT 5D TTH
VLAN FEX LD PC R A v FITHMT T % & T IEEAN(C(Funtag (XFRBTI7RAFE—F) TEELET

‘------I (EERERE
I
oC Server
RNUZ =2 L > TIEVIANDERE D R LPCRH —/N— & | tagVIan’C%)Natlve VLAN 72T ISR TE 5

HOHH U ¥ 9, NativeVlan& (ZvlanisEL TWLWAEWE T DT 7 # /)L k Dvlan IDIZ7R V) i'@‘ A10D 35

& ldvlan 1HNative VIanZ72 2 D TI A, vlan 1 IZERBT A ENTETEFHF A, FIRFEEZRDR—
JICEEL £,
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| [##2] Vian A10#IPRSEIA

A10IZH T HVLANEREDFIRBMEFIRDES Y T,

BT LAB—T 4 RE1IDDVLAND A nn—IZ LI EhEEA,
¢« 1 DDA UA—TIAREZVLANTAR I LERTEDOmMAE LTIXERTEE A,
o VLANTEZR U fFE, FHE2T9HLLELTEETETEE AL
e XA T4 IVLANIZERETEE A,

BT LIL—LRETHEA A —T A RATZESAEBAEFOYTENET,
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ACOosnax 4
o—Ah)o¥xosy

ARIAT N—FDIT7DEE. ACOSHERE . ACOSLEDARUEOJIZH T

show log
BEEEOY ACOSTIThNn-av RFDEREERT
show audit
Nenx T

splunk, rsyslogZz&E~dH 1
ACOS(config)#logging host ?

Hostname or A.B.C.D Remote syslog host DNS name or ip address
A:B:C:D:E:F:G:H Remote syslog host ipv6 address
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04 LBEZ (audit)A % ) BEE T 1T

B¥DincludeBEWUsection—T1sUT1ZFERALT. OF  BE&EOY . E7d0D
config DX IHT HITERR

ACOS#show log

Sep 24 2013 09:56:45 Warning [ACOS]:Duplicated IP 10.0.1.1 MAC 000c.2976.5904
from Port 1 VLAN 3 detected

ACOS# show audit | inc Sep 24 2013 ©9:56

Sep 24 2013 09:56:46 [admin] cli:port 80 http
Sep 24 2013 09:56:28 [admin] cli:slb virtual-server vipl 10.0.1.1

ACOS (config)#show run | sec 10.0.1.1

ip route 0.0.0.0 /0 10.0.1.1
slb virtual-server vipl 10.0.1.1
port 890 http
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| oy
Thunderld., Z{DIEFAvE— . EEAVvE—D  IT5—AvE—#05 12588,

-7I'i’—I~M>’5¢—714Z0)7‘y7°/9“r7‘/%‘yt—&“

L2)L—TRHENZE

o ﬂFJ\"ZH'?)Iﬁ'-jF’vZHjEI — KXY A\ HIRDZELE
‘-MACZ7KRLRABEINOZE

-EEITHIPOESL

- H—/\—&HY—E RR— |*0)7J7°/’5‘"'7/)‘J'|2 o

T I r—a BB NDIS—AytE—2 :SLB, PBSLB, HTTP. HA, AFLEX, [...]
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| AcOosE=ALELVE

ACOS - E=4Eh TV B HEAELEMEO R

ACOS#show monitor

Current system monitoring threshold: (F7#4J/LMEDFER)
Hard disk usage:85

Memory usage:95

Control CPU usage:90

Data CPU usage:90

I0 Buffer usage:91750

Buffer Drop:4000

Warning Temperature: 68

[..]
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LAY\ 1~4

LA¥1~2
ACOS#tshow int
ACOS#show mac-address-table

LA¥3
ACOS#show arp
ACOS#show ip route

LAY4
ACOS#telnet <ip> <port>
ACOS#axdebug
KT I TIHRERNLD D% L,
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ACOSMD!))—RA
AEYEHREDERT

ACOS#show memory [ system ]

System Memory Usage:
Total(KB) Free Shared Buffers Cached Usage
16456546 8224340 (%) 2420 159084 49.0%

CPUERED R
ACOS#show cpu
ACOS#trepeat 1 show cpu
1 @A, 570, 10%), 30F, 60FPREID FKcpufE AR ZE R,
repeat| AR RZFREBICDTHIEICK>TERMICEITTED,
) ) —RAHRD =R
ACOS#show system resource-usage
P VRATLEE, Eyiarxvn\o T/ DR/ &R, TIHI B LUVBRAERESNTODHIREZRT

ACOS#show slb resource-usage
1 SLBERET7 AT LDTR/N. K. TIHIMBLVBRAERESNTLSHIREZRT
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Ny k3T F v (axdebug)

axdebug
T FrEnt-T74)LIZpcapfiz= (Wireshark / tcpdump)
ThunderMb A ASIND/N\Tr DT AR TOHMZE R AT EE

axdebuglItyiar~A—R

é%%/ﬁ’r%b“wwwz—ﬁa“éa F—tyav RN UBEOTRTO/N IS T

9347k TH - VIP H—/\—
40.40.40.40 30.30.30.90 10.10.10.30
Skl ] Sk |
Src 40.40.40.40 Src 30.30.30.123 (nat pool)
Src port 35525 Src port 35525

Dst 30.30.30.90 Dst 10.10.10.30
Dst port 80 Dst port 80
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axdebugZ4JILA
X T FEe WA T 71 A%IEE

T4ILZRNDEHDEHEEZANDTIHESES L. EHDOI(IL2EORTH S

axdebug D4
OAxdebugE—F 2 &)
ACOS#axdebug
OT4ILEDER
ACOS (axdebug)#filter 1
ACOS (axdebug-filter:1)#ip 1.2.3.4 /32

OrL—ADEAA

ACOS (axdebug)#capture brief save <file_ name>
OL—RDEFL
“brief’ZA T arEFERATHEES “Ctl+C “THFYTFrDEFEL

“brief’ZA T a EFALLEMES “ACOS#no axdebug” TFr¥TFrDIELE
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| Axdebug Capture Brief

vth01-Active(axdebug)#cap br

Wait for debug output, enter <ctrl c> to exit

@4358256239i( 1, 11)>ip 192.168.0.10 > 192.168.1.101 tcp 56470 > 80 S f69a87f7:0(0) <mswt, m=1460,w=7>
@43582562390(1, 0)>ip192.168.1.101 > 192.168.0.10 tcp 80 > 56470 SA 188fe976:f69a87f8(0) <mswt, m=1460,w=2>
@4358256239i( 1, 11)>ip 192.168.0.10 > 192.168.1.101 tcp 56470 > 80 A f69a87f8:188fe977(0)

@4358256239i( 1, 11)>ip 192.168.0.10 > 192.168.1.101 tcp 56470 > 80 PA f69a87f8:188fe977(77)

@4358256239 0( 2, 0)>ip 192.168.2.253 >192.168.2.10 tcp 28466 > 80 S b55e7f3a:0(0) <mswt, m=1460,w=2>

<Bl%>

vth01-Active(axdebug)#

@4358256239i(1, 11)>ip 192.168.0.10 > 192.168.1.101 tcp 56470 > 80 PA f69a87f8:188fe977(77)
i tcp
N2 7 47 @A (input) . o (output) L47°Aa b 3)L/X4 K (tep/udp/icmp)
(1, 11) 56470 > 80
1 R—F+E=S 56470 IXfE TR — b
11 vlan®ID 80 JEIL R — b
ip 192.168.0.10 > 192.168.1.101 PA
ip Ether X A 7'(ip/arp/ipvé) TCPD 7 7 7
192.168.0.10 3X{Z JTIP S(Syn), SA(Syn Ack), A(Ack), F(Fin), PA(Push Ack)
192.168.1.10 58 5¢IP
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axdebugZ7AILDITHRAR—b

axdebug CTH@FGLI=71ILDFEER

THO8#sh axdebug file

____________________________________ S S
Filename | Size(Byte) | Date
____________________________________ O
uuu2 | 2214 | Mon Feb 3 21:16:31 2020
fwudp | 2848 | Thu Dec 26 15:45:55 2019

axdebughL—RADITHRKR—F
MGUIDBH o O—R AT RE

ACOS#export axdebug <filename> [use-mgmt-port] <destination>
15 :

THO8#export axdebug UUU2 scp://10.255.221.253/tmp/

User name []?root

Password []?
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axdebugZ D
INTYRENYTF v DEH

T I7HILETIE/ Ny b E3000, v T FvERE L300 CERESN TSN TR Y I FVIIEHEBITERLLET . EF 515
FIXUTOKSICtimeout & count aATURZEFERALET, “0"ERTEIT HE/NTYMI1CPUIZDERKN300MByteE T
FATFYEINFTET, FYTFAI7MILDEILEK100TY , (Hl: ZALTIME 600F). /N7 V8 10000 IZEH)

ACOS (axdebug)#timeout 600
ACOS (axdebug)#count 10000
ACOS (axdebug)#capture brief save <file name>

axdebug DR T—HARFER

ACOS#sh axdebug status
axdebug is disabled <=F¥TFVIRENEIZHEE

session filter is enabled

ACOSH#
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fEx 3 1 ARAEMEHEEE
ADP(Application Delivery Partitig



ADP(Application Delivery Partition) & [&

- ADPIXACOSH MR #9578 LB RE
« 18 MDThunder(1DMDACOS) LICE#HDIREAS VX2 U R ZE1ER
- ERTE A VARV ADHIFHBETILICE > TEL S,
e ThunderlI{RMEA > X 2 2 X ZPartition& L Tzt
- Shared Partition : 7 7 # JL kPartition (ADPR{ERFF R D ThunderZD 1 D)
- Private Partition : Shared Partition C1BMI{ERL 9 S Partition(fR 284 X 2 > X)

Shared Private Private Private
Partition Partition1 Partition2 Partition3

‘ Ala Thunder

30404 IE.I‘.S

Thunder> 1) — X
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ADP : Hh— & B Partition#X

TABLE 7 : Supportad Mumber of L3V Partitions per Device

Device | Maximum Number of L3V Partitions Supported
THUNDER SERIES
Thunder 14045 [FTA) 1023
Thunder 7650 (FTA) 073 TABLE 7 : Supparted Nurmber of L3V Partitions per Device (Continued)
Thunder 7445[S) [FTA] 023 Device Maximum Number of L3V Partitions Supported
Thunder 7440(5)-TT [FTA) 1023 ;2”“35' 53‘;‘2[[33 Effij' Ei
under 5 S) (F 3
Thunder 7440(S] [FTA) 1023 Thunder 5430(5)-T1 (FTA) 1023
Thunder 6635(S) (FTA] W25 Thunder 53305 (FTA] 127
Thunder 6430(S) (FTA) 1023 Thunder 4380(5) [FTA] 77
Thunder lﬁ440[5] [FF.{".,I 1023 Thunder 4435[S) [FTA) 127
Thunder 6435(5) (FTA) 1023 Thunder 44305 (FTA) 127
Thunder 4430(S) (FTA) 1023 Thunder 3430(S) (FTA) 127
Thunder 5845(S) (FTA) 1023 Thunder 3350 (Non-FTA) 127
Thunder 5840(S)-11 (FTA) 1023 Thunder 32305 (FTA) o4
Thunder G840[S) [FTA) 2% Thunder 30305 (Non-FTA) &4
Thunder 5650(5) 073 Thunder 10405 [Mon-FTA] 146G mermory &4
Thunder 5630(5) (FTA) 073 Thunder 1D46;’1P¢G5 [Non-FTA) BG mermory 32
Thunder 10305 [(Mon-FTA) 32
Thunder 930 [Non-FTA) 32
Thunder 840 [Mon-FTA) 2
VIRTUAL THUNDER SERIES
vThunder 2
AX SERIES
AX 5430 (FTA) 1023
AX 5200 [FTA) 127
AX 3530 [Man-FTA) 127
AX 3200-12 (FTA) &4
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ADP: TS5AR—k\—T 43V THEINDBIY—R

IV r—a T i\)—13—TF42a> (ADP) IE,

A4 TEREFHEL, I LTEE

T5AR—FZEM: L4V 3~7

HEZEHE:LA4YV1~2
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Private_Partl

T A= DR REZT IR

Private_Part2

ERAL

Private_Part3

R85 —/\—A RAEH—/\—A RAEH—/\—A
Server sl Server sl Server sl
 Port 80  Port 80  Port 80
 10.0.0.10  10.0.0.10  10.0.0.10
BREHA BREHA BRUEAAD
A—TxAR A—TTA R B—TxAR

VLAN, /1 —9 32yt (PEB) /2 2—T( R




| ADP: ISANR—KRATSTOREIINTUVOATS TR

- JNDVUYIOADITSTO e ITSAN—MATZTOB
o A—HBRYBMNHA=TIAR 1&7“54)’9T7147\(VE)
 BORUA—PFRY M 2I—-TTAR(E sEIMACT > U
BH—D/\—F 1 >3 >N SDOHEATIEE ﬁé“kiu
C HOREA—HRY MY I—T TR =" 5=,
D)~ >3 > BB N
EH—)(—
. VLAN IN—F )L —)(—
. VLAN(E. 1D0/(—F 13 3>([Ck>T J-ERDIL-T
%ﬁéhétﬁ@ﬂ—?4>a>ﬁ@%i Zﬂzgzg
2 D . | o= \, / — g —
2<72D, BRIRAETERL TR oo

aFlexX;h = —
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| ADP: S EERTERE

[(#6§%%Data Center, 11> XA LADRE
/NS oY —%18 DO Thunder|Z£#

143

- REISH0—
Case:

UV AR MEEIBE LT

Data CenterfE FB¥. Rack{s FA#¥.

>

- B—ERMLEEBEGREIZITUL LY,
Partition®E/0. ParUUoM’FE‘Z’ET/?OI/ ~E

>

O

BENER. #BRTE

BEFRBABR/OR FFHIE Lz

- P

e s\ 7 N \
‘BE7EDCL |+ BEfFDC2 . BEfFDC3 . 1 BEfFDCa :
1 g 1 1 ]
Diss (BESS BE8 === | | [iss SENS S8 == | | Dies EE8s EEEE ===| | ! Qi SEEE (ESS == |
___________ J \______'___,_______,' Qo P—— IER— L m— R—
[ 1 — I [ 1 [ 1
=T T ==2l2 -—" =<l T =<l ——
-~ = ——— —==C g e T —— .- — ~
Shared N . - / . .. R . .\ N
Partition Private Partitionl Private Partition2 Private Partition3 \
SLB R SLB Resource SLB Resource SLB Resource
Ades?urce Admin Admin Admin
P m;n Port Port Port
vi °;VE Vlan/VE Vlan/VE Vlan/VE
R an . Routing Routing Routing
outing IP NAT Pool IP NAT Pool IP NAT Pool )
IP NAT Pool N ' AN
A ”
) T — wﬂ ______________ u
:‘ A‘g Thunder - . us

3040




ADP:{SHILRIATES L

- [Partitiondiiz %, EIEEREOMER]
- PartitionBlOHHEHRE. HE&EEART
- Case:
- BEERATLAZIBDBoXICEN U ET, TFa VT ZHERUTZLY
- #&PartitionZSyslog, SNMPTCEE O] HE
- Case:
- PartitionZ &(COJEBEBZITLVE0)
- PartitionfBlBI DIEEHRZ SNMPTEUS L /=0

h ey ST T
Private Partitionl H E Private Partition2 i E Private Partition3 i ! Private Partition4
1 H 1 1 1 !
1 |
Client Network N/ Client Network Client Network ; Client Network
Server Network :A ; Server Network Server Network . Server Network
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| ADP:TTEIBRA A—
- ADP & VRRP-A

Shared Private Private Private
Partition Partitionl Partition2 Partition3
Admln

Internet

Admm Admm Admm

e e sww‘;

L2/L3 Virtualization + VRRP-A
(IPv6, GSLB enable)

L2 Network
All VlanTagging ﬁ ===

— g —— p—

et 4=+ =TT M
AT TS| =~ hﬂ_r"! M n-!_r_‘ AT =1 ""."‘151,
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ADP: 705‘(/\_ I~ \—T'f = /@"Fﬁﬁ EHESD

o TIAR—I\—T4a>DERK
 Al(config:1)# partition inside id 1 [application-type <ADC|CGNV6>]
- Mac7RLAERZRLT HT-DEETE

Al(config:1)# system promiscuous-mode #vThunderZ{FEFALTWL\SEZITHEIZHEYET,
Al(config:1)# system ve-mac-scheme system-mac #ZF#EFHLL. reloadNHEIZHYET,

« BFEON—T1avER— b —F—D—ERT

* Al# show partition

Partition Name Id App Type Admin Count
inside 1 ADC 0
outside 2 ADC 0

* Al-vMaster[1/1]# show partition port-ownership
Port 1 shared by Network partitions:
shared via VLAN 100
HELIUM via VLAN 101
Port 2 shared by Network partitions:
shared via VLAN 200
HELIUM via VLAN 1201
Port 3 shared by Network partitions:
shared via VLAN 300
HELIUM via VLAN 301
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ADP:)\—5 1 = 3 > EDIEE

active-partitiona< > KT, N\—T 1 aVEEREHT 5,

 A1l# active-partition ?
shared Shared partition
inside
outside

- Al# active-partition inside //inside/\—T 43> |ZF2 &)
Currently active partition: inside

- Al[inside]#active-partition shared //HEH/N\—T1avI &)
Currently active partition: shared
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| ADP:av T4 TOTIFANELV VI TYTDERT

c[FEAEDATRURIEEE . N—T42aVNTHEET Do
- Al[inside]# show running-config
Bl I\ DT TORAT L[ ... ]

- Al[inside]# export running-config use-mgmt-port <URI_remote_host path>

s HE/N—TFTa2avhb, &8N\—T42a3 DAV T4 T ERTT %,
- Al# show running-config partition-config {all|shared|NAME}

- Al# show startup-config all-partitions

- Al# show startup-config partition {shared|NAME}

s XBE/INN—TF 4L arh B EIN—T4a0DAV T4 T ERET B,

- a1# write memory all-partitions
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| ADP:FSAR—FR—F4Lav DBk

 |no partition] INY> RCKD. D> T4 OMS)\—F+1 >3 >%ZHIBk,
IN=F a2 a>EF/)I\ A RHEF=N. /=742 3>V RZ2FERAUTCRICREIZENTED,
- Al-vMaster[1/1](config:1)# no partition HELIUM id 1
- Remove this partition and keep configurations on the disk? (y/n) y
- Al-vMaster[1/1](config:1)

- _ldelete partition| INY> FZERIDE. T/INAANS/\=FT4>3 2N
7TU/Z-E(L_ ﬁ” B/% éﬂ% o

NK—F1> 3> YIRS BEICTEBRN SBRINT BUENS S,
IN=F > 32F mIRUTEBRUEWEYX R TERUN,

- Al-vMaster[1/1](config:1)# no partition HELIUM id 1

- Remove this partition and keep configurations on the disk? (y/n) y

- Al-vMaster[1/1](config:1)+# delete partition HELIUM ID 1

- The operation will delete this partition permanently from all profiles on disk.

- This action is not recoverable.Continue? [yes/no]: yes

- Al-vMaster[1/1](config:1)#

149




{FE%4 . O BEEE




IRy MDD —DrERk
||

[ —— ]

100.0.0.1/24

100.0.0.254/24

/[\
- &
J
. . 10.0.1.254/24
Logb—/\{—(log_ansible)
o NERREN
vThunder
MGMT:192.168.0.101/2 .
DATA:10.0.7.2/24 [414GR1] | ve10: 10.0.1.1/24
“— ] o —= ! \VA j]
Logt—/{—(s1 J: [ - E'I
9 (1) ve20: 10.0.2.1/24
o ERRRN
“—
MGMT:192.168.0.11/24 NN
DATA:10.0.7.3/24
. P o RERRNN
F-1-1 H—)(-2
10.0.2.11/24 10.0.2.12/24
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Management IP
547> KPC:
Log_Ansible:
Al:

A2-DNS:
A3-FW:
A4-WEB:

A5-Router-Proxy:

H—)(—1:
H—)(-2:

192.168.0.100(RDP student/a10)
192.168.0.101(SSH root/a10)
192.168.0.1/24(SSH admin/a10)
192.168.0.2/24(SSH admin/a10)
192.168.0.3/24(SSH admin/a10)
192.168.0.4/24(SSH admin/a10)
192.168.0.5/24(SSH admin/a10)
192.168.0.11/24(SSH root/a10)
192.168.0.12/24(SSH root/a10)




NJESTEICDULT

ACOSO 7 lFRZEL(F2EFEH Y £,
(FEfll (X~ = 2 77 JLA10_4.1.4-GR1-P5_SAG, A10 4.1.4-GR1-P5 ELOG%* = 18)

1. AR +AT
T EIL [logging host xxx.xxx.xxx.xx] F7-1% [ACOS-EVENT(HERE)| w2 E&EH Y £,
A7 ZBEDOY —N—[CHAT DT ENTEET,

2. Auditf 7 (A10DIR(EEF)
RTEHEIT Nogging auditlog host xxx.xxx.xxx.xxx facility localx] & 1f&E#H V) £ 9,
AuditA 7 (CB L Tld4l4grips TEATE S AT —"—(F 1 AT,
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139 TFE DB (CDULNT

1. ACOS-EVENTCHOZEZEA T 5,

ACOS-EVENTCIZ A/ T — X 2 BN L TH—NN—IIXET AR L
LAV AEZRDOY —NR—|IXETEH2HAAD2EEAERTFTHIENTEET,
/-0 FWA 7% $ ACOS-EVENTIEEBE I SN T UL E 4,

2. AHADIET—ZR—FEABRTIT,
OJHAlETXT AV M, T—ER—FAALYAIEETT A
FWty>aros/E Ly avIicEBdsR070%
RATVAVIR= DO HADTZELVWEDODHY £,

3. BEOTY—N—AFEHTIEE. RALAVEZY—NN—ICHNT 2T & a2HE,
BARAE ATHERZY—N—|IoBlENS &
OB b7 v I7HAREETT,
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12 5% TE DF5EI(ACOS-Event)

WELDOOT Y —NRN—~DATHENTE

ORLCAZZEHOY —NN—ICHDT 55,
2 D Dcollector-group Z 1L L TEEETZEXL £,

OB#HOY —NR—Co7 =88l L THNT 255,
12 Dcollector-group 122 2D AT —N—%F%F L £7,
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| ACOS-Event(EXiE): #E8HH —/\—\RE—OJ /S

interface ethernet 7
enable

ip address 10.0.7.1 255.255.255.0
|

acos-events message-selector msl

vie1 . F—HRY ND—IRETOEALET,

message-id cmroot all
! * —_ AN XY _ \\_ E’-L"_.ﬂ
acos-events log-server aelogl 10.0.7.2 ‘ ;FE‘ST&ODCO' |eCt0r g rou p (L- %n%n 1 jd) DG-U_ } \ % ax AE L/ 35 a_°
port 514 udp
health-check-disable
|
acos-events log-server aelog2 10.0.7.3
port 514 udp
health-check-disable
|
acos-events collector-group cgl udp
log-server aelogl 514

! [ExplicitProxy® & Z (F R > —F > 7L — M ITEKE]

acos-events collector-group cg2 udp . .
log.server aelog2 514 slb template !oollcy policy01
! forward-policy
acos-events template aetemp1 _ _

message-selector ms1 acos-event Iog

collector-group cgl action F2|

! collector-group cg2 forward-to-internet epl snat natpl

acos-events active-template aetempl Iog
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ACOS-Event(Oo AP > T)L)

. CEISNC S nl Y=

Ay —n~—=01

Mar 16 14:14:53 A10 al0lb: [ACOS]<6> result=SUCCESS, client-ip=100.0.0.1, client-port=36726, server-ip=10.0.2.11, server-port=80, snat-ip=10.0.3.211, snat-port=2054, host=www.office365.me, request-
method=GET, request=http://www.office365.me/, bytes=133, action=To Internet, policy=cloud-app-template, source-rule=client-ip-to-proxy, destination-priority=990, virtual-server=v1, virtual-server-port=8080
Mar 16 14:14:53 A10 a10lb: [ACOS]<6> result=SUCCESS, client-ip=100.0.0.1, client-port=36726, server-ip=10.0.2.11, server-port=80, snat-ip=10.0.3.211, snat-port=2054, response-code=200, bytes=446, action=From
Internet, policy=cloud-app-template, source-rule=client-ip-to-proxy, destination-priority=990, virtual-server=v1, virtual-server-port=8080

Mar 16 14:17:30 A10 al0Ologd: [ACOS]<6> Ethernet interface 1 is down

Mar 16 14:17:30 A10 al0logd: [ACOS]<6> Virtual Ethernet interface vel0 is down

Mar 16 14:17:32 A10 al0Ologd: [ACOS]<6> Virtual Ethernet interface vel0 is up

Mar 16 14:17:32 A10 al0logd: [ACOS]<6> Ethernet interface 1 is up

Mar 16 14:14:53 A10 al0lb: [ACOS]<6> result=SUCCESS, client-ip=100.0.0.1, client-port=36726, server-ip=10.0.2.11, server-port=80, snat-ip=10.0.3.211, snat-port=2054, host=www.office365.me, request-
method=GET, request=http://www.office365.me/, bytes=133, action=To Internet, policy=cloud-app-template, source-rule=client-ip-to-proxy, destination-priority=990, virtual-server=v1, virtual-server-port=8080
Mar 16 14:14:53 A10 al0lb: [ACOS]<6> result=SUCCESS, client-ip=100.0.0.1, client-port=36726, server-ip=10.0.2.11, server-port=80, snat-ip=10.0.3.211, snat-port=2054, response-code=200, bytes=446, action=From
Internet, policy=cloud-app-template, source-rule=client-ip-to-proxy, destination-priority=990, virtual-server=v1, virtual-server-port=8080
Mar 16 14:17:30 A10 al0Ologd: [ACOS]<6> Ethernet interface 1 is down

Mar 16 14:17:30 A10 al0Ologd: [ACOS]<6> Virtual Ethernet interface vel0 is down

Mar 16 14:17:32 A10 al0logd: [ACOS]<6> Virtual Ethernet interface vel0 is up

Mar 16 14:17:32 A10 alOlogd: [ACOS]<6> Ethernet interface 1 is up
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| ACOS-Event(:%iE): 005 —/\—&fIDh

interface ethernet 7
enable
ip address 10.0.7.1 255.255.255.0

! « T—ARY ND-IFBATOJENULET,

acos-events message—selector msl

ulel + 1 DdDcollector-group(CEHDOT Y —/\—&ZHELE T,

message-id cmroot all
!
acos-events log-server aelogl 10.0.7.2
port 514 udp
health-check-disable
!
acos-events log-server aelog2 10.0.7.3
port 514 udp
health-check-disable
| ° — o =
acos-events collector-group cgl udp [EXpliCitPFOXV@ t % Li;j—\ U v =T L — l\ unﬁ ]
log-server aelogl 514 . .
(o server aclog2 514 slb template !oollcy policy01
! forward-policy
- tst lat t 1
acos-events template aetemp acos—event—log
message-selector ms1 i
collector-group cgl action F2|
!

. forward-to-internet epl snat natpl
acos-events actlve-template aetempl I
! og
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ACOS-Event(Oo AP > T)L)

159

- OO0 Y — ) (EEDHES

Mar 16 14:01:10 A10 a10lb: [ACOS]<6> result=SUCCESS, client-ip=100.0.0.1, client-port=35478, server-ip=10.0.2.11, server-port=80, snat-
ip=10.0.3.211, snat-port=2052, host=www.office365.me, request-method=GET, request=http://www.office365.me/, bytes=133, action=To Internet,
policy=cloud-app-template, source-rule=client-ip-to-proxy, destination-priority=990, virtual-server=v1, virtual-server-port=8080

Mar 16 14:04:14 A10 al10logd: [ACOS]<6> Virtual Ethernet interface vel0 is down

Mar 16 14:04:16 A10 al0Ologd: [ACOS]<6> Ethernet interface 1 is up

AJY—n—02

Mar 16 14:01:10 A10 a10lb: [ACOS]<6> result=SUCCESS, client-ip=100.0.0.1, client-port=35478, server-ip=10.0.2.11, server-port=80, snat-
ip=10.0.3.211, snat-port=2052, response-code=200, bytes=446, action=From Internet, policy=cloud-app-template, source-rule=client-ip-to-proxy,
destination-priority=990, virtual-server=v1, virtual-server-port=8080

Mar 16 14:04:14 A10 al0logd: [ACOS]<6> Ethernet interface 1 is down

Mar 16 14:04:16 A10 al0logd: [ACOS]<6> Virtual Ethernet interface vel0 is up




| ACOS-Event(RIE) T4 —<v hEE
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acos-events collector-group cgl udp
formatcef [J/ED W ITNIET 7 #JL bsyslog7 #—~< v b
log-server aelogl 514

- CEF

Dec 28 13:06:04 2020 A1 CEF:0|A10|CFW|4.1.4-GR1-P3|FW 101|Session closed|1|proto=TCP act=Permit rt=2202292
src=10.0.0.2 spt=56070 dst=172.16.0.2 dpt=80 devicelnboundInterface=vel0 deviceOutboundInterface=ve20 cs1=fw-rl cs2=rule-
web cs3=Client initiated in=629 out=478 cn1=6 cn2=4 cn3=2 csllLabel=Rule Set Name cs2Label=Rule Name cs3Label=Reason
cnllLabel=Packets TX cn2Label=Packets RX cn3Label=Session Duration Seconds

Dec 28 13:06:05 2020 A1 CEF:0|A10|CFW|4.1.4-GR1-P3|FW 101|Session closed|1|proto=TCP act=Permit rt=2202472
src=10.0.0.2 spt=56072 dst=172.16.0.2 dpt=80 devicelnboundInterface=vel0 deviceOutboundInterface=ve20 cs1=fw-rl1 cs2=rule-
web cs3=Client initiated in=629 out=478 cn1=6 cn2=4 cn3=2 csllLabel=Rule Set Name cs2Label=Rule Name cs3Label=Reason
cnllLabel=Packets TX cn2Label=Packets RX cn3Label=Session Duration Seconds




AuditC1?

AuditOJ (FA10DIRFIEET I,

logging auditlog host 10.0.7.2 facility localO

10.0.7.2 : Syslogt—/X—dDIP7 F L X
facility : FacilitysX €3 A 7 DfEFEZER L £9 ., localor Hlocal7TTEEDH D EHRTEL TLEE LY,

HHOT5>T)L

Mar 1é 11:50:32 Al10Q al0logd: |[audit log]j<c> [admin] cli: [182.1&8.
Mar 1& 11:53:05 Al10 al0logd: |[audit log]j<e&> [admin] cli: [182.1&8.
Mar 16 11:53:10 A10Q al0logd: |[audit log]j<ec> [admin] cli: [182.1&8.
Mar 16 11:53:17 Al10Q al0logd: |[audit log]j<c> [admin] cli: [182.1&8.
Mar 16 11:54:15% A10 al0logd: |[audit log]j<c> [admin] cli: [182.1&8.
Mar 16é 12:14:54 Al10Q al0logd: |[audit log]j<&> [admin] cli: [182.1&8.
Mar 16& 12:15:06 Al10Q al0logd: |[audit log]j<c> [admin] cli: [182.1&8.
Mar 16 12:15:1% A10Q al0logd: |[audit log]j<&> [admin] cli: [182.1&8.
Mar 16& 12:15:21 A10 al0logd: |[audit log]j<&> [admin] cli: [182.1&8.
Mar 16 12:28:50 Al10 al0logd: |[audit log]j<&> [admin] cli: [182.1&8.
Mar 1& 12:33:36 Al0 al0logd: |[audit log]j<&> [admin] cli: [182.1&8.

Maw» TE TF«FF«CA AT =107 ~oeedd s

.100:38656] show =lb server

.100:38656] show running-config logging

.100:38656] configure

L100:38656] logging auditlog host 10.0.7.2 facility local’
.100:38656] show running-config logging

.100:38656] configure

L100:38656] logging auditlog host 152.168.0.11 facility local’
.100:38656] show version

.100:383656] show log

.100:38656] show running-config logging

L100:38656] logging auditlog host 152.168.0.11 facility localld

1MAM=-FIFEFCET ohotr sravod amn

s T e O e Y e Y o e e e Y o

Rl Fadmind ~74 riac? 1889
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