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{RAEADC vThunderOEARRE IZLL T DEN T,

port 80 tcp
service-group websvgrp

interface ethernet 1

description "WAN interface"

ip address 10.0.0.100 255.255.255.0

!

interface ethernet 2

description "LAN interface"

ip address 192.168.10.20 255.255.255.0

!

health monitor http_index interval 3 timeout 1

method http url GET /index.html expect response-code

200

!

slb server websv01 192.168.10.101
health-check http_index
port 80 tcp

!

slb server websv02 192.168.10.102
health-check http_index
port 80 tcp

!

slb service-group websvgrp tcp
member websv01:80
member websv02:80

!

slb virtual-server webservice 10.0.0.101
disable when-all-ports-down

CDIREET. "show slb virtual-server" 3 <> K7 ¥ TVIPAUP LT
WBHEEEE L. D DWeboZ 147> kA BVIP10.0.0.101IC 7o 2R
TEBCEHERRLET,

$ curl -1 http://10.0.0.101/
HTTP/1.1 200 OK
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$ aws ec2 create-vpc --cidr-block 172.16.0.0/16

IZ.SubnetZ{ERL L £ 9, Subnetid2D M Availability ZonelZZ
n2N1 D9 DIERLET,




$ aws ec2 create-subnet --vpc-id vpc-12345678
--availability-zone ap-northeast-1a --cidr-block
172.16.0.0/24
$ aws ec2 create-subnet --vpc-id vpc-12345678
--availability-zone ap-northeast-1c --cidr-block
172.16.1.0/24

Direct Connect%#&t59 % 7212 VGW (Virtual Private Gateway)
ZER L VPCIC 72y FLET,

$ aws ec2 create-vpn-gateway —-type ipsec.l
$ aws ec2 attach-vpn-gateway --vpn-gateway-id vgw-
12345678 --vpc-id vpc-12345678

FIRTIL—T 1> I T—=TIVEER L. ENZNDOSubnetlZ 7Y >
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$ aws ec2 create-route-table --vpc-id vpc-12345678

$ aws ec2 create-route --route-table-id rtb-12345678
--destination-cidr-block 192.168.10.0/24 --gateway-id
vgw-12345678

$ aws ec2 associate-route-table --route-table-id rtb-
12345678 --subnet-id subnet-12345678

$ aws ec2 associate-route-table --route-table-id rtb-
12345678 --subnet-id subnet-abcdefgh
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interface GigabitEthernet1

no ip address

negotiation auto

!

interface GigabitEthernet1.100
description "Direct Connect"
encapsulation dot1Q 100

ip address 169.254.100.2 255.255.255.252
!

interface GigabitEthernet2

description "LAN"

ip address 192.168.10.20 255.255.255.0
negotiation auto
!
router bgp 65001

bgp log-neighbor-changes

network 192.168.10.0

neighbor 169.254.100.1 remote-as 10124
neighbor 169.254.100.1 password aws123

{RFEADC vThunderlZ VPCICX T 2IL—T 1 VIR EZITWVET,
VPCMHCIDR(172.16.0.0/16) 58/_. Cisco CSR1000V%A R X kiR
¢ L Tstatic route# 5% E L £ 9%

ip route 172.16.0.0 /16 192.168.10.10

vThuderlZBGPIZXIFS L TUL 3 7o 8. Direct Connect% E#E&IHTY
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$ aws ec2 create-security-group --group-name sg_websv
--description "Security group for Web servers"

$ aws ec2 describe-security-groups --group-ids sg-
12345678

$ aws ec2 authorize-security-group-ingress --group-id sg-
12345678 --protocol tcp --port 80 --cidr 192.168.10.10/32
$ aws ec2 authorize-security-group-ingress --group-id sg-
12345678 --protocol tcp --port 22 --cidr 192.168.10.0/24

$ aws ec2 run-instances --image-id ami-xxxxxxxx --count 1
--instance-type t1.micro --key-name keyname --security-
group-ids sg-12345678 --subnet-id subnet-12345678

vThunderlCECQ2QA VR4V R EEH#FLET,

slb server ec2websv01 172.16.0.101
health-check http_index
port 80 tcp

BESER DY — /N —H BvThunder®VIPSEIC 7 o2 X TE % H HESR
LTHET AV TLIRTHEBLTVWEWebt —/N—%2—BH—
EZD LA LTELEEQAIVREYIANDT I Z AN & EFERT
BILDTEEY,

$ curl -1 http://10.0.0.101/
HTTP/1.1 200 OK
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url="https://$a10_ip/services/rest/V2/"

BELTEN. ChARBTACLICEDUE— DAYV RER FTILSVICEIREF = v 7 ERF VT BIDDFT 23>
TTBCATEET.SEIZEQTIYREVADAEZT—EH D cmd_options="-tlsv1.0 ~insecure’
BEDTIAX—FP7FLREEIGL.aXAPIZFALTES %

ADCIBINT B4 > TILR IV T P E L E LT, # v a2 IDOBIE

session_id="curl -v $cmd_options Surl \
-d method=authenticate \

-d username=**¥x*xxx\

-d password="**#*rEEx |\

sed -n -e 's/.*<session_id>\(.¥\)<\/session_id>.*/\1/p"

#!/bin/bash

al10_ip=192.168.10.10  #vThunder®IP7 KL X
service_group=websvgrp  #vThunderCE&REINL T3
Y—ERTIL—T

usernames="***¥xxxxx #vThunderd® 01 > 1 —H—%
password=***¥¥xx #vThunder O+ > /XX D —F

#EP DTS R— KPP KL REF
my_ip="curl http://169.254.169.254/latest/meta-data/




-

growered by

amazon

Ag

local-ipv4®
my_instanceid="curl http://169.254.169.254/latest/meta-
data/instance-id"

#H—N—EF
curl -v -X POST $cmd_options Surl \
-d session_id=$session_id \
-d method=slb.server.create \
-d name=Smy_instanceid \
-d host=Smy_ip \
-d status=1\
-d health_monitor=http_index \
-d port_list=port1 \
-d port1=port_num,protocol \
-d port_num=80\
-d protocol=2

#H—ERTIL—TAAN—FR
curl -v -X POST Scmd_options Surl \
-d session_id=$session_id \
-d method=slb.service_group.member.create \
-d name=Sservice_group \
-d member=server,port \
-d server=Smy_ip \
-d port=80

REDERRII. T BRCE*EEBLTRIUT+2ERT S
U EHERELET.Pythond— RICDWTIE Bt Webt 1 R %2
BEIIEW,

BORTYTTAERLICRO VT M oA Y AE D RELEIFICRITY
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= AMI{t

® Auto ScalingDE&E

#9'l3Launch Configuration T &8I Y 2 Webt —/N\—4E&EL
G BB CIERL LTCAMIZFIA L. UserData Cldi2@hBFic o — K/
SUH—ICBITARIUT M EBFRLET,

$ aws autoscaling create-launch-configuration --launch-
configuration-name ec2websv_launch_conf --image-id
ami-14c6d315 --key-name key4tokyo --security-groups
sg-7e4fe91b --user-data file:///filepath/userdata.txt
--instance-type t2.micro --no-associate-public-ip-address

{ER L7cLaunchConfigurationZFIB L. 22 DH 7 Xy b EICE
2B BKAB FTWebt —/N—%i2E9 % L5 ICAutoSacling
GroupZREL XY,

$ aws autoscaling create-auto-scaling-group --auto-
scaling-group-name ec2websv_asgrp --launch-
configuration-name ec2websv_launch_conf --min-
size 2 --max-size 4 --vpc-zone-identifier subnet-
33946c44,subnet-451df91c

Auto Scaling Tl BEEINICEEBN 51V RZ VY RDF VL —
A —JIZAMI(Amazon Machine Image) #FJF8 L 9. BB CTIER
LICA YRGB OAMIZERL L £

$ aws ec2 create-image --instance-id i-12345678 --name
"ec2websv" --description "AMI for web server running on
EC2"

AutoScaling GroupFID - > X4 > XD FCPUERRHT70%
ZHRBEAVREY R%1DEMT 5L 51Scaling Policy¥
CloudWatch% &% L £ 9 CloudWatch®&&E I I3 Scaling Policy
DARNDREIRTZH . AV FOBREEZTHEIET,

$ aws autoscaling put-scaling-policy --policy-name ec
2websv_scaleout --auto-scaling-group-name ec2websv_
asgrp --scaling-adjustment 1 --ad

justment-type ChangelnCapacity

{

"PolicyARN": "arn:aws:autoscaling:ap-northeast-
1:<AWS Account ID>:scalingPolicy:XXXXXXXX-XXXX-
XXXX-XXXX-XXXXXXXXXXXXXXX:autoScalingGroupName/
ec2websv_asgrp:policyName/ec2websv_scaleout"

}




$ aws cloudwatch put-metric-alarm \

--period 300\

--alarm-name scalout_alerm \

--dimensions Name=AutoScalingGroupName,Value=ec2
websv_asgrp \

--namespace "AWS/EC2" \

--metric-name CPUUltilization \

--evaluation-periods 1\

--statistic Average \

--threshold 70\

--comparison-operator GreaterThanThreshold \
--alarm-actions arn:aws:autoscaling:ap-northeast-1:<AWS
AccountID>:arn:aws:autoscaling:ap-northeast-1:<AWS
Account ID>:scalingPolicy:XXXXXXXX-XXXX-XXXX-XXXX~
XXXXXXXXXXXXXXX:autoScalingGroupName/ec2websv_
asgrp:policyName/ec2websv_scaleout

m Ep{FRESE

RRICBREZ DT THTAWS EOWeb—N—FD1 X E2>
IDEFMICEB T A EENLIcA Y XE >V ADADCEICAY
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$ ab-c3-n 1000 http://10.0.0.101/
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Auto ScalingdRT — LAY DAY O RELICE AV RE
> 25" Terminating"IRAEIC7R o 7C ¥ FIZSQSIC@BANT 5 £ 512
Lifecycle HookD & E# 1TV T

$ aws sqgs create-queue --queue-name websvtermination

Lifecycle Hook»FIF9 5IAM Rolex 3 L £9. 7w ZEFHISQS
AAytE—T%publishd 21ER%Z (T 5 L £, LifecyclesREMNTT T
F IR Lifecycle HookMi@H1% 1 7ER 5 SQSMQueue X 1ERK L7 ®RoleDARNBHIEZ TS LY

L&Y,




{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action”: [
"sgs:SendMessage”,
"sqs:GetQueuelrl",
"sns:Publish"
1
"Resource": "*"
}
1
}

U, Lifecycle HookMERE % 1TV ET. Webt —/Y—DAuto
Scaling Group#4E5%E L. TerminatingRE&% 7 v 2§ 5 LS5 ICRE
LT,

$ aws autoscaling put-lifecycle-hook \
--lifecycle-hook-name hookTermination \
--auto-scaling-group-name ec2websv_asgrp \
--lifecycle-transition autoscaling:EC2_INSTANCE_
TERMINATING \
--notification-target-arn arn:aws:sqs:ap-northeast-
1:123456789012:websvtermination \
--role-arn arn:aws:iam::123456789012:role/
lifecyclehookRole

B 27— DAY FREROEE

KRBRICRT =LAV DARY D RET S FIETRE L
lifecycle HOOKDEREICL D SQSALUT DL S 1Ay E—I
publishdth &9 .aws cliCTHE %R LT,

$ aws sqs receive-message \
--queue-url="https://ap-northeast-1.queue.amazonaws.
com/123456789012/websvtermination”

{
"Messages": [
{
"Body": "{
\"AutoScalingGroupName\":\"ec2websv_asgrp\",

\"Service\":\"AWS Auto Scaling\",
\"Time\":\"2015-01-14T08:57:13.1312\",
\"Accountld\"\"123456789012\",
\"LifecycleTransition\":\"autoscaling:EC2_INSTANCE_
TERMINATING\",
\"Requestld\":\"XXXXXXXXXXXXXXXXXXXXXXX\",

\"LifecycleActionToken\":\"XXXXXXXXXXXXXXXXXXXXXXX\",

\"EC2Instanceld\"\"i-12345678\" \"LifecycleHookNam
e\"\"hookTermination\"}",

"ReceiptHandle": "XXXXXXXXXXXXXXXXXXXXXXX",

"MD50fBody": "XXXXXXXXXXXXXXXXXXXXXXX",

"Messageld": "XXXXXXXXXXXXXXXXXXXXXKX"

}
]

}

AvE—IDETATLEIN—XL ADCOHIBREERITLET.
vThunderfRBB7 7547V RICIF == LTIV R
BZURDHBFBEFRINTWEICH AV REZVRIDEF—ICLT
ADCH BT —N—%HIBRLET,

LIRIdvThunder@y —N—F8REHHD I 710 L—23>TY,

slb server i-12345678 172.16.1.55
health-check http_index
conn-limit 8000000 no-logging
port 80 tcp

health-check http_index

!

slb service-group websvgrp tcp
member i-12345678:80
member i-abcdefgh:80

ADCOREED DY —/N—ZHIBR T 2APIZRITLET . H—/V—IC
Eihoaxoav 2 RET R0 —/\—%disablell L7
% AR aVDODFBEDH Y —N—%HIRTHICLET,
CHELDRZRY FEITBEII,
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url="https://$a10_ip/services/rest/V2/"

#TLSVICEERAE F v 02 RF Y TTBIcODFT>a>
cmd_options="--tlsv1.0 --insecure'

# vy avIDOEE

session_id="curl -v $cmd_options Surl \

-d method=authenticate \

-d username=admin \

-d password=a10 |\

sed -n -e 's/.*<session_id>\(.*\)<\/session_id>.*/\1/p"

# ADCICBFIN TV BIPT KL REWS
ip="curl -v -X GET $cmd_options Surl \

-d session_id=$session_id \

-d method=slb.server.search \

-d name=Sinstance_name | \

sed -n -e 's/.*<host>\(*\)<\/host>.*/\1/p"

# U —/\—%disable

curl -v -X POST Scmd_options Surl \
-d session_id=$session_id \
-d method=slb.server.update \
-d name=Sinstanceid \
-d host=Sip \
-d status=0\
-d port_list=port1 \
-d port1=port_num,protocol \
-d port_num=80\
-d protocol=2

# TR ORI S a e TR
conn="curl -v -X GET $cmd_options Surl \
-d session_id=9$session_id \
-d method=slb.server.fetchStatistics \
-d name=5Sinstanceid |\

sed -n -e 's/.*<cur_conns>\(.*¥\)<\/cur_conns>*/A\1/p"

# BEHED0TIERWSE ISR T
if [ Sconn -ne 0 ]; then

exit 1
fi

#H—/N—H&

curl -v -X POST Scmd_options Surl \
-d session_id=$session_id \
-d method=slb.server.delete \
-d name=Sinstanceid

10

ADCHO GHIBRINICRICT Y I SNTCIREE MR L. AV RE VR
DTerminatex BT 2 ELH N XT,

$ aws autoscaling complete-lifecycle-action --lifecycle-
name hookTermination \
--auto-scaling-group-name ec2websv_asgrp \
--life-cycle-action-token XXXXXXXXXXXXXXXXXXXX \
--life-cycle-action-result CONTINUE

B 7=Vt EMEDBENE

UED—EDNEBE S TILVAO)THIF e F Lic. EHMICT
O—7 CRITIBEIICKELET.SENIECQLTI Y REVRET
O—7Y L TRELTVWET,

SQSDH A vtz — U E B LU Lifecycle Hookd Ow > RRITHER%
Fo7ZIAMRole 2 7O —T DA VX2V RICEINHTET,

CHoMRAIYT+E2TO—T7 L TEBNICRITTAEDICEREL
9, Lifecycle HookD A v —T %2 RET B 7D DSQSADHR—
Y OTEIRR=) P& B8R T OV IR—-UY
2 (<> FTld--wait-time-secondsA 7> a>) #{45 L £ L1,

Amazon SQS AV R—) o

#!/bin/bash

al0_ip=192.168.10.10
service_group=websvgrp
Y—ERIIIL—T
usernames=**x¥xxxxx

#vThunder®IP7 R L X
#vThunderCEREINTW S

#vThunderd O o > 1—4H'—4
password=***¥¥x*x #vThunder O+ > /XX —F
url="https://$a10_ip/services/rest/V2/"

#SQS?MQueue URL
queue_url="https://ap-northeast-1.queue.amazonaws.
com/123456789012/websvtermination"

#Queued A vt —I%EUG

message="aws sqs receive-message --queue-
url=$queue_url --wait-time-seconds=20 --output=text |
awk {print $2}' | sed -n -e 's/*{\(*\)}.*/\1/p"

# QueuelCA v E—IDMED S TCHIRT
if [z "Smessage" ] then
exit 0




#t Ayt—IpHAutoscalingZJL— 74, LifecycleAction
k—2> ¥EC2Instancel DA EXfS

ag_name="echo $Smessage | awk -F'," '{print $1}' | awk -F"'
{print $2'} | sed -e s/\"//g’

token="echo $message | awk -F',' '{print $7}' | awk -F"'
{print $2'} | sed -e s/\"//g’

instanceid="echo $message | awk -F',' '{print $8}' | awk
-F" "{print $2'} | sed -e s/\"//g’

lifecycle_name="echo $message | awk -F'," ‘{print $9}' |
awk -F"' {print $2'} | sed -e s/\"//g’

#TLSVICEERAEF v 02 RF VTR0 DA T a>
cmd_options="--tlsv1.0 --insecure'

#tvavIDOEE

session_id="curl -v $cmd_options Surl \

-d method=authenticate \

-d username=admin \

-d password=a10 |\

sed -n -e 's/.*<session_id>\(.*\)<\/session_id>.*/\1/p"

# ADCICBRIN TV BIP7 KL REWS
ip="curl -v -X GET $cmd_options Surl \

-d session_id=$session_id \

-d method=slb.server.search \

-d name=Sinstance_name | \

sed -n -e 's/.*<host>\(.*\)<\Vhost>.*/\1/p"

#H—/N—Hi%

curl -v -X POST Scmd_options Surl \
-d session_id=$session_id \
-d method=slb.server.delete \
-d name=Sinstanceid

# 1> 28> ZH&T % Auto Scaling @Al

aws autoscaling complete-lifecycle-action --lifecycle-

name Slifecycle_name\
--auto-scaling-group-name $ag_name \
--life-cycle-action-token $token \
--life-cycle-action-result CONTINUE

# Queuen HReceit Handle# Y5 L. QueueDH D A v
=TI %HIRR

receipt_handle="echo Smessage | awk -F'\t' ‘{print $5}"
aws sqs delete-message --queue-url Squeue_url
--receipt-handle Sreceipt_handle
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