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0 A10 Thunder CFW | DATA SHEET

Thunder CFW /N\N—ROT 7772147 >R

Thunder Thunder Thunder Thunder
NKNIF=IV2R 940 crw 1040 crw 3350-Ecrw 3350 crw
DCFWZRJL—w bk 5 Gbps 20 Gbps 30 Gbps 40 Gbps
DCFWL-+—4CPS 247 457 5575 75hH
DCFWEEF w234 80073 2,400 3,200 4,00075
DCFWJL—JL 8,000 12,000 16,000 32,000

t*27Webs—FITADNTF—T YR ?

SSLiZIL—T v b (2KS2) 0.5 Gbps 1.5 Gbps 3 Gbps 3 Gbps
SSLi CPS RSA:500 RSA 14,000 RSA :8,000 RSA :8,000
ECDHE:300 ECDHE :3,000 ECDHE :4,500 ECDHE :4,500

IPsecD/NT+—T VR

IPsecRIL—"w bk 3 Gbps 8 Gbps 10 Gbps 15 Gbps
IPseck> =)L 2,000 5,0007 5,000 10,000
IKEZ — ko1 2,000 5,000 5,000 10,000
XYRT—IC1E—TIMR

1 GEAY/N— 5 5 6 6

1 GEZ 71 /\— (SFP) 0 0 2 2
1/10 GEZ7-1/X— (SFP +) 4 qrere 8+4° 4
25 GE 77-1/\—(SFP28) 0 0 0 4
40 GEZ7-1/\— (QSFP+) 0 0 0 4
100 GE77-1/S—(QSFP28) 0 0 0 0

Lights Out Management - - - -
FER—k 1—H2yEER—b x 1 RJ-450>Y—)LR—bkx 1
N—Fo 71k

T Intel Communications Intel Communications
Oty e~ e Intel Xeon 8-core Intel Xeon 8-core
XE!)— (ECC RAM) 8GB 16 GB 16 GB 32GB
AL—2 SSD SSD SSD SSD
N—RoxT770t5L—>3> (FTA) VIhoxIT7 VA vk 4 VA vk 4 VIhoxT
TLS/SSLEF a7 7oL —>3> VIkoxT N—RoxT (SETIL) N—Rox7 N—KRDx7
44.45mm (B T) x 44.45mm (FI) x 44.45mm (B I) x 44.45mm (B T) x
NFTE 444 5mm(1g) x 444 5mm (&) x 444 5mm (@) x 444 5mm(1g) x
438.15mm(81T) 438.15mm(81T) 457.23mm(51T) 457.2mm(B17)

Svoa1=yhk (XU RETRE) U 1U 1U U

= 6.35 Kg 6.80 Kg
=& T26KgMEERAME) 771 Kg(TEEREHE) 8.16kg 8.16kg

. >l T50W o)L T50W 7 277)L 7T50W RPS 7 277)L 7T50W RPS
BR(DCATSa>HD) =

AC100~240V.50~60Hz. 80 PLUSTPlatinumJs3E D EHEHEME
HETEH@E/EX) 60W / 80W 80W /110W 151W /205W 165W / 238W
F#E (BTU/h) (B /&K) "~ 205 /273 273 /376 516 /700 564 /831
BT YRRV T TP
BRI SBEI0~40°C | BE:5~95% (IEEBR I L)
FCC Class A, UL, CE, UKCA, FCCClassA, UL, CE, UKCA, FCCClassA, UL, CE, UKCA, FCCClassA, UL, CE, UKCA,

FRASEEN CB, VCCI, KCC, BSMI, CB, VCCI, KCC*, BSMI, CB, VCCI, BSMI, CB, VCCI, KCC, BSMI,

RCM | RoHS RCM* | RoHS, FIPS 140-2"" RCM | RoHS RCM | RoHS

ARBLUNTA YV RAOBERFEBRLICEEINZ A BOMBRE LVERRRMFICIOTRADET,
N=RUZT NANREFCEN—RILT TLS 7o 5L—>avhElohTVEd,

© A10 Networks, Inc. All rights reserved.
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0 A10 Thunder CFW | DATA SHEET

Thunder CFW /N\N—ROT 7772147 >R

Thunder Thunder Thunder Thunder Thunder
NIF=IV2R 33508S crw 4440 crw 5440 crw 5840crw | 5840-1crw
DCFWZJL—Twk 50 Gbps 70 Gbps 90 Gbps 100 Gbps 100 Gbps
DCFWL-+¥—4 CPS 14073 1507 2008 3007 300
DCFWREIEF Y a># 6,40075 6,40075 182,800 182,800 18%2,8005
DCFWJIL—JL 64,000 32,000 64,000 64,000 64,000 / 128,000
SSLiZIL—"w b (2KEE) 5.5 Gbps 8 Gbps 15 Gbps 20 Gbps 25 Gbps
SSLi CPS RSA:20,000 RSA:22,000 RSA: 35,000 RSA: 50,000 RSA: 50,000

ECDHE:10,000 ECDHE:10,000 ECDHE: 20,000 ECDHE: 25,000 ECDHE: 28,000

IPsecD/NT+—T VR

IPsecRIL—TFv 24 Gbps 30 Gbps 35 Gbps 50 Gbps 55 Gbps

IPseck>=xIL 20,000 10,000 20,000 20,000 20,000 / 64,000

IKEZ — ko1 20,000 10,000 20,000 20,000 20,000 / 64,000 *

RXYSIT—ILA—TITA(R

1 GEAw/X— 6 0 0 0 0

1 GEZ7-1/\— (SFP) 2 0 0 0 0

1/10 GEZ7-1/\— (SFP +) 8+4° 24 24 24 48

25 GE 77-1/\—(SFP28) 0 0 0 0 0

40 GEZ7-1/\— (QSFP+) 0 4 4 4 0

100 GEZ7-/\—(QSFP28) 0 0 0 0 4

Lights Out Management = O O O O

BEA— =Y Ry MEEAR—F x 1LRJ-450VY—)LR—bkx 1

N—Foz 78K

Oyt — Intel Xeon 14-core Intel Xeon 6-core Intel Xeon 12-core  Intel Xeon 18-core  Intel Xeon 18-core

XEJ— (ECC RAM) 64 GB 32GB 64 GB 64 GB 64 GB/128GB"”

ZhL—2 SSD SSD SSD SSD SSD

N=RITT7T77t5L—>3> (FTA) V77 FTA-4 x2 FTA-4x2 FTA-4 x 2 FTA-4 x 2

TLS/SSLEFaUF«7oE5L—a> N—RITT N=RIzT7 (SETI) N—FIZ7SEFI) N—RIzT7SETIV) N—RIzT7 (SETI)
44.45 mm (FI) x 4445 mm(@EI)x 4445 mMmEI)x 4445 mm (FEI)x 44.45 mm (FI)x

NFTE 444.5 mm (18) x 444.5 mm (18) x 444.5 mm (18) x 444.5 mm (18) x 444.5 mm (18) x
457.2 mm (E24T) 762 mm (B217) 762 mm (B217) 762 mm (B217) 762 mm (B27)

YAy (XTI ETRE) 1u U U U U

Es 8.16 kg 14.74 kg 14.74 kg 14.74 kg 15.56kg

F277JLT50W RPS F277)L1100W RPS  57a7JL1100W RPS 5277JL1100W RPS 27 )L1500W RPS
TR (DCATF>a>BHD) )
AC100~240V. 50~60Hz. 80 PLUSPlatinum 587 D BH L Hh%

HEEHBRE/RA) 175W / 222W 360W / 445W 360W / 445W 375W / 470W 550W / 760W
HE#E (BTU/h) GBE/&K) 598 /758 1,229 /1,519 1,229/1,519 1,280/ 1,604 1,877 /2,594
BHTFY RybRDVTIT7Y

BERE i 0~40°C | BE :5~95% (IEBE BRI &)

FCC Class A, UL, CE, FCC Class A, UL, FCCClass A, UL,CE, FCCClassA, UL, CE,
UKCA, CB, VCCI,KCC, CE, UKCA, CB,VCCI, UKCA, CB, VCCI, KCC, UKCA, CB, VCCI, KCC,
BSMI, RCM | RoHS, KCC, BSMI, BSMI, RCM | RoHS, BSMI, RCM | RoHS,
FIPS 140-2"" RCM | RoHS FIPS 140-2° FIPS 140-2°

FCC Class A, UL, CE,
UKCA, CB, VCCl,
BSMI, RCM | RoHS

MRARZEHL

2 © A10 Networks, Inc. All rights reserved.
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0 A10 Thunder CFW | DATA SHEET

Thunder CFW /N\N—ROT 7772147 >R

Thunder Thunder Thunder Thunder
NITA—=IVR 6440 crw 7440 crw 7440-1Mcrw 7650 crw
DCFWRJL—"w bk 150 Gbps 220 Gbps 220 Gbps 370 Gbps
DCFWL -1+ —4 CPS 30073 50055 50075 80075
DCFWREIKtE Y 3> # 2{%5,6005 2185,6005 2185,6005 74868007 °
DCFWJIL—IL 128,000 128,000 128,000 128,000
tF27Webs—rIT1DNTF =TV
SSLiZIL—wk QKER) 22 Gbps 25 Gbps 25 Gbps =
SSLi CPS RSA: 40,000 RSA: 45,000 RSA: 45,000 _

ECDHE: 15,000 ECDHE: 20,000 ECDHE: 20,000

IPsecD/NT+—T R

IPsecRIL—w bk 65 Gbps 70 Gbps 70 Gbps =
IPsech> %L 64,000 64,000 64,000 -
IKE#— ko 64,000 64,000 64,000 —
XY TI=042 =T 1R
1GEHw/N— 0 0 0 0
1 GEZ7-/\—(SFP) 0 0 0 0
1/10 GEZ7-1/N\— (SFP +) 48 48 48 0
25 GE 77-1/\—(SFP28) 0 0 0 0
40 GEZ 7 /\— (QSFP+) 4 4 0 0
100 GEZ7/\—(QSFP28) 0 0 4 16
FER—k 1 —H Ry MEEAR—bk x 1.RJ-450>Y—JLR—k x 1, Lights Out Management x 1
N=Fo 7tk
Otyt— Intel Xeon 10-core x 2 Intel Xeon 18-core x 2 Intel Xeon 18-core x 2 Intel Xeon 24-core x 2
XE!)— (ECC RAM) 128 GB 128 GB 128 GB 192 GB
ARL—2 SSD SSD SSD SSD
N=RIT77o25L—>3> (FTA) FTA-4 x 3 FTA-4x3 FTA-4x3 FTA-5x2
TLS/SSL EFalUF<7oE5L—ay N—RIT7 SEFIL) N—RIT7 (SEFIL) N—RIT7 (SEFIL) =
e 44.45mm (E}é)x444.§ mm (18) 44.45mm (& 3)x444.§ mm (18) 44.45mm (& é)x444.§ mm (18) 66.67 mm (‘.%zf)x444,§ mm (1)
X 762 mm (E217) X 762 mm (E417) X 762 mm (£217) X 762 mm (8217)
SyoaAzyh(XTVREIHE) U U U 1.5U
g8 16.33 kg 16.19 kg 16.19 Kg 18.82 Kg
F27JL1100W RPS F27)L1100W RPS F277)L1500W RPS F27)L1500W RPS
BR(DCHT>a>sHb)
AC100~240V.50~60Hz. 80 PLUSTPlatinumis8E DB HE =R
HEEN BE/EBK) 480W / 550W 690W / 820W T84W / 950W 864W /1,091W
F#E (BTU/h) GBH/&K) 1,638 /1,877 2,355/2,798 2,676 /3,242 2,949 /3,722
BETTY RySRDY T TP
BERIE SBE0~40°C | B :5~95% (IEBEHREI L)
FCC Class A, UL, CE, UKCA, FCC Class A, UL, CE, UKCA, FCC Class A, UL, CE, UKCA, FCC Class A, UL, CE, UKCA,
FRAEEEHL CB, VCCI, KCC, BSMI, CB, VCCI, KCC, BSMI, CB, VCCI, BSMI, CB, VCCI, KCC, BSMI,
RCM | RoHS RCM | RoHS RCM | RoHS, FIPS 140-2° RCM | RoHS

ARBESVONTF Y ROBERFEBLICEBINZ DB D BRESLVRBERGICEIOTRBDED,

L7 ISATVRIEBHEROSSLIEASSLT /5L —2avASICORABEHEE DT R MERRSADHE FBEE 2+ — FTLS_RSA_WITH_AES_256_CBC_SHAH'RSA 2048bitf CER I PFSD
35 & (3TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256/'P-2563 & U'RSA 2048bitB TEFR TN & To| *2 SSLT7 UL IL— a3 ASICORAIEHES | *3 IREM AR, SSL7 U 5L — 3 ASICH
WESHIRARDET |*4 RPSAT>avBHD | *5 VTR ITT7R—2Z | *6 1000Base-T SFPIEHR YR~ T | *7 1000Base-SX SFP, 1000Base-LX SFPIdR 7R —~TF | *8 10GDHHHR—I | A AT
5B |+ FIPSEFILOBBANKE | *9 ACOS 5.2.1-P7/6.0. 1A% BEH2fHIC

© A10 Networks, Inc. All rights reserved. 3
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0 A10 Thunder CFW | DATA SHEET

Thunder CFW SPE /\N\—ROx 77 5147 >R

Thunder Thunder Thunder
NITA—IV2R 5845 crw 7445 crw 7655S crw
DCFWZRJL—w bk 100 Gbps 220 Gbps 370 Gbps
DCFWL -1+ —4 CPS 300/ 50073 80073
DCFWREIKt w38 1182,80077 2185,6005 7186,80075
DCFWJIL—IL 64,000 / 128,000 128,000 128,000

t*27Webs—FITADNTF—T YR ?
SSLiZIL—w b 2QKEE) — — 72 Gbps

RSA: 100,000

SSLi CPS - - ECDHE: 70,000

IPsecD/NT+—T VR

IPsecRIL—"w bk = = 100 Gbps
IPseck>=xJL — — 100,000
IKES — ko — — 100,000
XYRT—I1E—TIMR
1 GEAY/N— 0 0 0
1 GEZ 7 /\— (SFP) 0 0 0
1/10 GEZ7-1/\— (SFP +) 48 48 0
25 GE 77-1/\—(SFP28) 0 0 0
40 GEZ7-1/\— (QSFP+) 0 0 0
100 GEZ7-1/N\—(QSFP28) 4 4 16
FER—k 1 —H 2y EEAR—bk x 1.RJ-450>Y—)L7R—b x 1, Lights Out Management x 1
N—Fo 7%
Oty — Intel Xeon 18-core Intel Xeon 18-core x 2 Intel Xeon 28-core x 2
XE!1)— (ECC RAM) 64 GB 128 GB 384 GB
AL—=2 SSD SSD SSD
N=RIzT7T7oE5L—>a> (FTA) FTA-4 x 2.SPE FTA-4 x 3.SPE FTA-5 x 2. SPE
TLS/SSLEFa VT« 7otoL—3> - = N—RoT7
e 44.45 mm (F ) x444.5 mm (18) 44.45 mm (F3) x 444.5 mm (1) 66.67 mm () x 444.5 mm (18)
X 762 mm (E217) X 762 mm (E217) X 762 mm (8217)
ZvIAy b (XTI RATEE 1U 1U 1.5U
ES 15.56 kg 16.19 kg 20.04 kg
BR(DCAT 2> 5 0) F277JL1500W RPS F277JL1500W RPS F277JL1500W RPS
AC100~240V,50~60Hz. 80 PLUSTPlatinum1z3E D EHZEHZHR
HEEH (BE/RA) 585W / 921W 784W / 1,078W 1,121W/ 1,300W
FEE (BTU/h) GBE/BX) 1,997/ 3,143 2,676 /3,679 3,826/ 4,436
BETTY RYRRDY T TP
BIFRIR SRE0~40°C | SBE5~95% (IEBAREIY)
s FCC Class A, UL, CE, UKCA, CB, FCC Class A, UL, CE, UKCA, CB, FCC Class A, UL, CE, UKCA, CB, VCCl,
VCCI, BSMI, RCM | RoHS VCCI, BSMI, RCM | RoHS KCC, BSMI, RCM | RoHS, FIPS 140-2""

HABEBELUONTA IV RAOBEIFTFERLICEBINZ DB DRSS UVRBEFFICIOTERDET,

1T TZATVRIEBHEMDSSLIEASSL7 V5L —2a ASICORABHE DT X MER. B§S X1 —TLS_RSA_WITH_AES_128_CBC_SHAD'RSA 2048bitI CEMAINE T, | *2 SSL
TOETL—2a ASICORKIEHE | *3 REHBME.SSL7Ut I L —2a ASICHEHEF ISR D T, | *4 ACOS 5.2.1-P7/6.0.1LAM&  BEH2EIC | A SBRJERFER | + FIPSETILOBADUE

4  © A10 Networks, Inc. All rights reserved.




A10 A10 Thunder CFW | DATA SHEET

vThunder CFW 187 217> X

NAN=NAHF—DHR—k VMware ESXi (VMXNET3.SR-IOV.PCl Passthrough)
KVM QEMU 1.0 E (VirtlO.OvS with DPDK. SR-IOV. PCl Passthrough)
Microsoft Hyper-V

N—=RITTEH AYVA—ILHTRBR

VMware ESXi o

KVM ° o ° [ [ o o [ & [
Microsoft Hyper-V () () () ( L

ADC/CGN/FW: 200 Mbps-100 Gbps

BREICR O —TUhTARS 1 IPsec/SSL Insight (SWG) (200 Mbps - 8 Gbps/\— R T 7 7o+£5L—av L)

*1 SR-IOV  *2 PCI/SRRIL—  *Microsoft Hyper-VFIFEF. 8 GbpsT 1> RIFHIE L TED EFE A, ACOS4X LU 5x V—ZATHR—k,

Thunder CFW for Container **

AAX—=TTH—I vk Docker

ARL=FTA VTS RT L BEARL—TAVIIRATLERE !
- Ubuntu 16.04.3 LTS (Xenial Xerus)
- RedHat Enterprise Linux version 7.6

BEERIR =N RATLEH
1 or more data interface
+1vCPU and 4GB memory
12X BYOL HiH 1t >R
FlexPool 512X
BEIARY Y, NTF—IVR* Thunder Container 1 1> X &> XFIHREDRARIL—F v (24 vCPU, shared polling mode #&%f )

+1510B: 180 Gbps
+512B: 103 Gbps
< IMIX : 75 Gbps

* CGN#RLTUDPRS 71y o % k{5 L5t ER. Supermicro 7049GP-TRT & & T Intel Xeon Platinum 8160 CPU @ 2.10GHz.Mellanox Connect X-5 NICs X 2{EF
** AWS.Microsoft Azure TOF A IR Y R—+TH,

BEBE—BE wwirosrraciotansmersnss P4 1851 8 (CGNAT)
_ + F41) 74 L— I NAT (CGN/CGNAT) . A#RHNAT (LSN) . NAT444,
XY UT7OIRIT7AT 74— NAT44

27147 74—)
C RF—RIALAV— 4Ry b T— TP TIA—IL
S T T TS a VR

IPv6 ADF1T
© FATIRZYOHR— 21717 IPV6 DHDERE SV TBHAE
+ SLB-PT(ZORIILES>AL—32)., SLB-64 (IPv4<->IPv6,

© L4-LTH—E20%E IPv6<->IPv4)
. GI/SGI 77 A FIA—IL - NAT64/DNS64. NAT46, DS-Lite, 6rd. LW406. MAP-T, MAP-E
« GTP/SCTP 47—k
/ ) Harmony Contoller iZ & 337 AI#31E
. BER— R EMEATS7ORIIL (NS, ESP. FTP. ICMP. PPTP, cen

RTSP. SIP. TFTP) [AlF D ALG O rIJLHR—b

DDoS Xf 5%
« NAT IP 7—)L@lF D#f & DDoS B
< P/ —1RE]
o Gi/SGI 7741 7o #+—JLIZ&$5 DDoS BAf

- BIRIZAN—tyIayvaoH1k

- tyrayvxa—J>y/oO0-XL—*h

- EyIavEEETIH IR SAN—LEMUDRR
- BEHEEEYT R IR TAN—LADRT

- UserQuota7Z—*b

© A10 Networks, Inc. All rights reserved.




A10 A10 Thunder CFW | DATA SHEET

CGNUY—R+Svx>y
ZJORIN& T/ O —EDCGN Y —ADR v E VY
NAT IP 7—)L{E =R
NATT72/O0—8ntyvia>rxR
« TFATIAI
- JORINBROT 741 T4 —=IUL—=ILDIN T+ =R V2B LERR
- AF=BATCD LT A T I —=ILIL—IL
- GTP S Tqw oAb O—L1>/TORE2—
RUY—ERDH
- AIULB LU NS TV a— b EBRE LISEETT/ 585 IP R—h,

ORI FFUT—2ay TIVr—o 3 hTadusLY
T7ATI4—=IDT7Iay . BRIBHROAZEEICRIIDERIRM

C FIUS—S 3y C By IYOSORULESTY
- AFTUBMOT U —> 3 FIRR « FITWZaA-Ta TV

- 7TV =2 av R0 LR EORT —__ V- P —_
- TV —= 3 AT dBRIOME A 7 Qt’ja 7 / 4 / '72- 4
T7147 74—l

EEE—F
« BBWNTAT—-RTOF>
. BRI+ —R7OF>
o JOFCFAZVY

Harmony Controller IC& 2 EHEIE - Of
o BEHSICEDZTNAREEBREDER
L AT RS OREEAYF— b
o EFAUTAARIS—DO—TTHNREEBSLUER
C BEATLS/SSLES 71 v I EBADIRICEB NS Ty oD
TR, 7= 3> 0itiE

X217 Web5—k71x1 (SWG)

SSL1>H1k~

o THAT—RTOFELT BVIBEEN TSSLZESH LUESE

« ICAP (Internet Content Adaptation Protocol) # 7 R— k&3
T—HBRELE

o BIAR—FZESL. TCPR—FESICERACSSLERIFTLS
NGRR3Rl 2 Lk AV

o TAT—RTOFTTAINE—TIZED. NV RO T—IH KK
LISBRICh S 71w o %3EE

o RRMRICESD SSLA VA RDNA/INRUSED NN Z ER
A 100 5D Server Name Indication (SNI) & % THLRATAE

o RIWFNANZVISDHR—

« HTTPS. STARTTLS. SMTP. XMPP 0185

o JSATUNERERM - NANZF T aY

o EEINTVLZRVEEEZ % Online Certificate Status Protocol
(OCSP) THLER

o SSLAVHAMMARY M EO7O-EHRELRTZTLS 77—hOF VY

¢ SSLtwvia>IDOEBEFIA

o TFPATOF—ILA—RNZ> > (FWLB)

URLZ LBV T **

« URL%¥EY —E X (Webroot BrightCloud n'121#t) IC & D, 1558
TEBRTED Web - b SSLIESH SR

. BEHDWebH 1 MeiFEL<BWLWWeb Y hDERE IOV

FIVgr—=oa>yIT77AT7o04+—=IL**
c BFICBELERT U= arsL0 7O zAREL
DT7IEAALTEESD2HREZTAAARERIL—IL
BRAVTISI VAR
¢ NRABRAXFTRERBRYRVZAATZHLICHRRY ET—IA
TUOERATZEEDH 3BE R

BRI
o IP7RLZADEMAE D

6  © A10 Networks, Inc. All rights reserved.

o ATV U RV NT—=0T AT I+l
« TV =23>LAY—/—krT A (DNS. ESP. FTP. ICMP,

PPTP. RTSP. SIP, TFTP)

DDoS x5
o TSV RIEDSDBA 1 SYN 7 wF— TCP/UDP/ICMP 75w K5

. DNS/HTTP 75w R

< 7ORIIVKED SO : IR/ b TCP ISV DEER

BAHEDE /Ny M XDIKEE (Ping of Death)

)Y =28 H 5 DBATE : Slowloris. slow POST. Sockstress.
TIIAY N E

L—hUZYhrIIPR—=X HTTP. DNSUZIT XK, DNSZ T,
ICMPL—RUS

TPV r—o3> 70 A EE (AAM)
o EREEATL D HTTP Basice NTLM over HTTP, 7 #—LANR—2X,

OCSP. TDS SQL Logon. SAML

o ERAEH—/\—: LDAP. Active Directory. RADIUS. OCSP Responder. NTLM,

Kerberos. RSA SecurelD. Entrust IdentityGuard. SAML Identity Provider (IdP)

SREE!) L — : Kerberos. 7#—A~—X. LDAP. WS-Federation.
Microsoft SharePoint & & Uf Outlook Web Access

- BEEENOLERAOFX Y

A10 Next-Gen WAF (powered by Fastly) **
+ OWASP_LAIDKE % SIERICfRE
o TADYRESED (ATO) fRE
. BERL— MR
+ Network learning exchange (NLE)
« CVEADRIE/NY FEBRB
o TTVT—2avOREPERICETSEEROSIE C[LEARIRIL
o AVTSAT VIR
- BTN TOFS OREYR—k




Al0

A10 Thunder CFW | DATA SHEET

TIVIr—2a ERE

IPv4/1PV6 Xt it

LAYV4/TH—N—AO—RNS>I>y

- Fast HTTP. ZJLHTTP ZOF>

- TYTL—=hR=Z LT Ay F 2T (NS — [URL] RAA AL B )

-7 V=3 vN—2RTUR

- SIP. MQTT. RTSP. SMTP, POP3. FTP, FIX. 1!

DNS &5 53 Bt e

Layer 4 (UDP/TCP). Layer 7 (DNS-UDP/DNS-TCP)

BRBIDNS Ly o T7vS

- DNS 77477 #—JL/RPZ

- DNS*vw>a

O—RNZYIVIXY YR

- ZorrRAOE . NIRRT I EAFETTRAOEY (RR) .
BEAHMERANATRT 3> (LO) REIGERE.

afFleX - T —TNT YAV RRI >3y - RVVTRIED

TIVIr—=2aY Ry FUU BiakkEE

NILZEZH

- HR—rZFOL3JL (ICMP. TCP. UDP. HTTP. HTTPS. FTP,
RTSP. SMTP, POP3. SNMP, DNS. RADIUS. LDAP. ft!

- 20V T b= ERLIAILZF Ty (TCL. Python. Perl, Bash)
- RENNZAF Ty I EZZ—DYR—F

R -TIFA4T -FOT«ITIT«T - RZVINA
SIPO—RNS> 2> (VolP)

STARTTLS. LDAPS

boT1490 TaINB) VT - KIRIRGEFRIU RN BBV ZAMI LB mRILIE
TrAT7I+—ILO—RNS> > (FWLB)
JO—=NIILY—N—0O—RNF> >4 (GSLB)
cNST4wORTTIVT | H—ERFAZT
FSYRRTLY bF vy a1y F2J (TCS)
EHFETRIDE (NHLD: %O ZA MRy FO—RTF1RRJE2—23Y)
Diameter AAAO—RNS Y>>
T—AR=ZAO—RNZV 2T

ICAP (Internet Content Adaptation Protocol)

{EBEE FIX H7R— b

TV Ir—avE#Eie

HTTP 7735l —> 3> - Rk

-HTTP OIS a>NINF LISV (TCPARI 31 1—R)
-RAMF vy >y

-HTTPO>FLwv>ay

SSLA7O—Fk

-SSLA—ZR—av VvV

-ssL7Oo*x>

-SSLtvr3>IDUa—-X

TCP #7711 — 3> (Selective Acknowledgement.
IIATUNF—TTIAT VAV RIRT—I>7)

HTTP Pipelining

HTTP/2. SPDY YO ~OJL

HTTP/3. QUIC 7T kAL

TIVr—arEFalTa

Next-GenerationWeb 77 1) —> 3> 7 74 777 #—)L (Next-Gen WAF)
DNS 7 FU/r—> 3> 7747 +—I)L (DAF)
N—R T 7~R—2 DDoS B5H*

77V =23y T o (AAM) - (SAML.WIA, Kerberos, NTLM. TDS
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