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Detection
Engine Name Vendor Name Headquarters gratoaesisidrunrudCioudal /vl

1 Aegis Lab Lionic Corp Taiwan

2 AhnLab AhnLab South Korea

3 Antiy Harbin Antiy Technology China

4 Avira Avira Germany

5 Bitdefender BitDefender Romania

6 ByteHero Epoclsoft China

7 ClamAV ClamAV USA

8 Comodo Comeodo USA

5 Crowdstrike Crowdstrike USA ||
10 Cyren Cyren Israel
11 Emsisoft Emsisoft New Zealand |
12 Eset ESET Slovakia |
13 Filseclab Filseclab Corporation India
14 Huorong Bajjing Huorcng China

Network Technology
15 lkarus IKARUS Security Software Austria
16 K7 K7 Computing Private India
17 Kaspersky Kaspersky Lab Russia -
18 Kicom AV Nurilab South Korea
19 Lavasoft Adaware Canada
20 McAfee McAfee USA
21 MI:I’OS‘Oﬁ Security Microsoft USA
Essentials

22 Windows Defender Microsoft USA
23 NANO Nano Security Russia
24 Netgate USA
25 Tachyon INCA Internet South Korea
26 Quick Heal QUICK HEAL TECHNOLOGIES _ India
27 RocketCyber RocketCyber USA
28 Sophos Sophos UK -
29 SparkCognition Spark Cognition USA
30 Symantec Symantec
31 Systweak Systweak

32 Trend Micro

Trend Micro Incorporate

33 Trend Micro HouseCall Trend Micro Incorporate

USA

India

Japan

Japan .
Italy

Italy

Belarus -

United States

Portugal .

34 VirlT TG Soft
35 VirlT ML TG Soft
36 Virus Blokada VirusBlokAda
37 Webroot SMD Webroot
38 Xvirus XVirus
39 Zillya Brandon Universal Ukraine
Legend D EE SR e  Available, disabled by default
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J Proactive DLP SCSK

\ SN - | One-Time & Repeat Gifts
- DL>SY MH—RBSRED A
t >:/j_'»f j“m'l‘ﬁiﬁg*ﬁﬂj CARDHOLDER INFORMATION

Name:_Brandon Patterson

° 7 7 é{)b’éj“n \\J a Billing Street Address:_7134 Glenridge Road
= \ Street Address (cont.):
- ZEBNEIAFD - '

City:_ Mahwah

) 40*51,){1@ 7 7 4}[,&470(: i\j’h’f‘ lt;:\*%' Credit Card Authorization Form
[

State: NJ Postal Code: 07430

s BHhUZANDLE Country: US. Email N
¢ x gj_‘-‘_g WEBOD Direct Ttlalephone: -

2271 ITF—HERE
- #l : Exif38BD7—4 (GPS. Author, Title
- 22 F4IJF7—FE LTI
IEFRINZEZDIHE
- OCRZ{EATIEE : B{EE=NIZXFIE
OCRIC & D3585

GIFT INFORMATION

tefr &)

Fund Name or Gift Purpose:_Give a gift to my son

x | authorize a one-time charge against my credit card for the follow amount $_500.0

o | authorize a recurring charge against my credit card for the following amount

CREDIT CARD INFORMATION
Credit Card Type: o MasterCard X Visa © American Express o Discover Card

Number: I

Expiration Month: 5

Expiration Year:_2020

Cardholder Signature X Date 5 /21_/2019
Security Code: 783

e 7 f* g B ’?: = = -\ 14
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« AAJEETHDI=SSL/TLSBEICHWIT DI IARF V>, BE(L, T—FIEKBHIEESER

OPSWAT.
MetaDefender FEN AN PR #
R?(Sjﬂ)“\)" .C°re FXNSTvy e
OPSWAT > [ : 2222 |
MetaDefender || o s i
CAP Serve OPSWAT MetaDefenderh®
ICAP Server N
NG :F}'{ﬂ.’.br FSIJ14YvOICTFTZ&ER
DA IVARFY > (RIVFAFTY )

N
- A>FVYEEIE (CDR)
(1= = — D=y | Zonimt o

https://www.al0networks.co.jp/download /files/A10-SB-19199-JA-01 NOV_ 2019.pdf
https://www.opswat.com/partners/al0-networks
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J HeERRsEAIE SCSK

* RIBRIEY > IS LU HER S &
SO S 4 7> M(Avalanche)h 5, MDcorelc®t UTAPI(POST /file)B@HTEIEATI >V M27YvIO—R

¥MDcorelcEIDH T IHWU Y —X(cpu, memory, disk)ZESXi L TiHRE

¥MDcorelCEIDYTRS1tz> X (&, 8,12,16,20 AV-engines &/)\F—>T&till

X—ERA > —3RY MIAZBEUVEREMHTTPNS Do v oM (A>F72YHALX(E 1AT S 1O hHIZD#I30Kbyte & {RE)
https://httparchive.org/reports/page-weight?start=Ilatest&view=list

- SN,

Psuedo Clients(Avalanche) Virtual Router(Avalanche) / OPSWAT.
i/‘\ m E MetaDefender Core
p ~ 192.168.10.0/24 H
O Ul 10.0.0.0/18 %/l}_ / :  : oooo ]

C i»\wx».\\‘.j___j10_(:,.0_1/18”10_(;,_63,253/13 10.0.63.254/18 w_254 vmnicli 3y ———=—=

= —~ — S B >

~ Copyright © SCSK Corporation g™ i T e — —_— —




l [2%E /Tips] MetaDefender Core : Process API SCSK

BHIRKZ. HICHD,

* Process APIE{TH > )L(python3.7.6, —&BiE#%)

af proc files():
url = ormat(MDCORE_HOST)
binary = open g }.read()
payload = { uploa : {FILENAME, binary)}
{

": FILENAME

POST / file

N
7
print{ "HTTP s code: {8}, m : {1} .format(r.status code, r payload)) data ld
£ get proc_results(data id):
url = ° {1} .format(MDCORE_HOST, data id)
r =re
r_payload . .
iy GET / file / [data_id] .
' format(r_payload[ 'scan_ 7
m : {1}" .format(r.status_code, r payload))
Analysis Report
data_id =
time.sleep(5)
get proc_results(data id)
o .
i - " =
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I [23% /Tips] Avalanche CommanderTMDcore®Process APIZIN< A& SCSK

BHIRRZ HICAD.

* Avalanchef&EH > )L
- [Client]-[Actions]
1 POST http://<MDcore IP:port>/file<POST_FILE="xxx" CONTENT_TYPE="xxx/xxx">

- [HTTP Content](C_LEEPOST_FILETIEEY BFileZupload

FREFIT Ei

Detet Gt < Gontant Fils . Notes . A P
|: gﬁ;ﬁmm [ Losdsf Actions " Profiles {_ Network {_Subnets {_ Parts __Associations .
- e F
=RIM Dcore 000 | §
g Select an fiction List fo Edit Defaur. v || &l Eil & | & Giuicktlow &
:‘B- Actions
£ 1 3 %) 1 110 1 1 140
& 1L POST htip, /7192 168 10 3 B006/T11e<POST FILE="Contant 0GOL" CONTENI TYPE="tsxt/css >
g 2{1 POST http /7192 .168.10. 3 800811 Ve<PO5T_FILE="Content_0001" CONTENT_TYPE="text/Ass">
- 3|1 POST http://192.168, 10, 3;8008/Fi Te<P0ST_FILE="Content_0001" CONTENT_TYPE="text/c55™>
[}
5|# Uncompent addi tional Tines to test more protocols|
fl2 InTard ronrtent ™M1es and renlacs oeofile nEass STAFT with vour &S DPCESSAECY
Tear Off/Dack Resources
P o e
[ Adaptive Streaming " Attack Ligts “__ Gontent Files . Directories . GRIGP L GRUDP 'L GRETH'{_ Farms{ HTTP Content C_Jhonebook
Example Actiors  POST hitpe//192 16842.11/<POST FILE="Carttent 0001° GONTENT TYPE=" image/pe" >
HTTP Contant Name Gontent 0001
Process Spi Variable [

— f: P ) . = 19
- 5 . - M -
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JIVLFAF+ > (8 AV-engines) + Deep CDR + Proactive DLPODHHEHREEFE SR

70

60

50

40
(2]
o
o

30

20

10

0

8 12 16 20

CPUZ 7#

- MetaDefender CoreldCPUd7#ICIUTIEEDHE L CXNUMAZBXIRWC EH'ETR)
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Thunder(dF I A4 )L b TIEETOHTTPUIIA M/ LAKRIAZICAPTHEITS
(.html, .js, .jpg, .png, .css, .json, .xml, .txt, .woff2 RERE - - )

=>2TDOweb ;ST v OZMEBUTUZES &MetaDefenderDLEERJgEEEEE YWY FH T,
RKEBODOY—/)\—DBBE(CIRD>TUES

- EEEEHTTPTODEDETNZI AT ST U FERXFv > /BE(LT DIHBERL
EE. JTOFSHERETIIICAPTEEE T JEEEHIRTES
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J ICAPALESIS NS T+ v I DG SCSK

A10 Thunderhb*5MetaDefender(CiRIFRICAPU I IR b EHIRT B ET. MEBRRERS T
*x I7ANAFTIVESZSOHTTPUIIA N/ LARI ADHEZICAPTEL. AFv > /BELTS

<aFlexIC &k 2 >
- POSTAVY RZRHVWZBEDHZICAPUET S
#HTTPUOIAPMTERIDTIOVESODIIEARN(CPOSTAVY RTHDIEWVWSIEERS

- Content-Lengthh\FE UL, HBUL\EContent-Length: OOHTTPUJ IR M/ L AR A IFICAPLER L 730N

# A>T IVYDRBRWVWEDIEFHHERT D. MDicapT No Content to Scan] &322 DI EEEAIRNIE
# Content-Lengthh\FE LRV F v > V85X (Transfer-Encoding: chunked) (ZHI40(CICAPAEEEHE S

- Content-Typeh\ZEL., D DYZIAY S (ICHEDMIMES A ITZZSOHTTPUIIA KN/ LARIADHZENET B
#OPSWATCIRESEBIZEVWI 7AW I1T&EWVWHU. class-listicHiEdT BDMIMESY A1 J%&stringE UTERT S

<TEDMAEC KD HIE>
1 VU BENATERI SO RY—EXMEITDEE (MS365, G-suite etc..) (XSSLAEJfR{EZEbypass

. g - T — ___— C_ s
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ICAPALEERISR bS5 T 1 v DI Dl

* aFlex + class-list B> )

when HTTP_REQUEST {
set reg_method [HTTP::method]

if { not ($req_method == "POST") } {
ICAP: :disable
}
if { not ([HTTP::header exists "Content-Length"]) } {
if { not ([HTTP::header exists "Transfer-Encoding”]) } {
ICAP::disable
} else {
if { not ([HTTP::header "Transfer-Encoding”] equals “chunked") } {
ICAP; :disable

}
} else {
set con len [HTTP::header "Content-Length”]
if { $con_len == 8} {
ICAP: :disable

}
if { not ([HTTP::header exists "Content-Type"]) } {
ICAP: :disable
} else {
set con_type [HTTP::header "Content-Type"]
if { not ([CLASS::match $con_type contains inspect mime]) } {
ICAP::disable

SCSK

BHOIRREHKICHMD.

when HTTP_RESPONSE {
if { not ([HTTP::header exists
if { not ([HTTP::header exists "
ICAP::disable
} else {
if { not ([HTTP::header "Transfer-Encoding”] equals
ICAP::disable

"Content-Length™]) ¥ {
Transfer-Encoding™]) } {

"chunked™) } {

)
}
1} else {

set con_len [HTTP::header
if { $con_len == 6} {
ICAP: :disable

"Content-Length”]

}

}
if { not ([HTTP::header exists

ICAP: :disable
} else {
set con_type [HTTP::header "Content-Type"]
if { not ([CLASS::match $con_type contains inspect_mime]) } {
ICAP: :disable

"Content-Type"]) } {

I
3

str
str
str
str
str

-lass-list inspect_mime string

app | icat iondvnd. operoan | format s-of f i cedocument . worderocessingm| . document
app| icat ion/vnd. operxn | formats-of f i cedocument . presentat ionm! . presentat ion
aep | icat ionvwnd. operoan | format s-of f i cedocument . spreadshestml . sheet
multicart/form-data

appl icat ion/pdf




| WebTRONS—RINRT 7 ILFAT EMIMES AT Senih

LK —HENRE RFIAAS NI F7AIVERIT 7V (UTH) [CHUTERDSHIRAIVT MeII/OLMEDHIAETND

.doc, .docx Microsoft Word Doc
Xls, .xlsx Microsoft Excel
.ppt, .pptx Microsoft PowerPoint
.pdf Adobe Portable
Document Format

.jpg, -png, .svg, Image
gif
.vsd Microsoft Visio
.mp4 MPEG-4 Part 14
.Zip, .7z Archive
*XANY(POST) XANY(POST)

- = —— - ‘f
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application/msword, application/vnd.openxmlformats-
officedocument.wordprocessingml.document

application/vnd.ms-excel, application/vnd.openxmliformats-
officedocument.spreadsheetml.sheet

application/vnd.ms-powerpoint, application/vnd.openxmiformats-
officedocument.presentationml.presentation

application/pdf

image/jpeg, image/png, image/svg+xml, image/gif

application/vnd.visio
video/mp4
application/zip, application/x-7z-compressed

Xmultipart/form-data
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| ICAPALESIS RS T v U OHIE SCSK

[aFlex(c & BiBERE(L Ritail

KEDICAPUI I A MHRY, EICKED THDIEE(CIERNER

OPSWAT. (@ Help Center €5 NOT MANA

Board |ICAP History < refesn

ICAP History T STARTTIME ACTION METHOD RESULT HTTP URI CLIENT IP

Config History

2021-00-16 16:17:54 GMT+9 ALLOWED fmomeon | http:/www.a10networks.co jp:8443/assets/images/bloc..  10.0,99.253

2021-09-16 16:17:54 GMT+9 ALLOWED | REQMOD http://www.a10networks.co.jp:8443/assets/images/csdo..  10.0.99.253

2021-09-16 16:17:54 GMT+9 ALLOWED i% E; http://www.a10networks.co.jp:8443/assets/images/cs-o... 10.0.99.253

2021-09-16 16:17:54 GMT+9 ALLOWED _RESPMOD No Threat Detected http://www.a10networks.co jp:8443/assets/images/csdo..  10.0.99.253

Inventory 2021-09-16 16:17:53 GMT+9 ALLOWED { REQMOD http://www.a10networks.co.jp:8443/assets/images/cs-lo..  10.0.99.253
o 2021-09-16 16:17:53 GMT+9 ALLOWED No Threat Detected http://www.a10networks.co.jp:8443/assets/images/csdo..  10.0.99.253
2021-09-16 16:17:53 GMT+9 ALLOWED No Threat Detected http://www.a10networks.co.jp:8443/assets/images/csdo..  10.0.99.253

2021-09-16 16:17:53 GMT+9 ALLOWED hittp://www.a10networks.co.jp:8443/assets/images/csdo..  10.0.99.253

2021-09-1616:17:53 GMT+9 ALLOWED http://www.a10networks.co.jp:8443/assets/images/cslo... 10.0.99.253

Le . ]
— — . . — e —— 25
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J ICAPLESIS kS T 1 v I DHIE

[aFlex|c X3 BEREL EhEk]

)(ZPOSTiE{=EMDF. REQMOD'

MOD &5 5 BIEDMIMESY A1 J'F—4 %Zupload /download 3 3BED

% [No Threat Detected] = RBIANEZTIA>FOVYHREFE

OPSWAT. ® e cee PDFY>ExcelZupload/download

9 BBISDHMICAPIISR

Dashboard

ICAP History & reireen

ew

ICAP History T STARTTIME ACTION METHOD RESULT HTTP URI CLIENT IP
Config History S
2021-09-16 16:05:35 GMT+9 ALLOWED @%%M% No Threat Detected hitp://www.scsk.jp:8443/corp/pdf/teikan_210623. pdf?da 10.0.99.253
2021-09-16 16:05:32 GMT+9 ALLOWED No Threat Detected http:/fwww.scsk, jp:8443/corp/pdf/stockreg_160628 pdf?... 10.0.99.253
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