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1. IFC®HIC

1.1. KEI[ZDILVT

AETIE, BHRR [TS5SAX—FCAGléas] TEITLEYSA 7Y MNIBREE

AWT, ALOR Y D=9 ZAKRSHEOT7T T r—aviEa> tA—35
[Thunder ADC] TWebBRDEICHEITEI A4 T7 2 FMIRERIMEZHILESER

BEBETLH-ODOREFHEREHLET,

AEICRBEOARE, BHOBRIBREICETH5BEZHIEL-LOTHY. Hb
WHRRETHOHEZRAET HLDTREHY FEA, BHERZRAV VA TLIE
EQO—FIELTITERWVV=EHET LBV LET,

B THHABRRADY 547 2 FMERAZEORE LT oTEYFEY . RAFTRELR
BEE. RREOESHVAEHLEEETEREICTERILLSLY,

1.2. REIZH T 3H1B1E

AEIZETEHFIEIX. UTORETHEEREZT>TLET,

> B— k/\Z >%—: A10 Thunder ADC (AX vThunder 4.0.1 build214)
¥LI#%. [Thunder ADCJ L& LET

> JS3 F534_R—FkCAGléas (/N\—321.12)
XLk, TGléas) LREELET

> WebH—/\: Ubuntu 14.04.2 LTS / Apache/2.4.7

> 25472 bk : Windows 8.1 Pro / Internet Explorer 11
L&, TPCl LEHLFET

DTFIZDONTIE, XETERBAZEELET,

® Thunder ADCOtw b7 v, B— KNS U RETE

® GléasTDIA—HERYLYI A4 7Y MIERTEOELRRTE

® WebH—/n\Dty b7y TORE. V53472 FPCOREREG L
INSITDONTIE, BEFDI=2TFILETSRBOVEIN, FESEMY K-
TWARFEEICBHLEDELEZE,
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79%

2. PCIl&Thunder ADC#H TR ERIE S Nf-WebHY—/\IZhttpsTT7 VXT3,
Thunder ADCIETLSEBEZRIL. £V 347> FMIREZEKRT 5,
PCIIEEY 5472 FEBREAL N E BFTHE S =Web Y —/\[ZHEH
TEHIENTERL

2. Thunder ADC THERE

2.1. Y—/N\EIBAEDERTE
AFIEDHFIIZ, Gléas NDEEEEE K YH—/\FEAE T 74/ JL (PKCS#H12 774
L) EFHon—KLET,
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Thunder ADCIZ$ 1159 54 7 > FMEIBAERIIDZREFIE

Thnuder ADC QOEEEEICAT A4 L, EELED A =21 —KY[ADC] > [SSL
Management] &4 ') % L SSL Certificates DEIEZ R . [Import]Z 45 1) v
JLFEY,

Import DEIE&L Y UTD@EYICL T, [Import]Zo 1)y LET,

® [File Name] : COY—/\FIREDREEDAMEAS

® [Import] : [Certificate] % 1R

® [Import Certificate from] : [Local] & #ER

® [SSL or CA Certificate] : [SSL Certificate] & #1R

® [Certificate Format] : [PEX] % #iR

® [PFX Password] : HY—/\SEHE I 7ML E Gléash b A v O—
FeBLEITHRELIZ/SRT—FKEARD

® [Certificate Source] : Gléas & YA >oO—RLEI7MILERTE

Dashboard ~ ADC v GSLB~ WAF~ AAM~ CGN v Network v System v Integration~ Partition: shared v @ v @ FYcC g

SSL Certificates Cert Revocation List Expiration Email AXvThunder 4.0.1 build 214

ADC >> SSL Management >> SSL Certificates >> Import OHe\p

SSL Certificates

File Name * servercert-gleas

Import * @© certificate O Key O Certificate and Key

Import Certificate from * ®Local ORemote O Text

SSL or CA Certificate * @ ssL certificate O CA Certificate

CSR Generate O

Certificate Format PFX
PFX Password seee

Certificate Source * C:\Temp\servercert.gleas, ...

AVR— BT IHE, UTDOLIITRTENFET,
ELLAVR—bENTVEIERLET,

A@ Dashboard ~ ADC v GSLB ~ WAF v AAM ~ CGN - Network ~ System ~ Integration~ Partition: sharedv @ v @ ) & @

SSL Certificates Cert Revocation List Expiration Email AXvThunder 4.0.1 build 214

ADC >> SSL Management >> SSL Certificates OHe\p

Certificate Name + Search Search Reset 27 Refresh ﬁ Delete = Create

SSL Certificate
Name

]

Type Common Name Organization Expiration Issuer

. Jul 6 14:20:45 2018 /CN=JCCH-SSS demo CA/DC=COM/DC=JCCH-
[ servercert-gleas certificate/key servercert.gleas.example GMT sss

First = Previous - Next = Last Page 1 of1n Total 1item, Items per page: 25
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2.2. )L— MEEBAE DA Vi R— k

AF|ERIIZ. Gléas D& Y I)L— FEEBAE (PEM 74—< v k) 40— KLZE
EIR
KT IAIbDI— FEAZEFLUTURL K YA O— KAIRETT,

http://hostname/crl/ial.pem

2.1IE &R L < SSL Certificates DEEZ R RS, [Import]&2 ) v LET,
Import DEIE &L YL TO@EYIZL T, [Import]#o Jwo LET,

® [File Name] : ZDI— FIREDREEDEMHEAS

® [Import] : [Certificate] Z E1R

® [Import Certificate from] : [Local] % ;&R

® [SSL or CA Certificate] : [CA Certificate] &R

® [Certificate Format] : [PEM]%:#ER

® [Certificate Source] : Gléas K YA UA—FKLET7AMILERTE

Dashboard v ADC v GSLB~ WAF~ AAM~ CGN v Network v System v Integration~ Partition: sharedv @ v @ ) & @

SSL Certificates Cert Revocation List Expiration Email AXvThunder 4.0.1 build 214

ADC =>> SSL Management >> SSL Certificates >> Import eHe\p

SSL Certificates

File Name * gleas

Import * @® certificate Okey O certificate and Key

Import Certificate from * @ Local ORemote O Text

SSL or CA Certificate * O ssL certificate @ CA Certificate

CSR Generate O

Certificate Format PEM [~
Certificate Source * C:\Templiai.cer 28

OB L

AVR— BT IHE, UTDLIITRTENFET,
ELLAVR—FENTLENFERLET,
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Dashboard ~ ADC ~ GSLB~ WAF ~ AAM ~ CGN v Network ~ System v~ Integration~ Partition: shared v @ v @ F-ycs

SSL Certificates Cert Revocation List Expiration Email AXvThunder 4.0.1 build 214
ADC =>> SSL Management >> SSL Certificates 2] Help
Certificate Name + Search Search Reset < Refresh 1 Delete =+ Create
O sst ﬁ:::icate Type Common Name Organization Expiration Issuer
) Jul 6 14:20:45 2018 /CN=JCCH-SSS demo CA/DC=COM/DC=JCCH-
[ servercert-gleas certificate/key servercert.gleas.example
GMT SS8S
CA- Jan 6 15:46:45 2030 /CN=JCCH-SSS demo CA/DC=COM/DC=JCCH-
O gleas e — JCCH-SSS demo CA e o

First Previous - Next Last Page 1 of1 ﬂ Total 2 items, Items per page: 25

2.3. =Y R+ (CRL) DA viR—Fk

AF|ERIIZ. Gléas &Y CRL (PEM Z74—<wv k) 49> 0—KLET,
XTIAIFDCRLIFUTURL &YX O—KARETY .

http://hostname/crl/crl_ial.pem

22 JHER L K SSL Management OEEZR TS E L&A =2 —& Y[Cert
Revocation List]Z %2 1) w2 L. [Import]Zo U v o LET,
Import DEE& Y LULTOD@EYIZL T, [Import]# o Uwvo LET,

® [Local or Remote] : [Local] & #ER
® [Name] : EEDHMNBEAS
® [Source] : Gléas &Y Ao >oO—KRLEzI7MILEERTE

Dashboard ~ ADC v GSLB~ WAF~ AAM~ CGN v Network v System v Integration~ Partition: shared v @ v @ & ®

SSL Certificates Cert Revocation List Expiration Email AXvThunder 4.0.1 build 214

ADC >> SSL Management >> Cert Revocation List >> Import OHe\p

Cert Revocation List

Local or Remote * @ rocal O Remote

Name * gleas_crl

Source * C:\Temp\erl_ial.cer =5,

AVR—bBRTIDHE UTORSITRTENFET,
ELLAVR—bFENTLEAIERLET,
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A/@ Dashboard + ADC v GSLB~ WAF v AAM~ GCGN v Network  System v Integration~ Partition: sharedv @ v @ ) & @

SSL Certificates Cert Revocation List Expiration Email AXvThunder 4.0.1 build 214
ADC =>> SSL Management >> Cert Revocation List oHeIp
File Name + Search Search Reset > Refresh 'UT]]' Delete m
O Cert Revocation Issuer
O gleas_crl /CN=JCCH-SSS demo CA/DC=COM/DC=JCCH-SSS

First Previous - Next Last Page 1 |of1 a Total 1item, Items per page: 25

CRL I% Thunder ADC AITEHEIMICEFHF I NS0T TIHGE LD T, Gléas T CRL A
B EnlzoA VR— rRUTUOTL— FADERBEGEEBESCLHESDLENDHY
9,

XCRLOEMYIMZEZBETLES &, ARAERAETRATELT SO TEIENBRETT

F 1= Thunder ADC D 4E# Tl&. OCSP (Online Certificate Status Protocol) Z4H
—hLTHYFT (BRI,

24.SSLFUTL— FDEE

[ADC] > [Templates] > [SSL]%# %2 J w4 L SSL 7> 7 L— FDEEIZH#H . [Create]
> [ClientSSL]Z2 ) w9 LET,

LTOBYRELET,
® [Name]: EEDHMNZBEAS
® [CACerts] > Name : 22IBTA vik— bk L1z)L— MEBAZER ZER

® [CACerts] > Client OCSP : [Disable] & E R
D%, [AddES ) v

® [Server Certificate] : 21IBTA ViRk— b LIz —/\GEAZE L ZER
® [Server Private Key] : 21ETA Vik— bk Lz U—/\GEBAZE R %8R
® [Client Certificate] : [Require] Z#ER

® [Close Notify] : Fvl

® [Cert-Revocation List] : 23IHTA vik— kL7 CRL & Z:&ER
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Create Client SSL Template

Name *

Auth Username

CA Certs

Chain Certificate
Server Certificate
Server Private Key

Server Private Key
Password Phrase
Server Name List

Cipher Selection

Cipher without Priority List

Client Certificate

Close Notify
Cert-Revocation List
Forward Proxy CA Cert

Forward Proxy CA Private
Key

Forward Proxy CA Private
Key Pass Phrase

Forward Proxy Enable
Session Cache Size

Session Cache Timeout
(seconds)

Session Ticket Lifetime
(seconds)

SSL False Start

Reject Client Requests for
SSLv3

Service Group Bypass
SSLv2

EC Name X9_62_prime256v1
EC Name secp384r1

General Fields

clientcert_auth

[ common-name
O subject-alt-name-email

[ subject-alt-name-othername
Enable

Client OCSP Client OCSP

e CESRCCSH Service Group Server

gleas Disable

servercert-gleas

servercert-gleas

servercert—gleas servercert—gleas
Name Cert Private Key NZADT—R

@ Individual Ciphers O Cipher Template

SSL3_RSA_DES_192_CBC3_SHA

Cipher without Priority

Require

<

gleas_crl

Forward Proxy Bypass
Forward Proxy Bypass Client Auth
OCSP

LDAP

10/15

Add

& x

Add

Add

Gancel m



TS5 A4 R—k CA Gléas T kR—/—
Thunder ADCIZ$ 1159 54 7 > FMEIBAERIIDZREFIE

RER. [OK|ZZ7 Yy I LET, UTOLSIZRFTENFET,

A@ Dashboard v ADC v GSLB v WAF v AAM v CGN v Network v System v Integrationw Partition: sharedv @ v @ [B) & @

SLB  Application  Persistence L4 Protocols L7 Protocols  SSL ~ General AXvThunder 4.0.1 build 214
ADC >> Templates >> SSL O Hep
Name ~ ‘ Refresh T Delete =+ Create v
Search Search Reset
O Name Type Total Configured ltems Actions
[0 clientcert_auth Client SSL 0 Edit

First Previous - Next Last Page 1 |of1 Total 1 item, Items per page: 25

25. N—F v )LH—EX~ADTFUTL— rOEA

[ADC] > [SLB] > [Virtual Service]z 2 U v o L. 254 7> FMEBAERZERAT S
N—F % LY —/\DR— rD[Edit]ZV ) v Y LET,

Update Virtual Service BEIE® Template #BHAL. UTZHRELET,

® [Template Client SSL] : 2ATBTHRELETYTL— A EER

Templates -]

Template Virtual Port Add+
Template Policy Add+
Template Scaleout
Template Connection Reuse Add+
Template Client SSL clientcert_auth Add+
Template Cache Add+
Template TCP Proxy Client Add+
Template HTTP Add+
Template WAF
Template TCP Proxy Server Add+
Template External Service Add+
Template HTTP Policy
Template Server Ssl Add+
Template TCP Proxy Add+
Persist Type O pestination P O source P O cookie

we | [0
%E%. [Update]z2 vy LET,

BET. Thunder ADC DREFET T, sEmL<c. BEdssy 9o LR
TERELET.
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3. Gléas DEBERTE (PC)

GléasDUA (FRARD) &Y RITEAMAEZIPadIZA VR—FTESHLIRELE
ER
KTREEL. GléasimBF L EICHHTREEZS L >TLEHEELHY FET

3.1. UA (A—¥YHAR) BT

GléasDRA (E#%F) IcoJ 4 v L. BELE&Y[RERZY Y v o LFRER—
BlEEICEBEL. REETOVA (FRAR) 27Uy ILET,

B > Gleas Generic UA  Gleas T 7L+ BiAR

[FARFMEEARC DT, [BRARERAITUTOREEITVET .

® [FIAZEX F7ADAUKR—MNEFI VY

® [EIAER F7OERIT[A—HR FT7]IZER

o FERAEDA VK- FE—EOAIZHIRT BEEE. [ KR—FIVREFAT

BIZFzvy
V! SFBRE R 7 ot — seREAtTomE [V =
T S M A=t DR ERIREE S

RERTR. (RFIZVVY I LEREERELFET,
FEHEDODANN RO =6, [REIZVIVYILET,

4. PC H 5 DIEHIRE

41. V54T > FEERAER DA Vi R—+

Internet Explorer T Gléas ® UA YA M7 EALZET,
R4 VEENRREINDZDT . A—HID ENXRT—FZAALOYA U LET,
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O I FI1—%O5 1> [UA]

AJAVTdE A—FERAR—IUNRRENET,

FEBREDA viR—MREZUEV Y9I TDHE. V54T MEHEDA R— K
NIThhET,

KYEIQT A OOEIE. ActiveX 32 FA—ILDA VR F—LERO LN DD T, BEDIERIC
WA VR F—ILETETLTLIEEL,

i
®) 32— 01 SADN—
(=i EIREEE : 2011/07/19 13:48

» 3 —H1D : user01
e T

» FETTHA I

# i1 Y L EhER

g1 JCCH-8SS demo CA ©os10885 | 20170421 ¢ | EEREO-LA—F |

M4 UR—bFD VR AL TVBERIE. 1 VR— FETRICEFMICOS
TorSEoNFET. BOJA VL TEHEAEDS v R— FRE VERTENT,
BEDQAVR—FETIELETEFEA,

31—l
&) 2% 01 JADN—T
p 21 HFEEF - 201100719 13:48

» 2 —1fID - userdl
D Ly T

» FETTHRDEERE

: HEhEARR
f#1 | JCCH-555 demo CA . #0865 ! 2017/04/21
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4.2. Web H—/\~DEH

Thunder ADCOD/N—F ¥ )L H—/NIZWeb TS HHTEELET,

954 TF7 Y MIBAZDRTEROONDIDTIRTET D EWebR—IRKRFEINFE
¥,

SFEREORR

[OK] BhUwhL T, COASEEEEL ST . COMBASHELBWMES. [+v
] BORELTUERE,

user01
FHATE: JCCH-55S demo CA

o= EMEAR: 2014/04/21 H5
— 2017/04/21

D

AAZZR O TLWRWMER Y, RMFADIAEDHERF IS —RRELYFET,
UTREMSN-GIRAEZRRLEBEDRTELZY FT,

Ig) 0 Web H-f hdtrF1 U« SIBRE(CIEREN BN ET.

ARSI L TNET,

TF1UTIREOMBICS ST, D, BEVOIE1—9—-5b—/(—([CEEEN3ER
HRHWZEBENTRENTWRIBAN H0FET,

ZONR—SZEUT. 20 Web U4 FOBBEZESEITURWS EEZHBELET,

@ zc&EIUY LTI Web ~—S%EBLS.

@ FFAER

5 BULEht

CTRAREATENVELEL, UTICEEVEDECEEL,

mThunder ADCIZE9 5 BRIV EDHE
ALOF Y FT—9 AHKH =1

Tel: 03-5777-1995

Mail: jinfo@alOnetworks.com
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