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slb template client-ssl SSLInsight clientside
forward-proxy-ca-cert ssli-inside-cert
forward-proxy-ca-key ssli-inside-key
forward-proxy-enable

3 [A—DEFBE #5383 S CAFIBFEE LTINTD O Z1 T T >R F—ILS BB BN F T,

forward-proxy-enable 3 < > K 2 & D, client-ssl ¥ 7z | server-ssl 7> 7L — R TSSLA >4 DAL IN £ T
client-ssl 7> 7L — k% GUI TYERL S %114, [ADC > Templates > SSL] DJBIC Y D RRA > Z—%BIELTHS [+Create) 21 v
2 L. [Client SSL] %2R £ 7,

& CCTIE SSLAFBRZDMERL EA T Thunder CFW/SSLI 7 754 7> RUCH > ih— NEATH 5 ¥ wFites LTWE T,
CDHT K TIE CDFFAZ % ssli-inside-cert & O£,

Seneral Fieids s

CACorts ¥  Erote - v [+

Hame Cliost OCSP Cliont OCSP Service Geosp Cliost OCSP Seever

el

Hame Cent Private Key Password

Clober Sebectios ® lncradual Codors | © Cipber Tamplate

Cipher without Priorky

X5 : client-ssl7=> 7L — I

A10 Networks I & % Cisco FirePOWEREAY ) 2— 3>

BIDEITa> THBLICGED, SSLA YA bV ) a—2aEaBAT I3 20D/ —F 12 a>HhETY, COTEITa> Tl
BB/ =T 1 > 3>V ENERIN—F 1> 3> DM BAEX AL £7.

REBIS—F 1> a v DR

RER/ S—F 1> avid, SSLES T4 v 0% ES{b L. BE%ERMT 5 Cisco FirePOWERIZTL —> FHF X F A XE T2 RENZRIL
9, TL—VTFALDLZ 71 v 14, Cisco FirePOWER @ ingress i— MMIEEINE T,

AER/ S—F 4 > a > OREICIE ULTFOAT Y RERTLETD,

ACLDIERE :
access-list 100 permit ip x.x.x.0 0.255.255.255 any vlan 100 log

PIOHA REL DY A—-RTAICIE. https/www.alOnetworks.com/support IZF7 2 Z LTS (U1 kADBRDIBETT),
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Y—N—DIER:
slb server gateway 192.0.2.10
health-check-disable
port 0 tcp
health-check-disable
port 0 udp
health-check-disable
port 8080 tcp
health-check-disable

tcp. udp. others DT AJL R A—RRIER—FIED BHFAIINICIRTOR S T4 v OB TAILRA—RVIPORRIS 71w o2 L
TRbh T,
o INBLDTAILEA—RRIER— R ELRIERAUTIORLE T,
—tep DAL A—RRER—FI FESSLE S T4 v 7 OBRDBUICIZ. FTILWE— R M OO SSLEAFRBED 7 v F
DICDICHER/ S—T 1> a> TERAINET,
—udp TAILRA—RRIER— I DNSER/ISBELEDIRTOUDP 571w o THERINE T,
— others DT 1)L R A—FRIER— I, ICMP TO— T I—[5EL L, IR TOIETCP/FEUDP FZ 71w o TERAINET,

GUI TH—/N\—%#E T 113, [ADC > SLB > Servers] DIEIC T I XK1 > 2 —%421EL. [+Create] %2 )v o L £,

Create Server

Name * | gateway J
Type @wpva ©i1pve © FQDN

Host * [ 1920210 |
Action Enable (=]
Disable Health Check @

Connection Limit 8000000 jad
No Logging B

Advanced Fields

X6 : Y—/N—F>TL—h

Y —N\N—R—FDIER :
Y—N—DR— ko3> T UTEEMLET,

Port

Port Protocol Weight Conn Limit Health Check Range Conn Resume Actions

(] 0 tcp 1 8000000 Default 0 Edit

() 0 udp 1 8000000 Default Edit

(] 8080 tcp 1 8000000 Default 0 Edit
X7 : R— DR

Y—IN—R—= b ZRBR LIS == I =T T=ILERBIY —N—=ZER L T, DA R TlE. 7—ILRICHZDIET DD
Cisco FirePOWER D& T A BBIZSL TH—N—%2BITEFET, Y—N—2JIL—T 3. BRIEBTEIEL510 R—rEBY
TORULOFHBIERICIS CTcRT AT 5 DR INE T,

slb service-group gateway tcp 0 tcp
member gateway 0

|

slb service-group gateway tcp 8080 tcp
member gateway 8080

|

slb service-group gateway udp 0 udp
member gateway 0
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GUITTH—ERZIL—T7% 89 %1213 [ADC > SLB > Service Groups] DIBICY 72K >4 —%32{EL. [+Create] #2')v I L £,

Name * gateway_tcp_0 tcp

Protocol TCP hd
Algorithm [ Round Robin [=]
Health Check Disable B

Health Monitor E|

Advanced Fields

X8: H—EXTIL—TDIER

Y—ERTIW—TADY—/N—A—DEN:
Y—EXTI—=TITH—N—ZEBIMNT 5113 GUIOERICH S [Create] 2 v I LE T, ELWH—/N—RER—F (R—F 0
TCP, R—F O UDP. R—h 8080 TCP) Z AT B EDL'H D £

Member
e
nabl i Delete
O enavie O Disavie
" Status Name Port Actions

B (v} gateway 0 Eat

X9 H—/N—X/N—DIER
{RABH—\N—DIERL :
VIPERETAICIE. UTFOCLUaT Y R2EBLET,

slb virtual-server inbound to cisco 0.0.0.0 acl 100

port 0 tcp
name to gw tcp
service-group gateway tcp 0
use-rcv-hop-for-resp
no-dest-nat

port 0 udp
name to gw_udp
service-group gateway udp 0
use-rcv-hop-for-resp
no-dest-nat

port 0 others
name to gw others
service-group gateway udp 0
use-rcv-hop-for-resp
no-dest-nat

port 443 https
name internal in to out 443
service-group gateway tcp 8080
template client-ssl SSLInsight clientside
use-rcv-hop-for-resp
no-dest-nat port-translation

{48 —/N— 1R ZVERL T 5121, [ADC > SLB > Virtual Servers] DJBIC <Y I XRA >4 —%42/EL. [+Create] 22 v 7L %7,

Name * [ inbound_to_csco |
Use-f-ip

@ enavle @ pisable

Wildcard II

Address Type @ 1pva © 1pve
Action Enable B
Access List I 100 Ill

10 RAEH —/\—DIER
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RER—MER T, R—hrESOTCPHLVE—FES OUDP ZREL . WIHT B —E RTIL—TZi_EL T, BRIER—-HT
Mno-dest-nat | = A 52BN HH E Y. RIEHK— 443 TIZHTTPS 2 BALET,

Port Number * 0 5
Protocol * TCP 4
Range =
Health Check @ pefaut © pisable © Monitor © Follow Port

Connection Limit 8000000 &=
No Logging ]

1 MARE S —/N—F— DA T3>

RIARIER— DR 1TV E T, HEERNTT 7T 5 URIER—MIXD LSRN £T, [Updatel 2201w o LT BAFZHTTLET,

Virtual Port
Cocee Jocmned
Port Number Protocol Actions
B o tep Ear
B o udp Edt
Fl 443 https Edt

B12 MR8 — F DIERL

NERIx—F 1< a> (External /X—F 12 3>) DIERK

BB/ $—F 1 > 3>l Cisco FirePOWER D egress R— b b HHAIN 2 R—FES8080D 571 v IV DEESLETVWET,
NERIN—F 4> aV DT T v IERETHE. TL—2FTFAD S T4y O HTTPS/443IC[ET TEES{ESN. F74)LED
=& — /A >E—2y MIXEINET,

BREIOEM:
RO FIEIL server-ssl 7> T L —DEfFE. ZDOFT > T L —RTO forward-proxy # 85D B 31k T 9, CLI T server-ssl
FUTL—rEER T AICIE. UTFOaY Y REFERLET,

slb template server-ssl OutsideSSL
forward-proxy-enable

GUI Tl [ADC > Templates > SSLIDIBICY D RHRA > & —%3{EL. [+Create] 0 J v I L £,

HY—/N—SSLE&%E ASIL. [SSL Forward Proxy] # B3t L £9. CODSSLT>TL— D\ ARIET —ERR— NSV FSNET,

Name * OutsdeSSL S— I
CACerts = A
Name
Chent Certitcate Name =
=
Cipher without Priority List S5L3_RSA_DES_192_CBC3_SHA = ASS

Cipher without Priority

Close Moty

$SL forward Proxy v

=

[X]13 : SSL forward proxy D&

10
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ACL DF#RL :
THORREMDZ AT B0 LTFOCUATY REERLET,

access-1list 101 permit ip x.x.x.0 0.255.255.255 any vlan 101 log

ROFIBIE F—N—O—RFNZV IV THREDY —N—DHER TT, BRECOY—/N—F, 1> E—Fy bEIIEY—/N—IC
BHI2IL—2—LIchhET, CLUEZFEARALT UTDLSITH—N—DIP 7RLAB LV R— BB E2RET2HNELHD T,

slb server Default Gateway 20.1.1.10
health-check-disable
port 443 tcp
health-check-disable
port 0 udp
health-check-disable
port 0 tcp
health-check-disable

GUI THERL T 5121, [ADC > SLB > Server] DIBEICY D RRA > 2—%3{EL. [+Create] 220 ) v o L 7,

Name * [ Default_Gateway l
Type @ipva Qieve © Faon

Host* [20.1.1.10 )
Action Enable El
Disable Health [l

Check

Health [+
Monitor

Connection 2000000 =
Limit

No Logging ]

14 : Y—N"—DEFZEDIEMK

Y—ERTIL—=TDIER :
RDFIEL. T—ERXTIL—TADY—/N\—DBMFIBICTRD T,
Y—ER I =T —/N\— [ R—MERZ BT BICIE. LD CLUAEEBLET,

slb service-group DG TCP tcp
member Default Gateway O

slb service-group DG UDP udp
member Default Gateway O

slb service-group DG SSL tcp
member Default Gateway 443

GUIEERLTY—ERTIL—T %A T 51214, [ADC > SLB > Service Groups] DJEICF 4 — kL. [+Create] #21J)w o L 7.
BENETOERLEATIL. A= 72 a U IH—N—RZBINL£T. TCP, UDP BLUSSLOY —ERTIL—T 21T 5
REDHDFT,

Name * [oc_tce ] Member
Protocol (TP = O crave | O osave [ERERRIEETN
Algorithm Round Robin B [[]  status Name Port Actions
Health Check [l | [} V] server-gateway 0 Edit |
Disable
Health B
Monitor

Advanced Fields

15 —EX T IL—T DI
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{RA8H—N—DIERE :

I8 —/\— DB Tld. port 0 TCP, port 0 UDP, port 0 others (ZDMDTNTD RS T4 v ) HLU port 8080 http M 4D
DARER— 2y FHORETY, E7c. BIE THENIEALLTC server-ssl #8— 1 8080 12/31 Y FLET, IBIC. 5856 IP 7 RLAN
ZEINLVESIC no-dest-nat port-translation V> KA AT 240ELH N £,

slb virtual-server SSLi-Wildcard 0.0.0.0 acl 101

port 0 tcp
no-dest-nat
service-group DG TCP
use-rcv-hop-for-resp

port 0 udp
no-dest-nat
service-group DG UDP
use-rcv-hop-for-resp

port 0 others
no-dest-nat
service-group DG UDP
use-rcv-hop-for-resp

port 8080 http
no-dest-nat port-translation
service-group DG SSL
use-rcv-hop-for-resp
template server-ssl OutsideSSL

GUITIRAEY —/\—% 481 9 51214, [ADC > SLB > Virtual Servers] DJEIC Y D RR1 > 2—#1/EL. [+Create] 01 v 7 L £,

. Virtual Port
Name [ SSLIi_WC ntu.
Deiety
yes st Enable @ Disable
Wildcard D Port Number Protocol Actions
Address Type * B o udp Eat
ype ®1pva

Action Enable =) a o tcp Edt
Access List [ 100 =) l 0 others Edt

B 8080 http Edt

Advanced Fields

16 RAEH —/\—DIERL
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URLY S T47—a > D8R :

AV E—=Fy bY—/N—

[ = ) A10 Thunder CFW/SSLi Webs5S T4 —ay
TFaFAFINAR 779k
al
= ESt
55Tk

K17 : A10& WebrootD 77—+ 72 F +—

SSLA > b7 2/a9—ICIE TAIO URL O 5> 74— 5> — X E I3, % Webroot BrightCloud BRI 7 X201 7 5
DHY—EREBITIEY, COY—ERIZLD, BEKIIESILTESSL S 71 v oDEA T REZ1THOTICEE T 2BED

G4 T ZHMD <HIETEET, Thunder CFW/SSLi 2 CHRIBDEEERIE. SSLEZ 71w 0 DL URET2—H T NV F2

TN — a v REET T — 3 iR DEBREDOS YA FADBEEDTRRNCTEI N TEET,
AU —EXFBEICIE. 2 —DIS5A T TSI —DURLICERZZET AL URLATT —HF v o 3N ET,
o URLATIN—DWER LN/ XREFRIINTWBIFE, SSLA >+ FORER/ S—F 1 > a VI IBESI T —4%ZDF £ SSL1>
YA MAERN—T 1 > aVISEELEF T, A/ =T« > a VI SNIcTF— 25— N\—ICEELE T,

o URLATIU—DRERENA/SREFRIINTWRWGE, SSLA T FOREB/NN—F 4> avldhT 70 v 0%ESILT
FS T4y OBRETFNARSEELET,

AR —)ILDEH:

e ZThunder CFW/SSLIICEWT AIOURL O S 74— a> Y7 R0 T2 a2 FBLTWARAELAH D £ (BREICDWL
TE BFEEHICEBWEDEIZIW,

e Thunder CFW/SSLiDARER/ S—F ¢ > 3> BrightCloud D Web 7357 T —F —ZR—=X Y —/N\—|CF I X T 57012,
AV E—=2Y MITOERATEBRENH D £T,

o DNSHEMHIRETT,

URLZ ST 44— a v ige% 1 > X —ILT %114, A10 Global License Manager (GLM) TYERRIN/CURL OS> 74— 3>
F—0YV MV RDWMETY, COTAEVREZHELICD LIFDIY YR (CLITOHREDIRE) ZBAtAL £7.

SSLi (config) #internal Imp.ort web-category-license “license token name”

ALY RDA 2R~k I b .web-category enable Y > R A RITL £, ZOMEAEIC L DL Thunder CFW/SSLI 7/ 81 X
IEWeb A7 T —F—ER—RY—N—BEFEL.URLI SV T45—2ar F—aR—REZIVAO—FTIHLIICNET,
ZOVAO—RBRT T2 A VR— D ERICTONIHZEILDonel Ay =Y DRRSINET, TNUADBEIZITT Ay
T—IUBRRINET,

SSLi (config) #import web-category-license license use-mgmt-port scp://
example@10.100.2.20/home/jsmith/webroot_ license.json
Done. <--  CHRFIEVIDERBIA VR— b INC SR IR AY E—TTY,
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BENREETLHE LUTDLSIRIT Ay E—IDRRINET,

SSLi (config) # import web-category-license license use-mgmt-port scp://
example@10.100.2.20/home/jsmith/webroot_ license.json
Communication with license server failed <-= CHUIAVR—PDORBETIAYE—ITY,

5 :Webroot Z—SN=X 3T T4/ CF =84 > Z—T 11 IDEDE I O—REiT\WF T, BE1>4—Tr1I06DE 0>
O—FEBRLTEFEAT>a3>0BDFIH. CDAT>a Id#HELTHFEA

Webroot IZ&5 URL 25 74— a U iEER B ML T 51213, client-ssl 7> 7L — T T DREE T OHBLHD T,

forward-proxy-enable

forward-proxy-bypass web-category financial-services
forward-proxy-bypass web-category business-and-economy
forward-proxy-bypass web-category health-and-medicine

Explicit Proxy (BA/RE9 7 AF <) DIER
Explicit Proxy #8EIC & 0. Thunder CFW/SSLI /31 ZUE, BFA]SNTWA RS T4 v ODRET (517 M) ¢
DAMIEDWTITA T UMD BHRRA DT 2 2EFIHTEET,

iy of)
tebente 8V )5 T —

Explicit Proxy

iy

B4 (R M) D

2

18 : Explicit Proxy® k02—

COOHEBEIZ. ACOS ) —R 272 EKTFACOS ) 1J—24.0.1 SPO TREINF LTc, COBEEXEMNICT S . Thunder CFW/SSL
FINAZRDHTTPARER—=RCTOSA 7V b BDHTTPEREZ 1 > 22—t T~ L. FETEIBEMAEZRILL . RETLBENE
B ERDAEERIE L, FFAINIFBRISEET D TEFET, 580ld. URL FTCIIRR M A FINCEDWTRAES N T,
RIS TV 358513, DNSZEALTIP 7 RLRABEIEINE T,

Explicit Proxy DIBRANIDWTIE, (F8R CEBIBLTIEEIV. BER Explicit Proxy V1 21— 3> OB A DL
FA10 Thunder Application Delivery and Server Load Balancing Guide “1 &8 LT 12& 0,

P ZDHA RELZYYO—RTBICIE. https://www.alOnetworks.com/support IC 72 ZALTLES W (B FADBEHIRETY) o

14



BEHCF | Cisco FirePOWER AD SSLA >4 MBS A K

Cisco FirePOWER D85k
Cisco FirePOWER A > R4V R F O R AICIE. Web 7o —42{FEAL. HTTPS #ERLTEEIPIC 7R LET,

FIFIEDT IR RTE:

I—1—%:admin
/XA T7—F : Admin123

aifrer]
CISCO

Login

Username

Password

Cisco Firepower System —

(19 FirePOWERO 2+ > hi— %)L

SRV Y—DEARHI, AV Z—T A REA Y TAVE—RIRETHLIICLTLIES L,

AV E—T 11 ADRE L EIEZ 1T IC1L. [Devices > Device Management > Interfaces] DIBICT D RRA > 2 —%BIEL T,
A >4 =27 x4 XD [Default Inline Set] ¥ LTEREIN TS X ZHERRL T 7EI W, Thunder CFW/SSLI 7/ 2 Cisco FirePOWER
DFEHETIE, DMV E—T A AREDHY R—LINTVET,

System Help v admin v

Overview Analysis Policies JsEVIEEE Objects AMP
Device Managensent NAT VN
10.100.2.63
Device m Inline Sets
Name - Secwity Zoae Used By MAC Address.
3 eth1
z} oth2 Externad

K20 F/INARA > Z—T 1 XDRE

Cisco FirePOWER H'BE 5113, > ROt B —IZ—59 % Network Time Protocol (NTP) &R EDMNE T, Cisco D NTP Z#85%,
951l [System > Local Policy > Time Synchronization] DJIEIC < DR R A1 > 2 —%18{EL £, [Serve via NTP Time] 2> 3> T
[Enabled] Z3#IRLIcH. FEATSNTP H—/N\—%:ERL X7,

Marualy in Local Configurabon

Set My Clock

Marually in Local Configuration

via NTP from Defense Centes
Sat My Clock

(21 Cisco FirePOWERDNTPHEAL,




HBEH1E | Cisco FirePOWERA®D SSLA > MBS A K

FirePOWER ICHTLWT/ N1 X% BINT 51C1E. R—2ILAa ERBO [Add]1 221w 2 L. [new device] #33IRL £,

“ U Ungrouped (1)

© 10.100.2.63 :
10.100.2.63 - Virtual Device 640t - v5.4.0 Protection, Control, . ~ Nome Defaust Test Polcy s 8

[X]22: Cisco FirePOWERS R 7 Laii— 4 )L TD T/ N1 DB

[Add Device] T2 3> T LTFOELIICAALET,
* Host: Xy H—DIPTFRLX
* Registration Key : FirePOWERIZF/\1 R& B8 T B1cb D—EDHBF

+ Access Control Policy : [Policy] % 7 TIER SNICHFIBRUEA DT L RR) ¥ —, BEICL>TEF2UFAR) I —I
B30, TORRR) S —BRISIEFIETY,

Add Device ? X
Host: l10.200.2.88 |

Key: a |
Group: Noow
Access Control Polkcy: lrnz Pobcy o I

Ucansing
Protection:

Control:
Mabwarn:
URL Filtering:
veN:

SSL:

|+ Advanced

Reqester Cancel

23 : 71 DR

Cisco FirePOWER S RFLDF1EV R

Cisco FirePOWER D Z 1 &> XR# B8 %1214, [System > Add New System License] DJEICY D XK1 > & —%BRIEL £7,
LIFOFTIE 112> 2F—166:00:0C:294BI9D:E6) 4 T—T A0 TY (SAEVREERTAICIETA LV IF—DWETT),
AU RF-DERINICD. AU REAY TV R~_—=X kL. [SubmitLicense] %2 v oL £,

Add Feature License

Loense Koy 66:00:0C:79:40:90:1 6

Gat Lcense Venfy Lcense V_S_t_._g‘m

If your we Drowser Cannot 3CCess the Intemet, you must Switch 1o a host with Intemet
access and navigate to

Usng the koense key, 66:00:0C:29:48:90:56, follow the on-screen mstructions to
gonerate a hense

24 : 21> DIENM

16
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T T2 H25DE57 Web R—IDFRRINET,

Local » Vpdes thenws Monmonng v Tocks »

Maximum VirtualDCH4b1t Licenses

PeSICHT et (Used) 5000 19
TeeSIGHT User (Wned) 50000 {6

VirtualDCE4bit

Fresiiny moet Vaid Licerme oo 015 1025 191528 o

FUessin Une L0008

VirtualDevice64bit

J018-10-24 1% 1M a

Wb e Vel Lx orvie

Peted lue

Corired Vald Lcerne ] WIS 1025 11D 5 ]

e Fiteeng vald Lowws s 20381028 1134 o
E25: 51t XER

BEbInichS 74y ohEML. SSLTHIATAESLRBENISICE LD, SSLES{L OB IEATWAICH. 151
DEFAUTATFNARICEESSL RS T70 v oDESILIZE# L 72> TV E T, Cisco FirePOWER 7 754 7 U 2% |Z Lo & 3 BRI
XA TATFNARUE HEBA VLI TEHEETHICDIC. BEESNIC S 74 v Ol T2 EME LB LTWET,
Z DA R Tl4. Cisco FirePOWER ¥ A10 Thunder CFW/SSLi 218§ A7- bl B FIBEEHEAL £ L7c,

TWBFIEZTTI5HE. SSLEZ T4 v 02T 2 RDENET,

A10 Thunder CFW/SSLi DIFZERBEY LTEBINTWA SSLA VYA b7 o/ 09 —d BE7EL SRHEME SLUSSLES(bH

BEEIRME T 2587178V ) a—2 a e RML £, SSLA > MEREZRIB T 5L RO EHPIREICAN £T,

BESILINICTF—24BUINTORY FI—0F =2 DL, BEFEY ) 2—>a v ADERZHRT 5
Y—RN—T 1 BEF ) T« TN\ RTHETS SSLREREE Y SSLIES L IEEZ 1R 2

SSL/TLS #N L CREINABEE(LINIcILY T 7. WEREIC L 2 BE /A, WRERHTS
EREFLALOAYTUVREY)a—> avFBALTHAN-KRBZE# T 5

A10 D 64 £ k ACOS® (Advanced Core Operating System) 75w k7 # — L. Flexible Traffic Acceleration (FTA) =2/ 0

V- BRtFaVT4 ALy —%2ERLC BERYNT—00/NTr—T R, AR IREEFRARICED S

Thunder CFW/SSLi Sl @ DSEMBIEZRIC DWW T, LIF DO Web -+ F 2 B FES L

http://www.alOnetworks.co.jp/products/thunderseries/thunder-SSLi.html

http://www.alOnetworks.co.jp/download/solutionbrief/

http://www.alOnetworks.co.jp/case/

ZDOHA RICEEEHIN
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f1e& A

AT avOrRAY— SSLA VA BT TS5 7V RE2EEAT 5B AL 18D A10 Thunder CFW/SSLIi 7 7

S TqvoEESIEL. 288D Thunder CFW/SSLI 7 754 7> A TR 74 v 0% BESILL £ T,

e
cisco
SOURCE 10

RERT /N1
- RiE 4 —

Z

1

7

>

2T

[ Ty e o

(
ol

A\

N[}

A

N

\

>

15

i, 7

26 : ZILF FINA REABFDSSLA >k

EAROERSIE:
o TITSATUAN=ADEUH—OBAIL L1V —21BBE— R TOHAYR—FINTNET,
o N=RIIFR=RDASALI ROt Y=L LAV—=2%/IL A V—3DBALY R—FINTVET,

f1£3B

LIRS, RILFFINA ZIEBRUCEDWC R =L £,

PRERT/ N ZIBHE
!
multi-config enable
!
system promiscuous-mode
!
terminal idle-timeout 60
!
access-list 100 permit ip x.x.x.0 0.255.255.255 any vlan 77 log
ip dns primary 8.8.8.8
!
ip dns suffix alOlab.local
!
vlan 77
untagged ethernet 1 to 2
router-interface ve 77
!
hostname A10-SSL-Inside
!
timezone America/Los Angeles
!
interface management
ip address 192.0.2.20 255.255.255.0
ip control-apps-use-mgmt-port
ip default-gateway 192.0.2.1
!
interface ethernet 1
name Al0-SSL-Client
enable
!
interface ethernet 2
name AlO-Inside-Sourcefire
enable
!
interface ve 77
ip address 203.0.113.20 255.255.255.0
ip allow-promiscuous-vip

V8=

18
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|
ip route 0.0.0.0 /0 203.0.113.1
!
web-category
enable
!
slb server gateway 203.0.113.1
health-check-disable
port 0 tcp
health-check-disable
port 0 udp
health-check-disable
port 8080 tcp
health-check-disable
!
slb service-group gateway tcp 0 tcp
member gateway 0
|
slb service-group gateway tcp 8080 tcp
member gateway 8080
|
slb service-group gateway udp 0 udp
member gateway 0
|
slb template client-ssl ssli-client-template
forward-proxy-ca-cert ssli-inside-cert
forward-proxy-ca-key ssli-inside-key
forward-proxy-enable
forward-proxy-bypass web-category financial-services
forward-proxy-bypass web-category business-and-economy
forward-proxy-bypass web-category health-and-medicine
|
slb virtual-server SSLi-Wildcard 0.0.0.0 acl 100
port 0 tcp
no-dest-nat
service-group gateway tcp 0
use-rcv-hop-for-resp
port 0 udp
no-dest-nat
service-group gateway udp 0
use-rcv-hop-for-resp
port 0 others
no-dest-nat
service-group gateway udp 0
use-rcv-hop-for-resp
port 443 https
no-dest-nat port-translation
service-group gateway tcp 8080
use-rcv-hop-for-resp
template client-ssl ssli-client-template

end
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NEBT /N RHERE

!

multi-config enable

1

system promiscuous-mode

|

terminal idle-timeout 60

!

access-list 101 permit ip x.x.x.0 0.255.255.255 any vlan 77 log
|

ip dns primary 8.8.8.8
I

ip dns suffix alOlab.local

!

vlan 77
untagged ethernet 1 to 2
router-interface ve 77

!

hostname Al10-SSL-Outside

!

timezone America/Los Angeles

!

interface management
ip address 192.0.2.100 255.255.255.0
ip control-apps-use-mgmt-port
ip default-gateway 192.0.2.1

|

interface ethernet 1
name Al0-Outside-Sourcefire
enable

!

interface ethernet 2
name Datacenter-Services
enable

!

interface ve 77
ip address 203.0.113.30 255.255.255.0
ip allow-promiscuous-vip

|

1

ip route 0.0.0.0 /0 203.0.113.1

|

slb template server-ssl SSLi
forward-proxy-enable
|
!
slb server gateway 203.0.113.1
health-check-disable
port 0 tcp
health-check-disable
port 0 udp
health-check-disable
port 443 tcp
health-check-disable
!
slb service-group default gateway tcp 0 tcp
member gateway 0

20
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slb service-group default gateway tcp 443 tcp
member gateway 443
i
slb service-group default gateway udp O udp
member gateway 0
i
slb virtual-server SSLi-Wildcard 0.0.0.0 acl 101
port 0 tcp
no-dest-nat
service-group default gateway tcp O
use-rcv-hop-for-resp
port 0 udp
no-dest-nat
service-group default gateway udp O
use-rcv-hop-for-resp
port 0 others
no-dest-nat
service-group default gateway udp O
use-rcv-hop-for-resp
port 8080 http
no-dest-nat port-translation
service-group default gateway tcp 443
use-rcv-hop-for-resp
template server-ssl SSLi

end

e C

BURIC Explicit Proxy ORERUMAIZ RL 7,

ISR ZAMEIWETILIT 7Ry R 26 XFOWT N BURFINI Y FLET, XFIHDY Y FLICHEISBYR5E I ERE
INET,

class—-list dest ac
contains example
contains google
contains test

!

class—-list destl ac
contains examplel
contains america

!

class—-list dest2 ac
contains bank
contains sample

!

class-1list src ipv4
192.0.2.212/32
203.0.113.0/24
198.51.100.0/24

!

slb server fake-server 192.168.230.101
port 80 tcp
port 443 tcp

health-check-disable

|

slb server ubuntu serv 192.168.221.70
port 80 tcp
port 443 tcp
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slb service-group fake-sg tcp
health-check-disable
member fake-server 80
member fake-server 443
!
slb service-group ubuntu sg tcp
member ubuntu serv 80
member ubuntu serv 443
!
slb template policy test
forward-policy
action al
forward-to-internet fake-sg snat snat fallback ubuntu sg snat snat
log
action a2
forward-to-service-group ubuntu sg snat snat
log
action a3
drop
log
source sl
match-class-list src
destination class-list dest action al url priority 10
destination class-1list destl action a2 url priority 300
destination class-list dest2 action a3 url priority 15
source s2
match-any
destination any action al
slb virtual-server test 10.50.10.123
port 8080 http
service-group fake-sg

template policy test
|

7% :fake-server H& F fake-sg 1d. 72> 3> forward-to-internet BN 7L —X )L & —& L THETT,

22
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