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#define ATK VEC UDP
#define ATK VEC VSE
#define ATK VEC DNS
#define ATK VEC SYN
#define ATK VEC ACK
#define ATK VEC STOMP
#define ATK VEC GREIP
#define ATK VEC GREETH

/* DNS water torture */
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#define ATK VEC UDP_ PLAIN
#define ATK VEC HTTP 10
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Miraild
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N A e root  vizxv admin password
(%55773'79|*75‘T77J'}l/F’Ik?ﬁ@Lmux%iO)T/\/(Z) root admin root root
admin admin root 12345
o EE (2508 JI:IA DJ\ s 7f)§ % % * root 888888 user  user
& root xmhdipc admin (none)
" . . . . B root default root pass
http://www.securityweek.com/over-500000-iot-devices-vulnerable-mirai-botnet root  juantech admin  admin1234
root 123456 :
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Thunder TPSIZ&LADDoSx 5

A10 THUNDER TPST. MirailZ&kA&ETHDDoS%
“L3~L7IZESATILFL A —"TMitigationLET

MirailZ & 5 Br R Thunder TPSIC & % X§ 3K
0 /* Straight up UDP flood */ O UDPL X L@Mitigation

1 /* Valve Source Engine query flood */ O UDPL X jL@mMitigation

2 /* DNS water torture */ O DNSL R )L@Mitigation

3 /* SYN flood with options */ O N—FKHz7/v7 kY z7IZ&k BMitigation
4 /* ACK flood */ O TCPL AR )LpMitigation

5 /* ACK flood to bypass mitigation devices */ O TCPL AR )L@Mitigation

6 /* GRE IP flood */ O GREL X)L @Mitigation

7 /* GRE Ethernet flood */ O GREL AR )L@Mitigation

8 /* Proxy knockback connection */ (Miraisks24)

9 /* Plain UDP flood optimized for speed */ O UDPL KL Mitigation

10/* HTTP layer 7 flood */ O HTTPL X L@Mitigation




_40,....c'-..vto..u Iy

,.7._...,....:EG.!;..:..?; ~
\ %a»mu;ségé

el ] (T
B b4 h LN
ALLELRAS

k. V3 f:i:f,_ﬂ’,,., [\ .:M.?-&
T

v

3

f:,;‘b"%

*s

-

o ZBHEH
@a10networks.com

+
ﬁnfo

ailie
03-5777-1995

()
-
o

M

b

o

o

.

o B

—

P

TN

5 _'.-47'

14

?(



