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L
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RZEITHEDY—
EXSTIL—T &R
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222  AXHEHOEHN - EXCHANGE Ty PS5V RR—bH—/R—D & E
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2.3 EXCHANGE 95472 r7O0€AD%E| - OUTLOOK WEB APP

Outlook Web App (OWA) E#{EA 9 5&. HTTPS 41 LT Web TS5 % —h 5 Exchange A—JLRY Y RIZT
JERATEET,

AX [FRD LG RELI=6LET,
e  Exchange OWA H—/\—DAO—K/N\SUI U5 SR A
I FEREICKYTUTOLIBH AL /LNET,

e HITPEHBOFERIZEKBJE—FIVRA—F—DLRARVREALDEBET —2 U 3—DHEIEE
HA=%8E

e SSLA7HO—FKIZ&S Exchange OWA H—/N\—T® CPU EAE)—DEREFHIE
e HTTPHSATUrE HTTPSAYSALYIMT S
o lowa"EEATLVEWLW ST RMIowa"E{F TR S

2.3.1 AX DR

;¥ :Outlook Anywhere F7=I& Exchange ActiveSync H—E XIZECREE IP 7RELR (VIP)Z2#FE AT 51551,
2.14TB—@ VIP #{E AT 5EH D Exchange H—E R |ZSHBL TS,

gA. EXCHANGE OWA Y7 LY —/N\—DERL

. #& Exchange OWA Y7 L H—N—FNFNIZDNT, YT LY —N\—FERLET . OWA H—/3—
DAHIE IP PRLREAAL, FORIILELT TCP EI8ELTR—F 443 #BILET,

¢ Web GUI Z{#H3 %154 :[Config Mode] > [Service] > [SLB] > [Server]

General

Name: * |Exchange1 |

IP Address/Host: * l0.0.2.181 | @ipva ©ipve
GSLB External IP Address:

Weight: 1
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O Port

Port: * Protocol: TCP

> Weight(W): * Mo ssL

Connection Limit(CL){8000000 | ] Logging Connection Resume(CR)] |

Server Port Template{SPT): default ~  Stats Data(SD): @ Enabled (O Disabled
Health Monitor{HM): @ (default) ~ O Follow Port: TCP

Extended Stats(ES): ) Enabled @ Disabled

0 Port |Protocol|CL CR W [HoSSL |SPT HM SD |ES
O |@ [443 |TCP 8000000 @ 1 |8 default (default) I

¢+ CLIZERIZEE:

AX (config-real server)#port 443 tcp

AX (config) #slb server Exchangel 10.0.2.161

@ Add

2 update
@ Delete
@ Enable
€3 Disable

'B. EXCHANGE OWA ~AJLRFTv% DR

e Exchange OWA H—/N\—D A AET AT B1=HIZ AVREZA—TUTL—EERLET . A
IWREZA—TUTL—rDARIZEANL, BATFELTHTTPS Z:#3RL. URL ELT'"GET /"&:3&3RL

ij-o

¢ Web GUI 2{#R9 %154 : [Config Mode] > [Service] > [Health Monitor]

Health Monitor

Name: * |hm—owa—ht‘tps I
Retry: 3
2 Method
Override IPv4:
Override IPVG:
Override Port:
Method: @ Internal ) External
Type: [HTTPS |
Port: 443
Host:
URL: [ceT - |

¢+ CLIZERIZEHE:

AX (config) #health monitor hm-owa-https

AX (config-health:monitor) #method https

C. EXCHANGE OWA H—EXZT IL—TD1ERK
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e Exchange OWA % —/A\—F® TCP H—ERY IL—TEHBLET . Y —ERTIL—TDLEHEAA
Ltz [Type]l kBT H DU REMS[TCPIEERL ., A—F /NS0 F P IITY X LEL T Least
Connection]&Z#IiRL . NLRAE=A—ELT OWA ZEIRLET . & Exchange OWA B—/3—% =
DY —ERT IL—TF(ZR—b 443 TE|Y B TTLEELY,

¢ Web GUI 2{#R9 %154 : [Config Mode] > [Service] > [SLB] > [Service Group]

Service Group

Name: * |[Exchange-OWA-https |

Type: [1ce -]

Algorithm: | Least Connection -|

Health Monitor: | hm-owa-https |

Min Active Members: [

0 Server

IPv4/IPvE: @ pv4 O IPVE

Server: * Exchange?2 - Port:* @ add

Server Port Template(SPT): default - Priority: 1 - @ update

Stats Data: @ Enabled ) Disabled @ Delete
| Server Port SPT Priority | Stats Data @ Enable

_|:| @ |Exchange 443 default 9 ) €3 Disable
[T] |2 |Exchangez 443 default 1 o

. CLIZERAT 5G4 AX (config) #slb service-group Exchange-OWA-https tcp

AX (config-slb svc group) #method least-connection
AX (config-slb svc group) #health-check hm-owa-https
AX (config-slb svc group) #member Exchangel:443

AX (config-slb svc group) #member Exchange2:443

D EXCHANGE OWA M /83— 252 2D R

o BIVRI—H—HEEL Exchange OWA [Z#fiis B & 5129 B1=8I1Z Cookie /S —V ATV R
TFUTIL—bEERBLET . IS—V RTFUVRATFUTIL—FDBRTEA AL, IUFEATELTH—/1\—%
BIRLET,

¢ Web GUI #E A9 %154 :[Config Mode] > [Service] > [Template] > [Persistent] > [Cookie
Persistence]

Cookie Persistence

Hame: * |p-er3ist—owa I

Expiration: O Seconds

Cookie Name:
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¢ CLIZERTH5E: AX (config)# slb template persist cookie persist-owa

E. IS Y—N—D /TPy TERBFTRD AX ~DA U HK—k

5¥:Microsoft IIS A\ SEBR /% T ZR—kF 355122\ Tld. BIFD URL 2B BL TS,
http://technet.microsoft.com/en-us/library/cc731386%28W S.10%29.aspx

o NS/INTYYIEBRAEMBZRE AX TNARICAVR—LET, SIAZDLERHIEA DL, AVR—b A%
([Local]FfzI&[Remote]) Z:E IRL TR EERLET . AV O—FREEZANLET (CNODHRTE
[¥[Local]&[Remote] DELLEFIRLI=MICL>TELGYET ),

¢ Web GUI #E AT 5154 : [Config] > [Service] > [SSL Management] > [Certificate]

Import

Hame; * |Dwa-c:ert—ke'_\.r I

Import Certificate from: @ Local ©) Remote O Text

Certificate Format:

Password: | |

Certificate Source: IC:‘LTemp‘LIIS-OWA.pfx I Browse_;

CLIZ{ERT 5156 AX (config) #slb ssl-load certificate OWA-cert-key type pfx
password al0 tftp://10.0.1.10/IIS-OWA.pfx

o OFATFURSSLTUTIL—rEERLET . TUoIL—FDERIZAAL., EIAEBLBOI7/IILERER
LT. [Pass Phrase]lZ/SR7L—XEAHLET,

¢ Web GUI #E AT 5154 :[Config] > [Service] > [Template] > [SSL] > [Client SSL]

Client S5L

Hame: * [OWA-Client-Side |

Certificate Name: | owa-cert-key ~|
Chain Cert Name: -
Key Name: Iowa-cert—key vI
Cache Size: |D |

Pass Phrase: lase |

Confirm Pass Phrase: |.u |

¢ CLIZERITRES: AX (config) #slb template client-ssl OWA-Client-Side

AX (config-client ssl) #cert OWA-cert-key
AX (config-client ssl) #key OWA-cert-key passphrase al0
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o HY—N—SSLTUIL—tEEBLET . TVIL—FDEREAALET,
¢ Web GUI #E AT 5154 :[Config] > [Service] > [Template] > [SSL] > [Server SSL]

Server 55L
Name: * |OWA-Server-Side |
Certificate Name: -
Key Name: -
CA Cert Name: -
TLSISSL Version: -
¢ CLIZERIZIES: AX (config)# slb template server-ssl OWA-Server-Side

F. EXCHANGE OWA O VIP D&
e I KA HTHERTH P PELALAAER P TELR (VIP) ERLET,
¢ VIPDAFMZEAALIPPFLREAALET,
o Web GUI #{#E 3 %154 : [Config Mode] > [Service] > [SLB] > [Virtual Server]

General
Name:* [Exchang=-0WA | [ wildcard
IP Address or CIDR Subnet: * [10.0.1.74 | @ipva O ipve
Status: .@ Enabled ) Disabled
¢ CLIZERHTIES: AX (config) #slb virtual-server Exchange-OWA 10.0.1.74

¢ BATELTHTTPS. /R—FEBELT 443 % HBELTR—FEBML, Y—ERT IL—F 954
FUkSSLTFUTL—k, H—/IN—SSLTFYTL—bh, BEUVIR— RTFURTFUTL—REERL
9,

o Web GUI Z{E B9 %154 :[Config Mode] > [Service] > [SLB] > [Virtual Server] > [Port]
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Virtual Server Port

Virtual Server: Exchange-OWA

Type: [HTTPRS -|
Port: * 43 |
Service Group: | Exchange-OWA-https - |
Connection Limit: [O(z000000 @ Drop Reset Logging
Client-SSL Template: [OWA-Client-Side M |
Server-SSL Template: | oOWA-Server-Side -
Connection Reuse Template: -
TCP-Proxy Template: -
Persistence Template Type: Cookie Persistence Template -
Cookie Persistence Template: persist-owa -

¢ CLIZERYIS5A:
AX (config-slb vserver) #port 443 https
AX (config-slb vserver-vport) #service-group Exchange-OWA-https
AX (config-slb vserver-vport) #template client-ssl OWA-Client-Side
AX (config-slb vserver-vport) #template server-ssl OWA-Server-Side
AX (config-slb vserver-vport) #template persist cookie persist-owa

G. (EBERE)HTTP EROEMIL

E- HTTP OV TUYEEHET 30D HTTP o L— 2 EBLET HTTP FUTL—rDARIZA D
L.[Compression]Z&%IZLET,
SE:LevellX 1 DFEFICLTHEFT . LRILELIFHEAX D CPUFERAENEKRL., EEOF AH

HFEYVELBYET,
¢ Web GUI #{# 3 %154 :[Config Mode] > [Service] > [Template] > [Application] > [HTTP]
HTTP
Name: * hmmpr&ﬁs |
Failover URL: | |
Strict Transaction Switching: ) Enabled @ Disabled

O Compression

Compression: ) Disabled
Keep Accept Encoding: O Enabled @ Disabled
Level; 1(least compression, fastest) -
¢ CLIZERITRES: AX (config)# slb template http tp-compress

AX (config-http) #compression enable
o  HTTP EMETUIL—rEREY—NR—IZEYSTET,
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¢ Web GUI #E AT 5154 : [Config] > [Service] > [SLB] > [Virtual Server] > [Port]

HTTP Template: Itp—mmpress vI

¢ CLIZERTHES: AX (config) #slb virtual-server Exchange-OWA
AX (config-slb vserver) #port 443 https
AX (config-slb vserver-vport) ftemplate http tp-compress

H. (EEH%E)EXCHANGE OWA #—/3—0 SSLA+70—F

: AT avEFEARATHE. IVRFA—HF—(XF HTTPS #F->TEBED OWA H—ERITEHLET A AX [E
HTTP Zf>T OWA H—/N\—(ZEHET A ELS(12Y . —/\—D"5 SSL A A T7a—KREnEzT,

e  ZFhEFh® Exchange OWA 7 JLH—/\—IZxLTR—F 80 ZERRLET,
¢ Web GUI #E AT 5154 : [Config Mode] > [Service] > [SLB] > [Server]

General

Name: * |Ex{:hange1 |

IP Address/Host: * [10.0.2.161 | @ipva ©1pve

GSLB External IP Address:

Weight: 1

£ Port
Port: * Protocol: TCP  ~ Weight{VV):* [CIHo ssL © Add
Connection Limiltg}: [¥I Logging Connection Resume:@}:: @) update
Server Port Template(SPT): default ~  Stats Data(SD): @ Enabled ) Disabled @ Delete
Health Monitor(HM): @ (default) ~ O Follow Port: TCP @ Enable
Extended Stats{ES): ' Enabled @ Disabled € Disable
[ Port |Protocol|CL CR W [MoSSL |SPT HI SD |ES
O |@ |442 |TCP 8000000 @ 1 |9 default {default) vl
O |@ |80 TCP 8000000 @ 1 | default {default) vl
¢ CLIZERHTIES: AX (config) #slb server Exchangel

AX (config-real server)#port 80 tcp

e Exchange OWA H4—/N\—D A AET AT BzHIZ ALREZA—TUTL—EERLET . A
WREZA—TUTL—rDATZEANAL, BATELTHTTP #&IRL. URL ELT'GET /"&#EIRLE
-;_0
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¢ Web GUI #E A 5154 :[Config Mode] > [Service] > [Health Monitor]

Health Monitor
Name: =

Retry:

2 Method
Override IPv4:
Override IPvE:
Override Port:
Method:

Type:
Port:
Host:
URL:

*

CLIZERT 5546

[hm-owa-http
3

@ Internal ) External
[HTTR

a0

'VI

|ceT v

AX (config) #health monitor hm-owa-http
AX (config-health:monitor) #method http

Exchange OWA H—/A\—F® TCP H—ERJ IL—TEERLET . Y —ERTIL—TDRRIE AN

Liz#. [Type]l kBT A I REMS[TCPIEZEIRL, A—R/N\SU U7 FITYX LEL T Least
Connection]##ERL . NILRAEZA—ELT OWA E:EIRLET . & Exchange OWA H—/3—%, =

DY —ERT IL—TFZhR—

Web GUI #EAT 5155

Service Group

b 80 TEIYHTTLZELY,

:[Config Mode] > [Service] > [SLB] > [Service Group]

Hame: * |Exchange-OWA-http ]
Type: TCP -
Algorithm: [CeastConnecton _ ~]
Health Monitor: | hm-owa-http ~ |
Min Active Members: [}
2 Server
IPv4IPVE: @1pva O 1Pve
Server: * Exchange2 - Port: * @ Add
Server Port Template(SPT): default - Priority: 1 - i@ update
Stats Data: @ Enabled O Disabled @ Delete
[ Server Port SPT Priority | Stats Data & Enable
] | @ |Exchanged 80 default 1 o €3 Disable
] |@ |Exchange2 80 default 1 (]
¢ CLIZERITZEE: AX (config) #slb service-group Exchange-OWA-http tcp

AX (config-slb svc group) #method least-connection
AX (config-slb svc group) #health-check hm-owa-http
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AX (config-slb svc group) #member Exchangel:80
AX (config-slb svc group) #member Exchange2:80

e OWAVIP T.HTTP H—N\—HRETEH—ERTIL—TEBERLET,
¢+ Web GUI #E A 5154 : [Config Mode] > [Service] > [SLB] > [Virtual Server] > [Port]

Service Group: |Exchange—OWA—http - |

¢ CLIZERIS5A:
AX (config) #slb virtual-server Exchange-OWA
AX (config-slb vserver)#port 443 https
AX (config-slb vserver-vport) #service-group Exchange-OWA-http

e OWAVIP T, ¥—/8—SSL T FL—rEHIBRLET , Chld. AX T/ALAD HTTPS TIEAES HTTP
#HFEHALTOWA Y —/N\—LEETH=6HTT,

¢ Web GUI Z#EH9 %154 :[Config Mode] > [Service] > [SLB] > [Virtual Server] > [Port]
Server-5SL Template: | ~|

¢ CLIZERIZBE:

AX (config) #slb virtual-server Exchange-OWA
AX (config-slb vserver) #port 443 https
AX (config-slb vserver-vport) #no template server-ssl OWA-Server-Side

e Exchange OWA H4—/A—T SSLAZ7O—FZHMIZLET,
http://social.technet.microsoft.com/wiki/contents/articles/how-to-configure-ssi-offloading-in-
exchange-2010.aspx #&BLTLEEY,

1L (EBEBEIHTTP 547U HTTPS AUS (L IR 3

' Exchange OWA H—E X[ZI[E HTTPS AL TC7 VR T H2MENH DT, TIHILLTIE, TVF1—
H—hHTTP #{E AL T Exchange OWA H—E RIZF7 I EALKSEL THERIEITEEFEA, ZCOXF T3>
#FEATHE HTTP AL T Exchange OWA H—E RIZF7VEALELSELI=TURA—F—MN HTTPS A~
DEALIREINZKLIITHYET,

o  FRTOIUFI—H—% HTTPS Exchange OWA H—EZAAYSE AL HI+T 16D HTTP T2 T
L—rEERMLET . Exchange OWA ~A®D HTTP 77+ XIZERAT S HTTP Fo7L—hD 4RI &
TI—)LA—/\—URL Z A HLTLIESELY,
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¢ Web GUI #E AT 5154 : [Config Mode] > [Service] > [Template] > [Application] > [HTTP]

HTTP
Hame: *

Failover URL:

|tp—redirect—owa—http3 I

|https:imail.example.comlowa |

Strict Transaction Switching: ) Enabled @ Disabled

¢ CLIZERTZIGA:

AX (config)# slb template http tp-redirect-owa-https
AX (config-http)# failover-url https://mail.example.com/owa

BE7F D Exchange OWA /A—F v JLH—/A—T, B4 TH HTTP. R—kH' 80, —EXSJ IL—T D15
ERLOR—bEBML, 7T—ILA—/N—FB HTTP TV FL—FEERLET,

Web GUI R 9 %154 : [Config Mode] > [Service] > [SLB] > [Virtual Server]

Virtual Server Port

Virtual Server: Exchange-OWA

Type:* [HTTP -]

Port: * Iso ]

Service Group: | -]

Connection Limit: [[(zoo0000 'Q'Drop Reset Logging
HTTP Template:

Itp—redirect—owa—hﬁps vl

¢ CLIZERYIZEE:

AX (config-slb vserver) #port 80 http
AX (config-slb vserver-vport) ftemplate http tp-redirect-owa-https

3 (EEHER)OWAEEFRNYSIRMNIOWA EEMT S

| TIAILRTIE, BERT/owa"ZHEE T2 (DFY hitps://mail.example.com") Exchange OWA 4 —E RIZ7
JERALESELIzToRaA—H—I[&, Exchange OWA H—E X TIEHLTIAILED IS R—D(ZT7 I ERT B

CEITRYFET  AX [Eowa"E) Y TRAMIEMTES28H . TR 1—H—[LHEIZ Exchange OWA ¥—E X[Z
TOERATEET,

e lowa'EBATLENIIZAMIowa" AT 5. RD LS4 aFleX KUY —EEHLET

when HTTP REQUEST ({

# transparently insert "/owa" if not already present

if {not ([HTTP::uri] starts with "/owa")} {
HTTP::uri /owa[HTTP::uri]

}
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¢ Web GUI #E AT 5154 : [Config] > [Service] > [aFleX]

aFleX
Name: * |insert_owa |

when HTTP_REQUEST {

if {mot ([HITP::uri] starts_with "l%"]} i

HTTP::uri /gwa[HTTP::uri]
H

¢ CLIZERYIZEE:

AX(config) #import aflex insert owa tftp://10.0.1.10/insert owa.txt

A CLIZERTBICIL, aFleX 7ML EFRTF RN TARAETERD L, TFTP H—/\—

10.0.1.10 ITHMEBREET ILENHYET,

o aFleX RY—FN—F¥ILH—N—([CEYHTFET,

¢ Web GUI #{#fH3 %154 :[Config] > [Service] > [SLB] > [Virtual Server] > [Port]

aFleX: [inssrt_owa ~] [ mMultiple

° CLIZERJ 355! AX (config) #slb virtual-server Exchange-OWA
AX (config-slb vserver) #port 443 https
AX (config-slb vserver-vport)#aflex insert owa

2.3.2 B DS

A. SSLA70—F4L®M EXCHANGE OWA B AX O E{ErEER
VIP DRAT—RRE, ZTDAVN—DBEBP THILEHERLET,
e Web GUI #E AT 5154 : [Monitor] > [Service] > [SLB] > [Virtual Server]

A Al Name Connections Packets Bytes
7 Current | Total | Forward | Reverse 1 Forward o Reverse
| Exchange-OWAMO0.0.1.74 =l 0 0 0 0 0 of
@ HTTPS/443 = 0 0 0 0 0 0| [
(1) 443 (Exchange2) 0 0 0 0 0 o
(4] 443 (Exchange1) 0 0 0 0 0 0
. CLIZER935HE: AX#show slb virtual-server Exchange-OWA

AX#show slb service-group Exchange-OWA-https
AX#show slb server [Exchangel | Exchange?2]
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AX DENERESR

e  https://mail.example.com/owa &$§%E L T Exchange OWA [Z7 U2 ALE T,

& userl - Outlock Web App - Windows Intemet Explorer

= N =)

@ O - | €| https:.//mail.example.com/owa/

File Edit View Favorites Tools Help

- %|$,|x

".' Goog

le

p

M |

_| (& userl - Outlook Web App | |

M- v [ = v Pagev Safetyv Toolsv i@~

57 Favorites | 5k [79 AL0 Networks Bugzilla Ma... @] adc @ Suggested Sites =  Am VideoAX Series aXAPIRES... 2] Get More Add-ons =

Outlook' Web App

Mail > Inbox 2 [tems
> Favorites Mew = Delete = Move ~ Filter = View »

4 userl Search Entire Mailbox

3 nbox
L2 Drafts acterda
L_-? Sent [tems >[4 testxls attachment
(@] Deleted ltems user2
(@ Junk E-Mail
| Motes

> [E) RsS Feeds

» B search Folders

LA51 EE K
/| testl from Administrator
Administrator

E Calendar
EJ Contacts

Tasks

Corwersations by Date -

W& Find Someone

@ & o

sign out | userl -

Options ~ 0 -

& | testl from Administrator
o .|¥
Neweston Top + Administrator
To: userl
Tue 4:06 PM
festl
Tue 11/23

Actions

|
g Public Folders
Done

e Internet | Protected Mode: On

fh v WOs% o~

B. HTTP [E#Ed Y M EXCHANGE OWA F AX DB {FHER

HTTP EATHhA TS LERRLET . ERBHORT —2ENEMITLY DEEL>TNEMESH

FrusLTESL,

e  Web GUI #{#E A9 5154 : [Monitor] > [Service] > [Application] > [Proxy] > [HTTP]

Statistics for HTTP

Control CPU
Curr Proxy Conns
Total Proxy Conns
HTTP Requests
HTTP Requests{succ)

Data CPU1

o O O O

Disabl

103
138
136

ed -

Data CPU2

% Refresh

100
145
143

T Clear
Total
2
203
283
279
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Data Before Compression 0 62K
Data After Compression 0 25K

(] CLI Eﬁﬁﬁ?’%ﬁ:ﬁﬁ AX#show slb http-prox

107 5K 137K
41.8K 443K

C. SSLA70—K#Y®D EXCHANGE OWA f AX OB {ERES
VIP DRF—ARE. FOAUN—D BB THIEERBLES .
e  Web GUI %{#H9 5154 : [Monitor] > [Service] > [SLB] > [Virtual Server]

H sl Name Connections Packets Bytes
- | Current | Total s Forward T Reverse TjForward ©fReverse <
[(11€y |Exchange-OWAM0.0.1.74 = 0 0 0 0 0 0 [
1] HTTPS/443 = 0 0 0 0 0 0| [
(4] 80 (Exchangel) 0 0 0 0 0 0
(4] 80 (Exchange2) D 0 0 D D 0
° CLIZERJ 355! AX#show slb virtual-server Exchange-OWA
AX#show slb service-group Exchange-OWA-https
AX#show slb server [Exchangel | Exchange2]
AX DENEHERR

e  hitps://mail.example.com/owa &$§%E LT Exchange OWA [C7 V2 ALE T,
[SSL A 270—K7:L 0 Exchange OWA Fi AX DEIEMER IDIZA LR TT .

D. HTTP 9547V MD HTTPS ~ADUS AL 7 ERE LT AX DBIERER

AX DB ERESR

e http://mail.example.com/owa &$E%E L T Exchange OWA IZ7 7 E2ALET,

I R1—H—I[& hitps://mail.example.com/owa NS AL OrENET,

THO=ZHIL/—}:

ZDOVIPR—F80IFMWFALIMTELTHEAINSILIZKY) EDY—ERT IL—TICHLE&ER TN TLVE

HA LIAD T, COR—FDRAT—RRLRRERTHILENHYET,

FEZOARD)—2aykEISSL A T7O0—KHY D Exchange OWA A AX DENMERESR 1ML DFRATI (VIP

R—k 443 A7 R—Fk 80 M Exchange OWA H—/A—Z&FALTLET),

e Web GUI #{EA9 5154 : [Monitor] > [Service] > [SLB] > [Virtual Server]
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A o Hame Connections Packets Bytes
: “| Current | Total | Forward | Reverse <jForward | Reverse
[C1)1€) |Exchange-OWAM0.0.1.74 = 0 0 0 0 0 0f &<
o HTTPS/443 = 0 0 0 0 0 of [
o 80 (Exchangel) D 0 o 0 0 o
o 80 (Exchange2) 0 0 0 0 0 0
(4] HTTR/20 0 0 0 0 0 0| [
. CLIZERJ 355! AX#show slb virtual-server Exchange-OWA

E. "OWA"HLDYHTRFZkS EXCHANGE OWA 79t 2 DR

AX DBERER
https://mail.example.com &3§TEL T Exchange OWA [Z7 9+ XL, £ T4 Exchange OWA 4 —E
RICTIRRTECNDILEHRALETS,

2.4 EXCHANGE 734770 AD%EE - EXCHANGE 2 bA—)L/AR )L

Exchange 3> hO—)L/3#JL(ECP) I&. Exchange B2 X 5% HTTPS AL TET TS A4 e IRt T
% OWA DAV R—RUMTT,

AX [&.OWA LRILHI M % ECP ICIREELFET . COGERESNIDEIRDILD T,
e Exchange ECP H—/\—DO—KN\SUY VS EERI AY

AX [EFE. FERETUTOMNRBIRETEET,
JE—FIVRA—H—DLRRI R LERMHELT—2 22— OFEREREZHIH TS HTTP £
b

e  Exchange ECPSSL #70—NRIZ&5H—/\—T® CPU &AE)—DFEHAZEHIE

e HTTPHSAF7UrHEHTTPSAYSALIRT S

(041  AX O#ER

;¥ :Outlook Anywhere ZE1=I% Exchange ActiveSync 4 —E RIZEIL VIP ZFE AT 5184 (1%., 2.14TE—®D
VIP AT 58D Exchange 4 —E X 1#SBLTESLY,

o [Exchange 7547 b772AD%EE - Outlook Web App1DIFELRELTY .
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2.4.2 HEROHER

o [Exchange 73547 b7 AN %EE - Outlook Web ApplDIFEELERILTY .
¥ : https://mail.example.com/ecp IZ7 7 AL TLFZELY,

2.5 EXCHANGE 934 7Ur7 0 2AD%EE] - OUTLOOK ANYWHERE

Outlook Anywhere (&, MAPI 77t XM T OvoEn =15 & Microsoft Outlook D T K A—H—AH HTTPS
FEALTHSDA—ILIRYIRIZT IR TEHHEEZIRILLE T,

AX [ERD &SGR REL-6LET,
e  Exchange Anywhere H—/\—DA—K/N\S S 4 L&/ Al

SHIZ. BFERETUTOLIGHREB/ONET,
e  Exchange AnywhereSSL #7H0—FIZ&kdH—/\—T® CPU &AE—DERZHIRE

2.5.1 AX DR

E9SATURNT O EADEE|T Outlook Web App E7= [ Exchange ActiveSync H—E XIZEIL VIP & A
THIHEEIE. 2.14TE—0 VIP #EA T 5EH D Exchange Y—E X 1ZSBL TS,

A EXCHANGE OA 17 JLH—/A\—D1ERL
. FExchange 7547 T7 VXD E] - Outlook Web App I DIHZEEERLTY

B. EXCHANGE OA AJLRF T4 DYERL
. FExchange 7547 hT7 7 ZADEE] - Outlook Web App I DIHZEEERLTY
¥ ARTEL T hm-oa-https"E3EE L TS,

C.  EXCHANGE OA #—E R4 L—T DAL
. [Exchange 7547 b7U2AD#%E| - Outlook Web App 1 DIHFEELERILTY .

¥ : &A1& L T"Exchange-OA-https”, 7JL31) X L& L T[Round-Robin], AJLRE=A—ELT"hm-
oa-https"Z 4 E L TFZELY,
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D EXCHANGE OA @ /58— X7 XD E

7E:Outlook [ZIZH#D Web 75 H —TIX7%<, Cookie ZH R—rLTWVEHE A, LIzA 2T,
Cookie IZ&k 2ty as#Eae L EATEE LA, Exchange OA ADN—S R TV RFT
AVl IN—LVRATURBL V=R IPIN—V RTUR, aFleX UIE IN—2 ATV AMD 3DT
7,

IN—DRTURIGLEESIELTEET . TDEEIE VAT UM VRS —N—D /N
TA—T U AMNETLET (http://technet.microsoft.com/en-us/library/ff625248.aspx) o

aFleX UIE NA—Y 2TV R ([FM &Y BN WEREMNTRETT A (RL IP PRLREHFDRELT
AX T IEALTHKBERDISAT UMD TN TNELG I Y —N\—ZFATEFS) . E
AIBIEERT DB ELHYFET ([Exchange Management Console] > [Server
Configuration] > [Client Access] > [Properties]) .

WIN-1C415FT18M0) Properties l

| Generall System Settings | Dutlook Anpwhere

To change the state of Outlook Anwwhere, click the enable or dizable Qutlook
Angwhere link in the action pane.

Status: Enabled
External host namme:
i ciri
Client authentication method:
| Basic authentication |

£ MILM authentication

" Megotiate Ex authentication

v &llow secure channel [55L) offloading

5 QK I Cancel Lpply | Help |

OA BIZE AR #FHATRELIE S 1L aFleX UIE /S —Y RTFUREFEAL. FRERTDESIEY—X IP /83—
DRATUREFEALTLESLY,
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aFleX UIE /IS—Y ATV RD R

e Exchange OA D /N—Y RTURII—IVEEERT B-OIZ aFleX RS —EERLET,
ZD aFleX RYS—IERD L3IZHYET,

when HTTP_ REQUEST {
# Set up variables automatically
set Authent [HTTP::header "Authorization"]

# Check if the client has been active in the past 30 minutes
# Note:AX looks at the HTTP header "Authentication"
set p [ persist lookup uie S$Authent all ]

if { $Sp ne "" } |
# That client has been found in the table
persist uie $Authent

} else {
# That’s a new client

}

when HTTP RESPONSE ({
# Update persist uie table with Client Authent information
persist add uie $Authent 1800
log "Add persist entry for client $Authent”

¢ Web GUI ZEHR9 515 E : [Config] > [Service] > [aFleX]

Name: * |per5i5t—oa |

when HTTF REQUEST {
# Set up variables automatically
set Authent [HITP::header "Authorization"]

# Check if the client has been actiwve in the past 30 minutes
# Note: AX looks at the HTTP header "Authentication”
set p [ persist lookup uis SAuthent all |

Definition: * if { $ppe " ¥ {
$ That client has been found in the table
persist uie SW

} else {
# That's a new client

m
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¢ CLIZERIZEBE:

AX (config) #import aflex persist-oa tftp://10.0.1.10/persist-oa.txt

Y—=R P IS—S ATV ADIERL

o FBIVFA—H—AEIZRIL Exchange OA IZERINDKIITT BIHIZY—R IP IN—L RTURT
VIR EERLET  N—V RTFURTUTL—DARIEASL. [Timeout| DIEFEOLET,

¢ Web GUI %{#FR9 %15%& : [Config Mode] > [Service] > [Template] > [Persistent] > [Source IP
Persistence]

Source IP Persistence

Hame: * Ipersist-oa I
Match Type: Port A
Timeout: D Minutes
¢ CLIZFERTH5E: AX (config) #slb template persist source-ip persist-oa

AX (config-source ip persist) #timeout 30

E. ISH—A—0STUSIREMERO AX A1 UR—h

3¥:Outlook Web App T 5L, EETEHE L AYDIIHENHTLEA DA—LRYIRIZTIERT
EFFET OV —TRREINEBESNTOEWIRAEZZ T ANSZITTEAET ) f1ZL. IRRSN =T
BAZEAEBIN TLVELME A Outlook & Outlook Anywhere L= A— LRy I ANDEHEEZ T TEE
Ao LTzH3> T, Outlook Anywhere ZfERT ([, EEETEHAHENVLETT,

e [Exchange 7547 b7 72ADEE - Outlook Web App1DIFELRLTY .
T AEBAE R EL Tloa-cert-key"#EEL. Y5147k SSL 7o FL—k4 ELT'OA-Client-Side".
H—/N—=SSL FUFL—FBELT"OA-Server-Side"# g EL TSN,

F EXCHANGE OA 0 VIP O #E R
| o IVFA—Y—MTIUERTEIP TRLRERDRE IP FRLRA(VIP)E#ERKLET,
¢ VIPDEZRIZEAALIPTRLREAALET,
e Web GUI Z{#H¥ 5154 : [Config Mode] > [Service] > [SLB] > [Virtual Server]
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General
Name: * [Exchange-0A | [ wildcard
IP Address or CIDR Subnet: * [100.1.75 | @1pvda O 1pv
Status: .@ Enabled ) Disabled
. CLIZERJ 355! AX (config) #slb virtual-server Exchange-OA 10.0.1.75

¢ BATELTHTTPS. R—FEBELT 443 FHBELTR—FEEBML, HY—E XY IL—T, aFleX
FEFV—RIP IR RAFURTFUTL—b, 54Tk SSLTFUTL—F, $LUH—/3—SSL
TUTL—EERLET,

o Web GUI Z{# 9 5154 : [Config Mode] > [Service] > [SLB] > [Virtual Server] > [Port]

Virtual Server Port

Virtual Server: Exchange-OA

Type: * | HTTPS ~|

Port:* [443 |

Service Group: | Exchange-OA-https -

Connection Limit: [ [z000000 @ Drop Reset Logging
Client-SSL Template: | 0A-Client-Side |

Server-55L Template: |OA—Server—Side vl

aFleX uie 18— RATURERERRLI-ES

aFleX: | persist-oa ~|

Y—=RIPIR—=VRTURERIRLI-GS

Persistence Template Type: | Source |P Persistence Template  « |
Source IP Persistence Template: |per3ist—oa - |

e CLZERYIEA:
AX (config-slb vserver) #port 443 https
AX (config-slb vserver-vport) #service-group Exchange-OA-https
AX (config-slb vserver-vport) #template client-ssl OA-Client-Side
AX (config-slb vserver-vport) #template server-ssl OA-Server-Side

aFleX UIE /18— ATV RERIRLI-IGE

AX (config-slb vserver-vport) #aflex persist-oa

Y—RIPIR—LRTURERIRLI-GS

AX (config-slb vserver-vport) #template persist source-ip persist-oa
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6. (EE®/E)EXCHANGE OA #—/\—D SSLATO—K

: CDATLavEFERTEE TURA—H—IL HTTPS 2> TH& H D Exchange OA 4—E RIZHE#HELET A
AX [Z HTTP Z>T OA H—/\—IZEHR T D KSIZHY  —n\—h5 SSL A4 T7a—FEhEFzT,

e  EThZTh® Exchange OA YT LY —/N—IZFLTHR—F 80 ZERLET,
¢ T[Exchange 7547 b7 XD EE! - Outlook Web App 1 DIFEERILTY,

e Exchange OA H—/N\—QDa AU ET AT 512 ALREZZ—TUTL—FEERLET . AL
AEZA—TUTL—FDREEADL. BLFTELT HTTP Z:&#RL. URL ELT'GET /M"&&IRLET,

¢ [Exchange 2547 h7 XD EE! - Outlook Web App 1 DIFEERILTY,
S AREL T hm-oa-http"&3EEL TS,

e Exchange OA 4 —/A\—FH® TCP Y—ERT IL—TE#ERBLET . Y—ERTIL—TDLZBTEA AL
=%, [TypelFAYTH OV AMMB[TCPIEERL. B—F/N\SU L G 7T X LEL T Least
Connection]#ZERL ANILRE=Z—EL T OAFEIRLET . & Exchange OA H—/—%_ 2D
H—ERJIL—TIZR—b 80 THIY LBTTLEZELY,

¢ [Exchange 2547 b7 XD EE - Outlook Web App 1 DIFEERILTY,
¥ : AH1& L T"Exchange-OA-http", AN JLREZA—EL T'hm-oa-http"##5E L TKIEELY,

e OAVIP T .HTTP H—N—HAEBITEH—ERTIL—TEEIRLET .

¢ TExchange 95472 +7 2 2ZAMEE - Outlook Web App 1 DIHEERLTY
F H—ERTIL—FEL T hm-oa-http"EHEEL TESLY,

e OAVIP T, Y—/N\—SSL FoTL—rEHIBRLET , Chld. AX BN HTTPS TIZAS HTTP 2E AL
T OAHY—N—LBIET AT,

¢ T[Exchange 2547 r7 XD #EE! - Outlook Web App 1 DIFEERILTY,

e Exchange OA 4 —/A\—T SSLAZO—FZERIZLET,
http://social.technet.microsoft.com/wiki/contents/articles/how-to-configure-ssl-offloading-in-
exchange-2010.aspx 5 BB L TLZELY,
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2.5.2 ¥R D RER
A. SSLA78—K%4 LM EXCHANGE OA F AX O EI{ERESR

VIP DRT—RRE, ZDAVN—DIZEB P THHLEHRALET,
e Web GUI Z#BY 5154 : [Monitor] > [Service] > [SLB] > [Virtual Server]

H 4 Name Connections Packets Bytes
4 Current 4 Total i Forward S Reverse “JForward °;Reverse <
[1|€y |Exchange-OAM0.0.1.75 = 0 0 0 0 0 0| |z
(1) HTTPS/443 = 0 0 0 0 0 0| [
(1) 443 (Exchangel) 0 D 0 D 0 0
() 443 (Exchange2) 0 D 0 D 0 0
° CLIZERJ 355! AX#show slb virtual-server Exchange-OA
AX#show slb service-group Exchange-OA-https
AX#show slb server [Exchangel | Exchange2]
AX DENEHERR

e  Outlook Anywhere E—F T Exchange OA IZ7YtALET,
Microsoft Outlook Z#£RL 9 %A EIZDULVTIZ. http://technet.microsoft.com/en-
us/library/cc179036.aspx S BL T ELY,

B.  SSLATO—F&HY®D EXCHANGE OA i AX DB R
VIP DRF—RRE. FOAUN—DBEETHEEEEBLES .
e Web GUI #E AT 5154 : [Monitor] > [Service] > [SLB] > [Virtual Server]

H Al Name Connections Packets Bytes
Current  Total | Forward | Reverse ) Forward | Reverse 3
[[]|€» |Exchange-0AM0.0.1.75 = ] 0 0 0 0 0|
(1] HTTPS/443 = 0 0 0 0 0 o [
(] 80 (Exchangel) 0 0 D 0 0 o
(4] 80 (Exchange2) 0 0 0 0 0 0
. CLIZERAT 254 AX#show slb virtual-server Exchange-OA
AX#show slb service-group Exchange-OA-http
AX#show slb server [Exchangel | Exchange?2]
AX DENMEHER
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e Outlook Anywhere E—K T Exchange OA [Z7 9t ALZET,

2.6 EXCHANGE 95472 r7012AM%EE| — EXCHANGE ACTIVESYNC

Exchange ActiveSync (&, #FEF G EDEFEHES LUBLATUIOT NI REFALTWSIVR1I—
Y—IZ  HTTPS ZEALTERDA—ILRYIRIZT VAT HFEERELET,

AX[ERD ISR REL=6LET,

e Exchange ActiveSync H—/\—DO—KN\SUL T EETAM

SHIZ. BFERETUTOLIGHREB/ONET,
e  Exchange ActiveSyncSSL #78—RI[Z&k5H—/\—T® CPU &AE)—DFEREHIRE

2.6.1 AX DR

;¥ : Outlook Web App FE7=[& Outlook Anywhere H—E RIZEL VIP 2 H3 %158 1%. 2.14TE—D VIP %
EAY 5E2 D Exchange ¥ —E X 1ZSRBL TS,

A EXCHANGE EAS U7 JLH—/A—D e
. [Exchange 7547 b7 U2AD#%E| - Outlook Web App 1 DIHFELERILTY .

B. EXCHANGE EAS NJLAF VI DYERK

e [Exchange 7547 b7 XD E| - Outlook Web App 1 DIFEELRILTY,
¥ ABTEL T hm-eas-https"&FEEL T &L,

c EXCHANGE EAS H—E X5 JL—FT DEFL

o [Exchange 7547 b772AD%EE - Outlook Web App1DIFELRELTY .
¥ : B BTELT'Exchange-EAS-https". AJLRAE=A—EL T'hm-eas-https"F# 5 E L TSN,

D.  EXCHANGE EAS O/S—Y R T2 ADER
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FFEAEDEFREEEL ActiveSync [IZ&>T Cookie ZHR—ELTWVET A, H/R—kLTULVEWLEDEHY
FT RDYIZY—RIPNR—VRTFUREFERATRAIELTEETN . EHOISAT UM RERILY—ERTON

AF—ENLTTIEALTWABEXA—FN\SULUTIZRYNELE T, Chhd, aFleX UIE HERIN S

HEHTY,

f=1=L. aFleX UIE R—S RTU R TR ERZBIIZER T 2L ELHYFE T ([Exchange Management
Console] > [Server Configuration] > [Client Access] > [Properties]) .

Microsoft-Server-Activesync (Default Web Site) Properties

General  Authentication | Remate File Sewer$|

Select the authentication method ar methods that thiz wirtual directon accepts,
To enable authentication between the Exchange server and a mobile phone,
either Bazic authentication or Client certificate authentication is required.

v Basic authentication [password is sent in clear bext] |

Cliert certificate authentication:
' |gnore client certifizates

" Accept client certificates
" Require client certificates

(i) To corfigure S5L settings for this ActiveSync vittual diectany, use the
~ Internet Information Services [I15] snap-in.

Q. I Cancel Spply Help

AS AICEKRZIIZEATREAZIE S aFleX UIE /S— R TFUREEAL. FRAFRATDISEIEY—X IP /83—
DARATUREFERALTESLY,

aFleX UIE /IS—S ATV RADIERL

e [Exchange 7547 b7 XD %EE - Outlook Anywhere ID5&EERILTY,
;¥ :aFleX 4 &L Thpersist-eas"E3EE L TS,
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Y—=R P IS—S ATV ADIERL

o [Exchange 73547 b77AMD%EE - Outlook Anywhere IDIGEERELTY
E:aFleX BFERIEV—R IPIS—V R TURF ELTpersist-eas" IR TEL TSN,

E NS H—N—D /T IEREFZRD AX ~ADAUR—k

3% :Outlook Web App ZE T 2L SHETEZER AYDIEHENLETEE S DA—ILRYIRIZFHERT
E2ET (IS5 —CRFINEEBINTOAVTIREEZZFANSEFTERAET) . EL. —BOESE
EOXVYT T EESNTUVVEWGIRAZEZ ZIT AN DI ENTEE R A, LIz > T, Outlook Anywhere %
AT DI, EETELIRENDETT,

e [Exchange 2547 b7 XD E! - Outlook Web App 1 DIFEERILTY .
¥ AEBAE R L L Tleas-cert-key"#38EL. 754 F 2k SSL T FL—h4 ELT'EAS-Client-Side".
H—/3—SSL T FL—r& ELT"EAS-Server-Side"#35E L TS,

F EXCHANGE EAS O VIP DR
e ILRA—HKTIERTE P TRLREBARE P FELR (VIP) EAERLES
¢ VIPDAFMZEAALIPPFLREAALET,
o Web GUI #{E 3 %154 : [Config Mode] > [Service] > [SLB] > [Virtual Server]

General

Name: * [Exchang=-EAS | [ wildcard

IP Address or CIDR Subnet: * [o0176 | @ipva O ipve

Status: @ Enabled ) Disabled

o CLIZEH9 5154 AX (config) #slb virtual-server Exchange-EAS 10.0.1.76

o AATELTHTITPS, R—rEBELLT 443 #H_ELTR—rEEML, Y—E RS IL—T aFleX. V3
A7 SSLTFYTL—bh, BEUH—/IN—SSLTFUTL—rEEIRLET,

¢ Web GUI #E A9 5184 :[Config Mode] > [Service] > [SLB] > [Virtual Server] > [Port]

Virtual Server Port

Name: Exchange-EAS

Type: * [HTTPS -

Port: * J443 |

Service Group: | Exchange-EAS-https - |
Connection Limit: [E(z000000 @ Drop Reset Logging
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Client-$S5L Template: |EAS-Client-Side ~|

Server-S5L Template: |EAS—Sewer-Side hd |

aFleX uie IS— ATV REBIRLE-BE

aFleX: I persist-eas - I

Y—R IP IR—L AT REERLI-ES

Persistence Template Type: | Source |P Persistence Template  » |
Source IP Persistence Template: |persist—eas - |

e CLIZERYS5BE:
AX (config-slb vserver) #port 443 https
AX (config-slb vserver-vport) #service-group Exchange-EAS-https
AX (config-slb vserver-vport) #template client-ssl EAS-Client-Side
AX (config-slb vserver-vport) #template server-ssl EAS-Server-Side

aFleX UIE 8= RTUREBIRLI-BE
. AX (config-slb vserver-vport) #aflex persist-eas

Y—=RIPIS—VRTURERIRLI-GS

. AX (config-slb vserver-vport) #template persist source-ip persist-eas
G. (1B 3% %) EXCHANGE EAS 4 —/\—® SSL A 7a—FK

COATa EERTHE. TR 1—H—Ix HTTPS %{fi>TH& B Exchange EAS #—E RIZiEELET
MAX (X HTTP #{#E>T EAS H—/\—(ZHEH T BHKIIZHY ., —/N\—D"5 SSL A4 T7O0—RSnFET,

e  ZEFRNEhI® Exchange EAS U7 L H—/N\—[ZLTHR—F 80 #ERKLET
¢ [Exchange 2547 h7 XD #EE! - Outlook Web App 1 DIFEERILTY,

e Exchange EAS 4 —/N\—QD o AMEET AN 31=0IC ANAREZS—TUTL—rEERLET . AL
AEZA—FUTL—FDABEAAL. BLAFTELT HTTP Z:&4#RL. URL ELT'GET /"&&IRLET,

¢ [Exchange 75477 72AD%EE - Outlook Web AppI1DIFELRELTY,
E:ARIEL T hm-eas-http" &3 EL TS,

e Exchange EAS #—/\—F® TCP Y—ERJIL—TE#EBLET . Y —ERTIL—TDABEASL
f=t&. [Typel FEyTH OV ARMS[TCPIEEIRL, A—R NS VTP TYX LEL T Least
Connection]##iRL . AILREZA—ELT EAS &:&RLET , & Exchange EAS H—/\—%, 2D
H—ERJ IL—TFER—b 80 IZEIY HTTLLEELY,
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[Exchange 7547702 AD#%&E| - Outlook Web App 1 DIHFEERLTY .

.
i : AR1EL T Exchange-EAS-http", AJLRAEZA—EL T'hm-eas-http" &35 E L TS,

EAS VIP T, HTTP 4 —N\—MNETEH—ERTIL—TERIRLET,

[Exchange 7547 r 72X D&E] - Outlook Web App 1 DIZEELRILTY

.
Y —E RS IIL—FEL T hm-eas-http"Z e E L TS,

EAS VIP T, H—/N\—SSL 7 FL—rZBIRRLET . Zhik. AXA HTTP ZERAL T EAS H—/3\—

EBIETHHTT,

¢ [Exchange 2547 h7 XD #EE! - Outlook Web App 1 DIFEERILTY,

Exchange EAS #—/\—T SSL A 70—KF#HA#MICLET,
http://social.technet.microsoft.com/wiki/contents/articles/how-to-configure-ssl-offloading-in-

exchange-2010.aspx &L TLEELY,

2.6.2 BRDESR
SSLA27O—F7% LM EXCHANGE EAS A AX D EN{EFEER

A.
VIP DRT—HRE. FDAVN—D BB THAIZEEERLET,

Web GUI #{E A9 5154 : [Monitor] > [Service] > [SLB] > [Virtual Server]

A 5 Hame Connections Packets Bytes
- “|Current | Total | Forward | Reverse < Forward ~ Reverse <
=it Exchange-EAS/M0.0.1.76 = 0 0 0 0 0 0 &
o HTTPS/443 = 0 0 0 0 0 0| [
o 443 (Exchangel) 0 0 0 0 0 0
o 443 (Exchange?) 0 0 0 0 0 0
. CLIZERJ 35S AX#show slb virtual-server Exchange-EAS
AX#show slb service-group Exchange-EAS-https
AX#show slb server [Exchangel | Exchange?2]
AX DENMERESR

ActiveSync #{# FIL T Exchange EAS [Z7J+EALET,
¢ ActiveSync ZHH T B A EICDOVTIE, TNARDA—HF—HARESRL TS,

A‘g Networks // Customer Driven Innovation // A 37



Microsoft Exchange Server 2010 FA#E&EAH (K

B. SSLA70—K#Y®D EXCHANGE EAS F AX OB {ERELE
VIP DRF—BRE. FDAVNA— BB THEEERBLET .
e  Web GUI #{#E A9 5154 : [Monitor] > [Service] > [SLB] > [Virtual Server]

A s Name Connections Packets Bytes
Current Total ~{ Forward Reverse < {Forward Reverse <
0o Exchange-EASM0.0.1.76 = 0 0 0 0 0 0 @
o HTTPS/443 = 0 0 0 0 0 0| [#
4 80 (Exchangel) 0 0 0 0 0 0
o 80 (Exchange2) 0 0 0 0 0 0
. CLIZERT 5545 AX#show slb virtual-server Exchange-EAS
AX#show slb service-group Exchange-EAS-http
AX#show slb server [Exchangel | Exchange?2]
AX DENEHERR

e ActiveSync Z#{# FIL T Exchange EAS [C7VtALET,

2.7 EXCHANGE 92547 r70tAD%EE| — RPC

Exchange RPC 77+t X4, Microsoft Outlook #E AL TSI K1 —H—hFRAT17 Microsoft Outlook
Messaging API(MAP) 7RI ENLTEBDA—ILIRYIRIZT IR T HIEEFTREICLET,

AX [ERD &SGR REL-6LET,
e Exchange RPC H—/N\—@DO—KFN\SU U5 EER A%

TIO=HhIL/—k:
MAPI ZBka)LZEE AT % Outlook (&, &#IZ TCP /R—k 135 #i@ L T Exchange [Z#&#L71=#. 1024 i

65535 DEIDEIR—F2REET . TIAICTIHIEZEDHWAR— BB LZFATESD-H. AXTITRTD
TCPR—FEUYARLTBTAILEH—K VIP BBETT, Chh, ULTFIZSRESNWTWAIERTT,

tXa) T4 LOEEMNG. Outlook HEHCEIMAR—EIEET HIEMNTEETHY . Microsoft (FZNZEHEEL T
WET UTESELTIZEL,
° http://technet.microsoft.com/en-us/library/ff625248.aspx#ipports

A‘g Networks / Customer Driven Innovation // A 38



Microsoft Exchange Server 2010 FA#E&EAH (K

° http://www.msexchange.org/articles tutorials/exchange-server-2007/planning-

architecture/uncovering-new-rpc-client-access-service-exchange-2010-part2.html

MAPI O BIHR—FERET NIE. ACLZNLT AX LTHRANSKR—IERETEFT,

2.7.1

AX D& K

A. EXCHANGE RPC U7 LY —/\—DERK

e % Exchange RPC Y7 IILH—N—FNEFNIZDWT, YT I H—N—%FEHLET, RPC H—/"—D
AREIP PRLAZAAL,. FARNELTTCP ZHEELT. R—F 0 ZANREZSA—ZL TEML

ij-o

¢ Web GUI 2{# R 9 %15%& : [Config Mode] > [Service] > [SLB] > [Server]

General

Name: *

IP Addressi/Host: *

|Exchange1

j0.0.2.161

GSLB External IP Address:
VWeight:

O Port

port* [o____] Protocol: Weight(w):* 1

| @pva ©

[[IHo s5L

Connection Limit{CL): 3000000 Logging Connection Resume(CR):

Server Port Template(SPT): default ~  Stats Data{SD): @ Epabled () Disabled
Health Monitor{HM): @ | ~| © Follow Port: TCP

Extended Stats(ES): ) Enabled @ Disabled

[ Port |Protocol|CL CR W |NoSSL [SPT HM SD |ES
O @ |o TCP 8000000 @ 1 |63 default @ D

¢ CLIZERIZBE:

AX (config) #slb server Exchangel 10.0.2.161

AX (config-real server) #port 0 tcp
AX (config-real server-node port)#no health-check

@ add

2 update
@ Delete
@ Enable
€3 Disable

B. EXCHANGE RPC ANJLRAFTv9 DIER

. Exchange RPC H—/\—®D A AET AT B1=HIC A REZS—TFTUTL—rEERLET . AL
AEZA—TUTL—rDEHIZA AL, [Type]lELT[TCP]EEIRL . [Port]&L T 135, [Override
Port]&LT 135 ##ELFET .
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¢ Web GUI #E A9 5154 :[Config Mode] > [Service] > [Health Monitor]

Health Monitor

Name; * |hm-rpc-135 |
Retry: 3
2 Method

Override IPv4:
Override IPvE:
Override Port: [135 ]
Method: @ Internal 0 External
Type: TCP hd
Port: * |135 I
HalfOpen: @ False O True

o CLIZERT55: AX (config) #health monitor hm-rpc-135

AX (config-health:monitor) #method tcp port 135
AX (config-health:monitor) #override-port 135

c EXCHANGE RPC H—ERXRT IL—T DR

e  Exchange RPC #—/A\—F® TCP Y—ERJIN—TE#EBLET . Y—ERTIL—TDRATZEASL
=%, [Typel ROy T AU AN B[TCPIEEIRL, O—K/1\S2 U5 7T X LELT[Round
Robin|Z:&RL . ALRE=HF—LLTRPC ZEIRLET . & Exchange RPC Y—/\—%  COH—E
R IL—TIZR—bk 0 TEIY HBTTEEL,

¢ Web GUI Z# 3 %154 : [Config Mode] > [Service] > [SLB] > [Service Group]

Service Group

Name; * Echange—HF’C I

Type: TCP -
Algorithm: |[Round Robin M |
Health Monitor: Ihm-rpc-135 ~|
Min Active Members: |
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O Server
IPv4NPVE: @ pva O 1PV
Server: * ExchangeZ - Port: * D @ Add
Server Port Template(SPT): default - Priority: 1 - -&;91 Update
Stats Data: @ Enabled ) Disabled @ Delete
= Server Port SPT Priority | Stats Data @ Enable
[ | |Exchanget 0 default 1 & €3 Disable
[] | @ |Exchange2 0 default 1 o
¢ CLIZFERTB5E: AX (config) #slb service-group Exchange-RPC tcp

AX (config-slb svc group) #method least-connection
AX (config-slb svc group) #health-check hm-rpc-135
AX (config-slb svc group) #member Exchangel:0
AX (config-slb svc group) #member Exchange2:0

D.  EXCHANGE RPC D/{—YRTURADEH

o HBIVRA—H—HEIZFEL Exchange RPC 2SN D EIICT B=HIZY—R IPIRA—VRTFUR
FUTL—rEERLET . /IS—VRTURTUTIL—RDARTEA AL, [Match Type] C[Server] &%
RL T, [Timeout] DIEFEPLET,

¢ Web GUI ZEH9 5154 :[Config Mode] > [Service] > [Template] > [Persistent] > [Source IP
Persistence]

o CLIZERT 554! AX (config) #slb template persist source-ip persist-rpc
AX (config-source ip persist) #match-type server
AX (config-source ip persist) #timeout 480

Source IP Persistence

Name: * |persist-pe |
Match Type: [l scan All Members
Timeout: Minutes

E. TCPI—VUTBALTUTL— DR

o  [EATIURA—H—DtyavhTARILOIKETEE RPC EFEIBHEEINZNESICT H120HI2
TCP T L—rEERLET . TCP TFUTL—rDEBIZA AL, [Idle Timeout]) DIEEZRIETE
3600 # (1 BRE) . =KX T 28,800 ¥ (8 BEME) ETHEHPLET,

ETARNEALTOCOBRENRTESE, A—F— D BERAERTILENELIHZENLHYET,
¢ Web GUI 2R %154 : [Config Mode] > [Service] > [Template] > [L4] > [TCP]
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Template >> L4 >> TCP > > I|dile-timeout-3600

TCP

Name: * Idile-timeout-3600

Idle Timeout: [o0  seconds
Force Delete Timeout: C

Initial Window Size: —

Half Close Idle Timeout: C

Reset Forward: @ Enabled (" Disabled
Reset Receive: @ Enabled ( Disabled
Fast TCP ACK on LAN: T Enabled ( Disabled

v 0K X Cancel

o CLIZERT 554! AX (config)# slb template tcp TCP-Aging-Time-rpc

AX (config-14 tcp)# idle-timeout 28800
AX (config-14 tcp)# reset-fwd

AX (confif-14 tcp)# reset-rev

E.  EXCHANGE RPC @ VIP O
IVRA—H—ATHERTS IP FELREL DR IP PRLR (VIP) £ERLET .
¢ VIPDARIZAAL.IPFPRLREAALET,

o Web GUI #9554 : [Config Mode] > [Service] > [SLB] > [Virtual Server]

General

Name: |[Exchange-RPC | [ wildcard

IP Address or CIDR Subnet: * j00.1.74 | @ipva ©1pve
Status: @ Enabled ) Disabled

o CLIZERY 555!

AX (config) #slb virtual-server Exchange-RPC 10.0.1.74

¢ BATHTCP TR—FESH 0 DR—FEEBML, Y—ERTN—TEN—VRTURTUTL—
FERRLES

o Web GUI #9515 4 : [Config Mode] > [Service] > [SLB] > [Virtual Server] > [Port]

Virtual Server Port

Virtual Server: Exchange-RPC

Type:* |cP -|

Port: * |D |

Service Group: W‘
Connection Limit: [ [=z000000 @ Drop Reset Logging
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TCP Template: |TCP-Aging-Time-rpc - |
Persistence Template Type: LSource |P Persistence Template ~ |
Source IP Persistence Template: [perslswpc 'I

o CLIZERY 355!
AX (config-slb vserver) #port 0 tcp
AX (config-slb vserver-vport) #service-group Exchange-RPC
AX (config-slb vserver-vport) ftemplate persist source-ip persist-rpc
AX (config-slb vserver-vport) #template tcp TCP-Aging-Time-rpc

G (EBRE)AX THANGR—FOMEHIRT 5 ACL DIER

e RS Ni= Exchange TCP /R—IZI7%EFBEET 5 ACL #1ERLE T,
E LT OAIIE, R—k 135 + 50000~51000 MI§ES = Exchange #RZRLTWVET,

e ACL® ID#AAL, [Action]&LT[Permit]. [Protocol]&LT[TCP]%#E4RL T. [Destination Port]
[CR—rEBEAALET,

¢ Web GUI 2{#R9 %154 : [Config Mode] > [Network] > [ACL] > [Extended]

Extended
ID:* © Remark  © Entry
Log: [}
Protocol: * TCP -
@ Any
7 Host:
Source Address: *
- Address:
Mask: (0:apply, 1:ignore)
Source Port: =
@ Any
~) Host:
Destination Address: *
~ Address:
Mask: (0:apply, 1:ignore)

Destination Port:
operator ] portE__—]

512,
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Extended
ID: * 0 Remark @ Entry
Action: * ) Deny |® Permit
Log: [
Protocol: * TCP -
@ Any
~) Host:
Source Address:* . Address:
Mask: (0:apply, 1:ignore)
Source Port: [
@ Any
"~ Host:
Destination Address: * D Address:
Mask: (0:apply, 1:ignore)
Destination Port: Operator: Range ~ From: 50000

To: 51000

¢ CLIZERIZBE:

AX (config) #access-1list 100 permit tcp any any eq 135
AX (config) #access-1list 100 permit tcp any any range 50000 51000
e {ERLTz ACL % RPC VIP R—MZBEEMITET,
ACL @ ID # A AL, [Action]&LT[Permit]. [Protocol] &L T[TCP]%#4RL T. [Destination Port]
[SR—FESEAALET,

¢ Web GUI ZEH9 5154 : [Config Mode] > [Service] > [SLB] > [Virtual Server] > [Port]

Access List: 100 - |

¢ CLIZERY5EE: AX(config)#slb virtual-server Exchange-RPC
AX (config-slb vserver)#port 0 tcp
AX (config-slb vserver-vport) #access-1list 100

2.7.2 R DR

A. SSLA27O—FK7% LM EXCHANGE B AX O E{EfER
VIP DAT—HRRE. FDAN—D B P THALEHERELET .
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e  Web GUI #{#E A9 5154 : [Monitor] > [Service] > [SLB] > [Virtual Server]

H o Name Connections Packets Bytes
: “|Current | Total o Forward T Reverse —{Forward - Reverse o}
[C]|€y |Exchange-RPCi10.0.1.74 = 0 0 0 0 0 0| [
o TCPI0 = 0 0 0 0 0 0| [
o 0 (Exchangel) 0 0 0 0 0 0
o 0 (Exchange?) 0 0 0 0 0 0
° CLIZERJ 355! AX#show slb virtual-server Exchange-RPC
AX#show slb service-group Exchange-RPC
AX#show slb server [Exchangel | Exchange2]
AX DENEHERR

e Microsoft Outlook Z{#->T Exchange RPC [C7YtALEY,

2.8 EXCHANGE 2547 b7t AD%&EE| — POP3

Exchange POP3 &, TV RA—H—HWIFEIFEEFA—ILIFA4T (=& ZIE Mozilla Thunderbird 72&)
ZHEALTEADA—ILRYIRIZT IR T H-ODFEFRBLET,

AX [ERD &SGR REL-6LET,
e Exchange POP3 H#—/N\—DAO—KN\SUL U5 EERT AN

SHICEERETUTOLIGHRALBONET,
Exchange POP3SSL 70 —R([2&dH—/3—T®O CPU LAE—DFERA AR

2.8.1 AX DR

A. EXCHANGE POP3 U7 LY —/\—DERK

#%& Exchange POP3 Y7 LY —/IN—FNEFNIZDWNT UT Y —N—%ERLET , POP3 H—/\—
DEBATEIP PELRAEAAL, FAPAILEL T TCP #HEELTHR—bF 995 ZBAMLFE I (SSL over

POP3),
¢ Web GUI #E A 5154 : [Config Mode] > [Service] > [SLB] > [Server]
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General

Hame: * |Exchangel |

IP Address/Host; * hooz2181 | @ipva O ipve

GS5LB External IP Address:

Weight: 1

2 Port

Port:* 945 Protocol: TCP +  Weight{W):* 1 [Cho ssL © Add

Connection Limit{CL}): 2000000 Logging Connection Resume{CR}: i@ update

Server Port Template{SPT): default ~  Stats Data(SD): @ Enabled O Disabled @ Delete

Health Monitor{HM): @ (default) ~ O Follow Port: TCP €2 Enable

Extended Stats(ES): ) Enabled @ Disabled €3 Disable
[ Port |Protocol|CL CR W [Ho SSL |SPT HM SD |ES
[ |®@ [o95 [TCP 8000000 @ 1 |5 default {default) V<]

¢ CLIZERYSEAE:

AX (config) #slb server Exchangel 10.0.2.161
AX (config-real server)#port 995 tcp

B EXCHANGE POP3 AJLRFTvs DERL

AX [E POP3 A LRFTusEHHR—RLTOET, 7=+, S TlE Exchange #—/S—#8 POP3S (SSL over
POP3) DA EHHR—b T B&IITHRAINTLSERELTLST26H . POPIANILRFIVIIFERLEE A,

Exchange POP3 H—/\—I[&, 7Rk—bk 995 T TCP NLAF I FERALTTFRANSNET , H—/3—D TCP
RAAVIET AN B=OICERADANILAE=A—FERTIDEEHYFEEA COTAME TIHILEDAIL
AEZA—HFALTYZILY—N—HNTERITINFET,

O Port
Port:* 993 Protocol: TCP ~  Weight(w). = 1 [ Ho sSL @ Add
Connection Limit{CL): 8000000 Logging Connection Resume(CR}): @Updﬂte
Server Port Template{SPT): default ~  Stats Data(SD): @ Enabled ) Disabled © Delete |
Health Monitor{HM): @ (default) ~ O Follow Port: TCP @ Enable
Extended Stats{ES): ) Enabled @ Disabled €3 Disable
& Port |Protocol|CL CR W |Ho SSL |SPT HM SD [ES
[ |@ (995 |TCP gooooon @ 1 | default {default) <]

C. EXCHANGE POP3 H—EXJ IL—T DIERKL

e Exchange POP3 H#—/\—H® TCP Y —ERJ I —TEERLET . Y —ERTIIL—TDRREAA
L=t [Type]lRBYTF I YXMAB[TCPIEEIRL . A—R /NS JFIT) X LEL T Least
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Connection]##IRLFE T, & Exchange POP3 H4—/\—%, D H—E R )L—T 12/ R—F 995 TH|

YL TTEELY,
¢ Web GUI 2{#R9 %154 : [Config Mode] > [Service] > [SLB] > [Service Group]

Service Group

Name: * |Exchange-POP2S |
Type: Lcp -l
Algorithim: | Least Connection vl
Health Monitor: -
Min Active Members: [
& Server
IPv4/IPVE: @ |pva O IPvB
Server: * Exchange2 - Port: * & Add
Server Port Template(SPT): default - Priority: 1 - @ Update
Stats Data: @ Enabled ) Disabled © Delete
[l Server Port SPT Priority | Stats Data &2 Enable
] |® |[Exchange1 995 default 1 o €3 Disable
] | @ |Exchangez 995 default 1 (]
¢ CLIZ#ERTAHI5E: aX(config)#slb service-group Exchange-POP3S tcp
AX (config-slb svc group) #method least-connection
AX (config-slb svc group) #member Exchangel:995
AX (config-slb svc group) #member Exchange2:995
D. EXCHANGE POP3 /38— X7V ZDER
Exchange POP3 [E D &S /N—L RATUREMBELE R A,
E. EXCHANGE POP3 O VIP MRk
o IUFA—Y—DTIERTDIPTRLRELDEE IP FRLA(VIP)ZERLET,
¢ VIPO&ARIZEAAL.IPTRLREADLET,
o Web GUI Z{EH9 %154 :[Config Mode] > [Service] > [SLB] > [Virtual Server]
General
Name: * [Exchange-POP3S | [ wildcard
IP Address or CIDR Subnet: * [10.0.1.74 | @ipva O 1PvE
Status: .@ Enabled ) Disabled
o CLIZERT 554! AX (config) #slb virtual-server Exchange-POP3S 10.0.1.74
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¢ BALFTELTTCP,. AR—PEFELT 995 EEELTR—EEML, Y—ERT I —TEEIRLE
?—0

o Web GUI Z{# A9 5154 : [Config Mode] > [Service] > [SLB] > [Virtual Server] > [Port]

Virtual Server Port

Virtual Server: Exchange-POP35

Type: * |TCFI 'l

Port: * loss |

Service Group: | Exchange-POP33 vl

Connection Limit: 2000000 @ Drop Reset Logging

o CLIZERAY 554!

AX (config-slb vserver) #port 995 tcp
AX (config-slb vserver-vport) #service-group Exchange-POP3S

F (f£E 8 %E) EXCHANGE POP3 #—/3—0 SSL #7a—F
| COAT avEFERATHE TUFI—H—IF POP3S £{F>T& B® Exchange POP3 H—E X [Z#E#ELFE
9 A AX [ POP3 Z{#>T POP3 H#—/\—[Z## T 5 LIITY . —/N\—h\b SSL AFTA—FENnFET,
e  FhEFh® Exchange POP3 7 LY —/\—[IxtLTHR—F 110 Z4ERmLET .
¢ FlEaTH—/N\—HR—+995% 110 TEEH]ZFT,

¢ Exchange POP3 H—/N\—Da A ETANT B1=OIC . NLREZSA—TUTL—bEERLE
ED

AX [ POP3ANJLRF & HR—LTLET,

EE POPIANIILAFIYIZEFERATESDIL, Exchange POP3 H—/I\—MNTJL—2FF X0
AV (BEAXREID 12 FAT 5E5IHBSNh TS5 E 21+ TF ([Exchange Management
Console] > [Server Configuration] > [Client Access] > [POP3] > [Properties]) .
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POP3 Properties b |

. Generall Binding Authentication | Cornection | Fietrieval Settingsl

Logaon Method

Specify the securnity zettings o use for incoming connections.

¥ Plain text logon [Basic authentication]. Mo TLS connection is required for the
client to authenticate ko the server.

™ Plain text authentication logon [|ntegrated ‘Windows authentication]. Ma TLS
connection iz required for the client to authenticate to the server.

™ Secure logon. & TLS connection is required for the client to authenticate to
the zerver.

#8019 certificate name:
IE:-:changel

ChiE Exchange DT 74 LD TIZE L= COEFEBITIX POPSAIILAFIVvIIEFEALERE A, £
HYIZ, Exchange POP3 H—/\—[37R—k 110 TTCP AL ARF VI ZFEALTTAMNENE T, —/\—D
TCP RAY I ETANT B1=DICERADANILRAE=ZA—ZERTABEEHYFERL A COTAMI. TIHILLD
ANILREZA—EFRALTITILY—N—RHNTETEINET,

¢ Exchange POP3 H—/\—F® TCP H—ERT IL—TEERLET . $—ERTIL—TDRHI
EAALEE, [Type]l FOYTE U RRMS[TCPIEEIRL., O—FNSUL T TPITYX LE
L T[Least Connection]Z#iRLFE T, & Exchange POP3 4 —/3\—% COHY—ERJIL—TIZ
R—b 110 TEIY HTTLEELY,

o FlE c THAHIE"Exchange-POP3S"H 5 "Exchange-POP3"IZE B L, R—F% 995 A5 110 (2
EELTZELY,

¢ POP3H—/N—D/N\T) I HEMERE AX N UR—FLET,
IO VIPIZIE BETELMAZELIZ T ANGNT TV r—2a0 N7 VR HATREMED
HAE=O BB TEHAMHELRETILENHYET,
¥ :Exchange POP3 WS EEBAE/E TV RAR—MT B HEICDONTIE.
http://technet.microsoft.com/en-us/library/bb676455.aspx #Z L T2 &0,

o lExchange #5477 72X D&E| - Outlook Web App 1 DIZEEELRILTY .
s EEBAE SR &L T'pop3-cert-key"'. 754 F >k SSL T FL—k482 ELT'POP3-Client-Side"%
BEL, Y—/—=SSL FoIL—bRIEFERLEE AL

¢ Exchange POP3 @ VIP ZE/LET .
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o FIIE e TYERLLT= VIP R—k% . B4 T H SSL-Proxy MAR—k 995 TEE#MZ . H—ERT IL—
FTEHSLTPUR SSL FUTL—REREIRLET,

*  Web GUI #{# A9 %154 :[Config Mode] > [Service] > [SLB] > [Virtual Server] >

[Port]
Virtual Server Port
Virtual Server: Exchange-POP35
Type: * | SSL-Proxy ~|
Port: * |395 |
Service Group: | Exchange-POP3 vl
Connection Limit: [©[zoooo00 @ Drop Reset Logging
Client-SSL Template: |F’DF’3~CIienH3ide vl

-

Server-55L Template:

* CLIZERYSEE:
AX (config-slb vserver) #port 995 ssl-proxy
AX (config-slb vserver-vport) fservice-group Exchange-POP3
AX (config-slb vserver-vport) #template client-ssl POP3-Client-Side

2.8.2 &R D FEER
A.  SSLATH—F7%L®M EXCHANGE A AX O Eh{EfER
VIP DRAT—BRE ZEDAVN—DBEHHPTHHEEHRELES
e Web GUI ZFE AT 5154 : [Monitor] > [Service] > [SLB] > [Virtual Server]

] A Name Connections Packets Bytes
41 Current | Total | Forward | Reverse < Forward | Heverse
[ | & Exchange-POP35M0.01.74 [ 0 0 0 0 0 0| [
(4] TCP/995 = 0 0 0 0 0 0| [
(4] 995 (Exchangel) 0 0 0 0 0 0
(4] 995 (Exchange?2) 0 0 0 0 0 0
° CLIZER9 556! AX#show slb virtual-server Exchange-POP3S

AX#show slb service-group Exchange-POP3S
AX#show slb server [Exchangel | Exchange2]

AX DENERER
e POP3EFA—IWIUSA4T7 U EERLT Exchange POP3 IZ7 72 ALET,

B. SSLATO—R#HY®D EXCHANGE B AX OB #EfEE
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VIP DRAT—RRE, ZTDAVN—DBEPTHHILEHERLET .
e  Web GUI #{#E A9 5154 : [Monitor] > [Service] > [SLB] > [Virtual Server]

A 5 Name Connections Packets Bytes
Current Total ~| Forward Reverse | Forward Reverse 3
[1{€» |Exchange-POP35M00174 [ 0 0 0 0 0 0| [
o SSL-Proxy/a95 = 0 0 0 0 0 0| [
o 110 (Exchange1) D D 0 0 0 0
o 110 (Exchange2) D D 0 0 0 0
. CLIZERT 254 AX#show slb virtual-server Exchange-POP3S

AX#show slb service-group Exchange-POP3
AX#show slb server [Exchangel | Exchange2]

AX DENERER
e POP3EFA—INIUFA4T7 U &ERLT Exchange POP3 IZ7 72 ALEY,

2.9 EXCHANGE 93547 7Ot RADEE| — IMAP4

Exchange IMAP4 (&, TV RA—H—MIFIFLRBEFA—ILITA4T b (FzEZ 1L Mozilla Thunderbird &)
FFEALTEADA—ILRYIRIZTIERTE-ODFEERELET,

AX [ERD &SGR REL-6LET,
e Exchange IMAP4 H—/\—DO—KN\SUL U5 EEFT RN

LIS EEFRETUTOLIGH REB/ONET,
e Exchange IMAP4SSL #Z7A—RI[Z&BHH—/3—T®D CPU LAEY) —DFEHAEHIR

2.9.1 AX DR

A. EXCHANGE IMAP4 7 L3 —/R—DERK

e % Exchange IMAP4 U7 LY —N—FNENIZDNT YT LY —N\—ZERKLET , IMAP4 H—
N—DRARE IPPRLRZAAL, FARIELTTCP #HEELTR—F 993 #BMLFE T (SSL
over IMAP4) ,

¢ Web GUI #E AT 5154 :[Config Mode] > [Service] > [SLB] > [Server]
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General

Name: *

IP AddressiHost: *
GS5LB External IP Address:

Weight:

o Port

Port: *

445
Connection Limit{CL); 8000000

IExchanqe‘l I
jhoo.2.1861 | @ipva O ipve
1
Protocol: TCP * Weight(\W):* 1 [T Ho 55L
Logging Connection Resume(CR):

Server Port Template(SPT): default ~  Stats Data(SD): @ Enabled () Disabled
Health Monitor{HM): @ (default) + ) Follow Port: TCP

Extended Stats{ES): ) Enabled (@ Disabled

=l Port |Protocol|CL CR W |HoSSL |SPT HM sD (ES
] | @ |993 TCP g000000 & 1|18 default (default) v > ]

¢ CLIZERYZEE:

& Add

& update
& Delete
@ Enable
€3 Disable

AX (config) #slb server Exchangel 10.0.2.161

AX (config-real server)#port 993 tcp

B. EXCHANGE IMAP4 A LR FTv9 DR

AX 1 IMAP4 ANIWARFvIEFR—RLTWET, fz12L. COERHITIE Exchange H—/\—5HY IMAP4S
(SSL over IMAP4) D#EHR—bFTBRIITHEAINTNSERELTWNSEH. COBDANILRAFIvIILE

RALFEEA,

Exchange IMAP4 #—/\—[&, /R—k 993 T TCP ANLAF I ZEFALTTFANSNE T, ¥ —/3—D TCP
RAAYDETANT B=OICERDANINRAEZA—ZERTAREEHYFER A COTRAMNE. TIHILEDAIL
AEZA—FFALTYT LY —N—ATEITINET,

O Port
Port:* 895 Protocol: TCP ~  Weight(w):* 1 [CIHo 5L @ aAdd
Connection Limit{CL}): 8000000 Logging Connection Resume(CR): i@ update
Server Port Template(SPT): default ~  Stats Data(SD): @ Enabled ) Disabled @ Delete
Health Monitor{HM): @ (defauli) ~ O Follow Port; TCP @ Enable
Extended Stats(ES):: ) Enabled @ Disabled € Disable
0o Port |Protocol|CL CR W |NoSSL |SPT HM SD |ES
[ |@ |993 |TCP 8000000 @ 1|9 default (default) o0

EXCHANGE IMAP4 H—ERXJ JL—T DERL
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e Exchange IMAP4 #—/\—F® TCP $—ERJ IL—THERLET, Y—ERTIL—TDLHTZEA
ALtz [Typel ROy T AU RMS[TCPIERIRL . O—R NSV S 7T X LELT[Least
Connection|%;2#RLET . & Exchange IMAP4 H#—/\—%  ZDH—E X5 JL—FIZH—k 993 TZI
YHTTLEELY,

¢ Web GUI #{#R9 %154 : [Config Mode] > [Service] > [SLB] > [Service Group]

Service Group

Mame: * |Exchange-IMAP4S |

Type: TCP -

Algorithm: [LeastConnection ]

Health Monitor: -

0 Server

IPv4/IPVE: @1pva O 1Pv6

Server:* Exchange?2 - Port: * @ add

Server Port Template(SPT):  default - Priority: 1 - f;gl Update

Stats Data: @ Epabled O Disabled @ Delete
= Server Port SPT Priority | Stats Data @ Enable
[ [ |Exchanget 993 default 1 (] €3 Disable
[ @ |Exchange2 993 default 1 ]

¢ CLIZERIZBE:

AX (config) #slb service-group Exchange-IMAP4S tcp
AX (config-slb svc group) #method least-connection
AX (config-slb svc group) #member Exchangel:993
AX (config-slb svc group) #member Exchange2:993

D.

EXCHANGE IMAP4 M /IN—L AT ZADYERK

: Exchange IMAP4 [EE D KSEN— RATUREMBEELFE R A,

EXCHANGE IMAP4 @ VIP D {ERL

IURA—H—ATFHERT S IP FRLRELBRE IP PRLZ (VIP) EAERLET .

e VIPDOARIZAAL.IPFRLRZAALET,
¢ Web GUI ZFH9 %154 :[Config Mode] > [Service] > [SLB] > [Virtual Server]
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General

Name: |Exchange-IMAP4S ] O wildcard

IP Address or CIDR Subnet: * [10.0.1.74 | @ipva ©ipve
Status:

.@ Enabled ) Disabled

¢ CLIZERTZIGA:

AX (config) #slb virtual-server Exchange-IMAP4S 10.0.1.74

BRA4FTELTTCP, R—BEFELT 995 #EEL TR—IEEBML, Y—ERTL—TEERLET,
¢+ Web GUI #9535 4 : [Config Mode] > [Service] > [SLB] > [Virtual Server] > [Port]

Virtual Server Port

Virtual Server: Exchange-IMAP4S

Type: =

TCP -
Port: * 93
Service Group: |Exchange—IMAF’4S - |
Connection Limit: [O(zoo0000 Drop Reset Logging

¢ CLIZERIS5E:
AX (config-slb vserver) #port 993 tcp

AX (config-slb vserver-vport) #service-group Exchange-IMAP4S

F ({E B R %E) EXCHANGE IMAP4 #—/3\—@) SSL A 70—K

AT avEFERATDHE, TURI—H—(F IMAPAS Z{F>TH B ® Exchange IMAP4 H—E R [ZHE#HLE
FH. AX X IMAP4 Z{F 5T IMAP4 H—/N\—IZEHi T 5 K512 Y ., b—/N—m5 SSL A4 T7O0—FEnET,
e  FRhEh® Exchange IMAP4 Y7 JLH—N\—ITxLTHR—k 143 Z24ERLET .
¢ FlEaTH—/N\—FR—r993% 143 TEZHZET,

Exchange IMAP4 H—/N\—D A AEET AN 312012 AN REZA—TUTU—rEERLET

AX [& IMAPA N LRF % R—bLTLVET,
BE IMAPA ANLRF v EFERATED D&, Exchange IMAP4 H—/\—HTTFL—2 7%
AAT AU (BRI 1Z2ERT 5 ESICERASN TLSIHEE T TT ([Exchange

Management Console] > [Server Configuration] > [Client Access] > [IMAP4] >
[Properties]) .

A‘B Networks / Customer Driven Innovation // A 54



Microsoft Exchange Server 2010 B#EEH (K

IMAP4 Properties

. Generall Binding Authentication | Connection I Fietriesal Settingsl

Logon kMethod

Specify the security zettings to use far incoming connections.

*  Plain text logon [Bazic authentication]. Mo TLS connection iz required for the
client to authenticate to the server.

£ Plain text authentication logon [Integrated Windows authentication]. Ma TLS
connechion is required far the client bo authenticate o the server.

£ Secure logon. & TLS connection is required for the client to authenticate to
the server.

#.509 certificate name:
IE schange]

ZhiE Exchange DT 74 LD TIZE W= COFIETIE IMAP ALRFIv (I ERLERE A £
Y(Z. Exchange IMAP4 H—/\—[&7R—k 143 TTCP AN ARF v IEFRALTTARSINET , —/—D
TCP RAY I ETANT B1=DICERADANILAE=ZA—ZERTAREEHYFET A COTAMI. TIHILLD
ANLREZA—FFALTYT LY —N—ATERITINET,

e Exchange IMAP4 H#—/\—F® TCP Y —ERJIL—TE#ERLET . Y—ERTIL—TDRRTEA
ALtz [Typel FEyTH DU ZARDS[TCPIEEIRL., A—KR/N\SU LU T 7 ITY X LEL T Least
Connection]##IRLET . & Exchange IMAP4 H—/\—%, ZDH—E X )L—TIZFR—b 143 TEI
YL TTZELY,

¢ FlE c THETE"Exchange-IMAPAS" M 5 "Exchange-IMAP4"[ZZEE L, iR—F% 993 M5 143
ICERLTIZELY,

o IMAP4 H—/\—D/\T )y IEAE/MEREE AX~NAUR—MET,
F SO VIPIZIE, BETESMHELIZITANGWT IV T—230 N7 IR T 50 HeEN H 51
O (EHETELHIRELAETILELIHYET,
¥ :Exchange IMAP4 AN SEEBAE/EZ TV RR—MF HAEITDONTIE.
http://technet.microsoft.com/en-us/library/bb676455.aspx S B L Ty,

¢ TExchange 7547 b7 XD #%E - Outlook Web ApplDIZEERILTT,
¥ EEBAE A &L Timap4-cert-key". #5447k SSL T FL—k £ £LT'IMAP4-Client-Side"
#HREL, —/\—SSL TFUIL—FR(XFERLEE A,

e Exchange IMAP4 @ VIP D {ERK
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¢ FlE e THERLE VIP R—FE, B4 FH SSL-Proxy DR—k 993 TEZ#Z . —ERXF IL—

FTEOFAT U SSL TFUTU—REERLET

¢ Web GUI 2{#R9 %154 : [Config Mode] > [Service] > [SLB] > [Virtual Server] > [Port]

Virtual Server Port

Virtual Server: Exchange-IMAP45
Type: * | sSL-Proxy - |
Port: * foo3 |
Service Group: | Exchange-IMAPA4 ~|
Connection Limit: [[[zoo00000 | @ Drop Reset [/|Logging
Client.SSL Template: |IMAP4Client-Side -|
Server-S5L Template: -

¢ CLIZERYZEE:

AX (config-slb vserver) #port 993 ssl-proxy

AX (config-slb vserver-vport) #service-group Exchange-IMAP4
AX (config-slb vserver-vport) #template client-ssl IMAP4-Client-Side

2.9.2 R DR

A. SSLA7O—K7% L0 EXCHANGE A AX D E{EFER

VIP DRAT—ARRE, FDAVN—IBEP THHEEHRLES,
e Web GUI #{EA9 5154 : [Monitor] > [Service] > [SLB] > [Virtual Server]

H = Name Connections Packets Bytes
“| Current | Total | Forward | Reverse < Forward | Reverse
=& Exchange-IMAP45/10.01.74 [H 0 0 0 0 0 0| [
L) TCP/993 = 0 0 0 0 0 0| [#5
(] 993 (Exchangel) 0 0 0 0 0 0
@ 993 (Exchange2) 0 0 0 0 0 0
. CLIZERJ3ESE: AX#show slb virtual-server Exchange-IMAP4S
AX#show slb service-group Exchange-IMAP4S
AX#show slb server [Exchangel | Exchange2]
AX DENEHERR
e IMAP4 BFA—)LUZ5A4 T &ERALT Exchange IMPA4 [Z7JEALET,
E’I:,\

B. SSL A 70—K#Y®D EXCHANGE ACTIVESYNC FB AX O B Ve fe 2
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VIP DRAT—RRE, ZTDAVN—DBEPTHHILEHERLET .
e  Web GUI #{#E A9 5154 : [Monitor] > [Service] > [SLB] > [Virtual Server]

J Name Connections Packets Bytes
Current Total | Forward Reverse {Forward Reverse
¥ |Exchange-IMAP45M0.0174 [E 0 0 0 0 0 0| [
4 SSL-Proxy/993 = 0 0 0 0 0 0f &4
o 1432 (Exchange2) 0 0 0 0 0 0
o 143 (Exchangel) 0 0 0 0 0 0
) CLIZ #3555 AX#show slb virtual-server Exchange-IMAP4S
AX#show slb service-group Exchange-IMAP4
AX#show slb server [Exchangel | Exchange2]
AX DENERESR

o IMAP4AEFA—IIUZA4 T +EERLT Exchange IMAP4 IZ79EALET,

2.10 EXCHANGE 547 b7 72X D %% - EXCHANGE WEB #—E X

Exchange Web H—E X (EWS) [£. Exchange D=2 Web ¥ —E X API 12t 3 50> R—R U+ TT,

AX [E. OWA LRILFIRZE EWS IZRELET , COGEFIRMSNDIDIERDIDTY,

e Exchange EWS H—/A\—DA—KRN\SU U5 LR A%

AX [EFE. FERETUTOMNRBIRETEET,
o UE—FIVRA—H—DLRARIRIAL LEEHBLT -2 2—0OFEIIEFEHAEZEIETS HTTP
s
e Exchange EWSSSL #78—FKIZ&5H—/\—T® CPU &AE—DERAZHIRE

2.10.1 AX O

;¥ : Outlook Anywhere E7=[& Exchange ActiveSync H—E RIZEILC VIP 2 H3 %158 1%. 2.14TE—0
VIP Z{# 3 2 D Exchange ¥ —E R 1ZSBL TS,

o [Exchange 7547 b772AD%EE - Outlook Web App1DIFELRELTY .

A‘g Networks // Customer Driven Innovation // A >/



Microsoft Exchange Server 2010 FA#E&EAH (K

2.10.2 RO

e [Exchange 2547 b7 XD E - Outlook Web ApplDIFEERILTY .
¥ : VIP "https://mail.example.com"Z AL T Web Ht—E RIZF7 VAL TLZELY,

2.11 EXCHANGE 754777 AD%E] — AUTODISCOVER

Autodiscover &, Outlook 2007/2010 9547 rD B SNEREATEEIZLET,

AX (&, OWA LECH| ;% Autodiscover [TIRIELFE T, COGERHEINLIDIXRDEDTT,

e  Exchange Autodiscover 4 —/A—DO—KF/N\SU YU 5 LS At

AX [FFE FEERETUTOM RBIRETEET,
o JE—FIVFA—HF—DLRARUVRIA LEEHBLT 2 2—DOFEIEFERAEZEIRTS HTTP
i
e Exchange EWSSSL #70—KI[Z&5H—/3—T®D CPU LAE—DEHAZHIH

(2111 AX O#ER

i¥ : Outlook Anywhere FE7=z[& Exchange ActiveSync H—E RIZEIL VIP #E A3 5154 (%. 2.14TBE—D
VIP #{F 3 %% D Exchange ¥ —E R 1S BL TS,

e [Exchange 7547 b7 72ZADEE - Outlook Web App1DIFELRLTY .
F NV RTFUORERETT (FIE d [ERXFYTLTLZELY),

2.11.2 HEHOHER

http://technet.microsoft.com/en-us/library/bb123573.aspx S B L TLEE0Y,

2.12 EXCHANGE 9547 7O ADERE — #7540 7KL RIRE

F 7547 RKL X1E (OAB) IZ. Microsoft Outlook @) 1 —H—HH—/N—HSEEEh TOAEHLT7RFL X5
IZ7IERTELELSCZTBEHIZAHYO—RENF-FRLRAYRFDESDIE—TT,
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OAB #9547 haVEa—3—~BHTBIZIL. KD 2DODHENHYET,
e  WebR—XDEH
o  NITYYIIA WA —IZ&KDERH

AX [E. Autodiscover ERILFIm% OWA IZIRHELET , COGSRHSINDIDIZIRDED T,

e  Exchange Autodiscover 4—/A\—DO—KN\S L 5 LEal Bt

2.12.1 AX DK

o Web R—RDEMMDIES [Exchange V51477 RXD#%E| - Outlook Web App  DIHE ERIL

<7,
e RTUYHTALE—IZEBEADBE [Exchange 5517 IR TS 2 ROEH - RPCIDHA LFL
<Y,

2.12.2 HEHOHEER

http://technet.microsoft.com/en-us/library/bb124351.aspx S BL TS0y,

2.13 EXCHANGE Ty rSVRAR—bH—/N—D&E| - SMTP
Exchange Ty bV AR—b—N—DFENE SLER DAY E—TVITH L TR/NNLRERE LUR KT ILE
DUTHEEFTL, Ave—So RS —tx 2 T4R) o —%FERALET,

AX[ERD ISR REL=6LET,

e Exchange Anywhere 4—/\—DAO—K/N\S U5 EERT AN

SHIS.EERETUTOLIIGF RL/FONET .

e Exchange SMTP H#—/\—T® CPU &AE—DERAEZHIFET S TLS(STARTTLS) A 7A—F

2.13.1 AX O

A. EXCHANGE SMTP Y7 LY —/N\—D{ERL
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o [Exchange 2547 b7 XD #EE| - Outlook Web ApplDIFEERILTY .

B. EXCHANGE SMTP AJLRFTyy DR

e Exchange SMTP H#—/N\—®D A A ET AT 3zDIZ ANREZA—TUTL—rEERLET . A
WARAEZA—TUTL—FDRBEANL. FLTELT SMTP ZEIRL. FASUEIBELET,

¢+ Web GUI #EA9 5154 :[Config Mode] > [Service] > [Health Monitor]

Health Monitor

Name: * Ihm-smtp I
Retry: 3
2 Method
Override IPv4:
Override IPv6:
Override Port:
Method: @ Internal 0 External
Type: |smTR |
Port: 25
Domain: * lexample.com |

¢ CLIZERT5EE: aAxX(config)#health monitor hm-smtp

AX (config-health:monitor) #method smtp domain example.com

c EXCHANGE SMTP 4 —E X4 JL—TF D Rk

e [Exchange 7547 b7 02AD%EE - Outlook Web App1DIFELERLTY .
i1 : ART&ELT'Exchange-SMTP-http" . AJLREZA—EL T'hm-smtp"##5E L TKIEELY,

D.  EXCHANGE SMTP /58— X7 A DR
: Exchange SMTP [EED LG /N—S ATV AL EELFEE A,

E. EXCHANGE SMTP @ VIP M {ERk

o IVURA—HY—MNF7IOERTBIPTRLRELGDRE IP FRLRA(VIP)&ERLET .
¢ VIPOARMZEAAL.IPPRLREASALET,
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o Web GUI {9 %154 :[Config Mode] > [Service] > [SLB] > [Virtual Server]

General

Name: * [Exchange-SMTP | [ wildcard

IP Address or CIDR Subnet: * l10.0.1.74 | @ipva Tipve
Status: @ Enabled ) pisabled

o CLIZERATSEE: AX(config)#slb virtual-server Exchange-SMTP 10.0.1.74

o AATELTTCP.R—IEBLLT 25 #HBELTR—tEEML, Y —ERTIL—TEZERLET,
¢+ Web GUI #E A 5154 : [Config Mode] > [Service] > [SLB] > [Virtual Server] > [Port]

Virtual Server Port

Name: Exchange-SMTP

Type: ® TCP -

Port: * IZE‘—I

Service Group: |Exchange—SMTF’ hd |
Connection Limit: [© [zpoo000 @ Drop Reset Logging

¢ CLIZERY5EE: AX(config-slb vserver) #port 25 tcp

AX (config-slb vserver-vport) #service-group Exchange-SMTP

F ({EBEHE)EXCHANGE SMTP H#—/\—) TLS A 70—k

: ZDFATLavEERT HEL Exchange SMTP H—E R [THERTAIVRA—H—IZRHLTAX BN TLS 7o+
AZERME (F = (L&) TEFE T, =1=L. Exchange Y —/\—[& SMTP [ZDUVT TLS AL THERENET,

e TLS(STARTTLS)®HY®D SMTP 7Ot REE&ET A=0IZ. SMTP T TL—rEERLET,

¢ FUTL—FDARIEANL, STARTTLS AT avIc§ bhiaHEIT 20 EIEEL T, —3—
FALEAALET,

o Web GUI #9554 : [Config Mode] > [Service] > [Template] > [Application] > [SMTP]

SMTP

Name: * |STARTTLS-SMTP |

STARTTLS: |© Disabled © Enforced @ Optional |

Command Disabled: Clexpn CTurn  [CIvrry

Server Domain: |eample com |

Service Ready Message:
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o CLIZERAT5HE: AX(config)#slb template smtp STARTTLS-SMTP
AX (config-smtp) #server-domain example.com
AX (config-smtp) #starttls optional

e SMTP RIZEIRAE/MERE AXNAUR—MLET,
3¥:0utlook TlE, EETEDLZERAYDIIAENGLTHIEAS DA—ILRYIRIZT IR TEET
(Outlook TIRRENIZEBEINTUWEWEREFZ T ANS T TEARET ) 1L, Y547 D
Outlook IS DY Iz 7Z2FERALTLT, EEESNTLVEVWGIAEE R (TAND A T3 #R #L
TWAEWNMEEEHYET LEN>T. TLS HYD SMTP TIXEETEAIHELXF AT I L HE
HLETF .

¢ [Exchange 2547 h7 XD EE! - Outlook Web App 1 DIFEERILTY,
¥ EEBAZ A &L T'smtp-cert-key", 754 F bk SSL T FL—b & ELT'SMTP-Client-Side"&
BELTEEL,

e SMTPVIP T, TCP R—IFE2UTDXIIZBEEHZFET,

¢ BATH SMTP THR—rE S M 25 DR—rEEBML. Y—ERTIWV—TF 954 F7L SSLTUT
L—hk. BEUP SMTP FUTL—FEZEIRLET,

o Web GUI Z{# B9 %154 :[Config Mode] > [Service] > [SLB] > [Virtual Server] > [Port]

Virtual Server Port

Hame: Exchange-SMTP

Type: * ISMTFI - I

Port: * E5 I

Service Group: |Exchangs-SMIP ~|

Connection Limit: [© [zpoo000 @ Drop Reset Logging
Client-SSL Template: [oWA-Client-Side ~|

SMTP Template: |sTARTTLS-SMTP -]

o CLIZERT5HIHE: AX(config-slb vserver)#port 25 smtp
AX(config-slb vserver-vport)#service-group Exchange-SMTP
AX(config-slb vserver-vport)#template client-ssl OWA-Client-Side
AX(config-slb vserver-vport)#template smtp STARTTLS-SMTP

2.13.2 RO

A. TLS #78—Fk7%L MO EXCHANGE SMTP F AX O Eh{EHERR
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VIP DRAT—RRE, ZTDAVN—DBEPTHILEHERLET,
Web GUI #{E A9 5154 : [Monitor] > [Service] > [SLB] > [Virtual Server]

A 5 Name Connections Packets Bytes
- | Current | Total | Forward | Reverse “{Forward | Reverse <}
[C]|€» |Exchange-SMTP/10.0.1.74 = 0 1 18 18 23K 3K| [
o TCPi25 = o 1 18 18 23K 3K| [
1) 25 (Exchangel) 0 g 100 a0 8.5K 10.3K
o 25 (Exchange2) 0 7 115 107 11.2K 12.8K

o CLIZERTSEHE:

AX#show slb virtual-server Exchange-SMTP

AX#show slb service-group Exchange-SMTP

AX#show slb server [Exchangel | Exchange?]

AX DENERESR

Outlook F-[EFEEDA—IIFATUrEERALT SMTP 2L TEFA—ILEEELFET .
¥ :Exchange ' SMTP H—E XIZDWVT TLS #EELAZIFTANGWNEEIL. 54TV TTLS &

AL TS, 72E 2 [X Outlook 2007 DIF{E I, [Tools] > [Account Settings] > [Edit email] >
[More Settings] > [Advanced] TR ELE T,
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Internet E-mail Settings

| General I Outgoing Server | Connection | Advanced |

Server Port Mumbers

Incoming server (POP3): 995 IUse Defaults

This server requires an encrypted connection (S5L)

Qutgoing server (SMTF):

Use the following type of encrypted connection: u
Server Timeouts
Short —J Long 1minute
Delivery

Leave a copy of messages on the server
Remove from server after 1 ~| days

[ remove from server when deleted from 'Deleted Items'

[ Ok, ][ Cancel ]

B. TLS #70—K %Y D EXCHANGE SMTP F AX D Ei/EREE
VIP DRF—ARE. ZDAN— DB THHEERBLET .
e Web GUI #FE AT 5154 : [Monitor] > [Service] > [SLB] > [Virtual Server]

Connections Packets Bytes
[ | Name =
Current 73 Total J{Forward T Reverse TjForward ©Reverse =3
[[1|€» |Exchange-SMTPA0.0.1.74 = 0 0 0 0 0 0| [
Q@ SMTP/25 = 0 0 0 0 0 0| &
(4] 25 (Exchangel) 0 8 100 20 8.5K 10.3K
o 25 (Exchange?2) 0 7 115 107 11.2K 12.8K
° CLIZ #3555 AX#show slb virtual-server Exchange-SMTP

AX#show slb service-group Exchange-SMTP
AX#show slb server [Exchangel | Exchange?2]
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AX DEJERER

e Outlook £=[FEBEDA—ILISATUraFERALT SMTP ZNLTEFA—ILEEELET,
7 :Exchange H' SMTP H—E X[ZDU\T TLS #EFGELAZITANLGWNESIE. V54T VT TLS &
BHIZLTLESLY,

2.14 BE— @D VIP 2 H3 5E 3D EXCHANGE ¥ —E X

Microsoft Exchange (. 2454 —E X (RPC, POP3 2 &) IZIFEFNENEXD TCP AR—rEFEALET . 1=
2L BT D 5 DDOH—ERIZDWTIE, RILC TCPR—k 443 #@L-7 UV AMMERSINFET

e Outlook Web App (BXUZDATLarDH—E X THH Exchange A~ kEA—)L/IR)L)
e  Outlook Anywhere

¢  Exchange ActiveSync

e  Exchange Web #—E X

° Autodiscover

NEDIZATUNTIEADRENZDVWTENENELSL VIP T CAFZEFEHATHILT. BEIERY—
ERZENZBELT, X714 . BER. bXUO—FRN\SULUTIZDODNWTHENDEREEERITHENTE
F9, =L MBI &> TIEINSM Exchange Y—E XL TRIL VIP 2 ER I 20 ELNHSHH5ELHY
EX 8

AX [EZDESHERB Y R—FLTEY. RO&SLEFRELHLET,
e Exchange H—/N\—@OO—K/N\S L 5 LS A%

IHIZ. EEERETUTOLILGIAE/EONET,
e  ExchangeSSL A 70—RIZ&DH—/\—T®O CPU &AE)—DFEREHIHE

T COBRTIEAX FUTORRZRELEE A
e HTTP[X#&
e HTTPYSATUL®D HTTPS ADYSA ALY (OWA &£ ECP DI5A)
o lowa"EEATLVELYIRRAD" /owa"D BN
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2.14.1  RIC EXCHANGE #—/\—LI[Z%% OWA + OA + EAS Y —E XA E—0 VIP
EERTHEED AX DERK

A. EXCHANGE U7 L4 —/N\—D1ERL
o TExchange 7547 h 79+t AMDEE - Outlook Web App 1 DIHEERLTY

B. EXCHANGE ~NJLRFTv5 DR

« TExchange #5477 4 £ZMD{&E - Outlook Web App DB EERLTY .
X A BTEL T'hm-exchange-https" &35 EL T LY,

C. EXCHANGE #—ER¥ L—T DA

e [Exchange 7547 b7 XD E - Outlook Web App 1 DIFEERILTY .
¥ : AR &L T"Exchange-https”. NJLREZA—EL T"hm-exchange-https"Z 415 E L T &Y,

D.  EXCHANGE D/S—YRFURADER

: E:20 VIP IZIE, Cookie #HR—bF BT /NA REHR—FLEWTNARET IR T B0, V—X IP /83—
CATUREERAT A EEBEIDLET,

e [Exchange 7547 b7 72ZADEE - Outlook Anywhere IDI5FEERLTY,
E V=R IPIR—V AT U RAM AT EL Tpersist-exchange-https" &3 E L TS,

E. USH—NR—0STUSERBBERD AX ALK~k

SECOVIP I EETESTRELAHHE—FLTOENT A AT 2R T B0 (SHETEHIRES
AETHRENHYET.

o [Exchange 7547 b7 72ADEE - Outlook Web App1DIFELERLTY .
;¥ BEBAE 4 &L T'exchange-https-cert-key"#38EL . 2547k SSL T FL—bRELT
"exchange-https-Client-Side", 4—/3—SSL 5> FL—k4 &L T'exchange-https-Server-Side"# 1§
EL TS,

E. EXCHANGE O VIP O e

o [Exchange 7547 b7 XD EE - Outlook Anywhere |DIEEERILTY
S8 BELT Exchange"EA AL, B4 TH HTTPS MOAR—b 443 %BML T, $y—ERFT IL—F &L
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T"Exchange-https", Y—2X IP I"—=Y RAFU AT FL—kEL T'persist-exchange-https". 7547~
k SSL 7> FL—k &L Texchange-https-Client-Side", #-—/3—SSL 7> FL—k &L T'exchange-

https-Server-Side"%:&RLET

¢+ Web GUI #9535 4 : [Config Mode] > [Service] > [SLB] > [Virtual Server] > [Port]

Virtual Server Port
Name:

Type: *
Port: *
Service Group:

Connection Limit:

Client-55L Template:
Server-S5L Template:
Connection Reuse Template;
TCP-Proxy Template:

Persistence Template Type:

Exchange-OWA

|HTTPS ~|

243 |

I Exchange-https vl

[ (s000000 Drop Reset Logging

|Exchange-hitps-Client-Side ~
LExchange hties-Server Side |

-

-

Source IP Persistence Template -

Source IP Persistence Template: persist-exchange-https -

¢ CLZzEAYIEAE:

AX (config-slb vserver) #port 443 https

AX (config-slb vserver-vport) #service-group Exchange-https
AX (config-slb vserver-vport) #template client-ssl Exchange-
https-Client-Side

AX (config-slb vserver-vport) ftemplate server-ssl Exchange-
https-Server-Side

AX (config-slb vserver-vport) #template persist source-ip
persist-exchange-https

G (FE % 7F) EXCHANGE H—/\—® SSL A7A—K

: AT avEFERTDE TVRA—HF—IE HTTPS 2> TH& BH M Exchange H—E R [ZHE#HELET A
AX & HTTP Z{>T Exchange %—/\—I[Z#&#x 9 5 KII24GY | —/\—H5 SSL A A TA—FEhFET,

e  ETIENO Exchange OWA/OA/EAS )7 L H—/—IZxtLTR—k 80 #4ERLFE T,
¢ [Exchange 7547 b7 AD#%E| - Outlook Web App 1 DIFEELRILTY,

Exchange OWA/OA/EAS H—/N\—DaAMEET AT 1202 ALREZA—TFTUTL—MEERLET . A
IWREZRA—FTUTL—rDRAREANL BALTELTHTTP ##IRL. URL ELT'GET "&&81IRLET .
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o [Exchange 2547 b7 XD #EE| - Outlook Web ApplDIFEERILTY .
¥ : A RTELT"hm-exchange-http" &g EL T ELY,

e  Exchange OWA/OA/EAS H#—/\—F® TCP H—ERT IL—TE#ERLET . H—ERTIL—T D%
BIZAALI#&. [Typel FAYTE YUY RRHS[TCPIERIRL, A—K NSV T FITYXLELT
[Least Connection]&:ERL . ANILRE=S—%EIRLET , & Exchange OWA/OA/EAS H—/3—%
ZOHY—ERTIIL—TER—b 80 [ZEIY HTTLIZELY,

¢ [Exchange 7547 h7 XD EE| - Outlook Web App 1 DIFEERILTY
7 A& L T'Exchange-http". AL REZ=S4—EL T'hm-exchange-http"Z35E L TFZE0Y,

e OWA/OA/EAS @ VIP T, HTTP H—N—HMNETEH—ERT I —F%:EIRL TH—/—SSL F7F
L—hEBIBRLET , Sl AX A HTTP Z{# AL T OWA/OA/EAS H—/N\—E@ETB-0HTY,

¢ [Exchange 954779 2ZAMEE - Outlook Web App1DIFEERLTY
I Y —ERJ IL—TFEL T Exchange-http" &35 E L TLIEELY,

e Exchange OWA/OA/EAS H—/A\—T SSLA7O—F&#EAMIZLET,
http://social.technet.microsoft.com/wiki/contents/articles/how-to-configure-ssl-offloading-in-
exchange-2010.aspx S BB L TSN,

2.14.2 2715 EXCHANGE —/\—LE[Z% 5 OWA + OA + EAS H—EXAMNE—® VIP
#FERHTHEED AX DIER

A. £H—ERXA®D EXCHANGE )7 LY —/A\—DERK
e  Outlook Web App
¢ T[Exchange 9547 b7 ADEE| - Outlook Web App 1 DIHFEERILTY,
e  Outlook Anywhere
¢ T[Exchange 954777 XD%EE| - Outlook Anywhere |IDZEERLCTY,
e  Exchange ActiveSync

¢ [Exchange 9547 b7 U2AMD%E| - Exchange ActiveSync IO H&ERIL T,

B. &H—FE ZFAD EXCHANGE AN JLRF v DIER
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Outlook Web App
¢ [Exchange 7547 h7 XD EE| - Outlook Web App 1 DIFEERILTY
e  Outlook Anywhere
¢ [Exchange 7547 b7AD%EE! - Outlook Anywhere IDIGEEEILTY,
e  Exchange ActiveSync

¢ T[Exchange 95477 AD%&E| - Exchange ActiveSync |DIHEERLCTT,

c. EXCHANGE 4 —E X5 )L—F DR
| e  Outlook Web App
¢ [Exchange 2547 h7 XD EE - Outlook Web App 1 DIFEERILTY,
e  Outlook Anywhere
¢ [Exchange 7547 b7 AN %EE! - Outlook Anywhere IDI5&EEEILTY,
¢  Exchange ActiveSync

¢ TExchange 95477 AD%E| - Exchange ActiveSync |DIHEERLCTT,

D EXCHANGE 0 /8—> X7 XD
BHSAPURT LR (OWA. OAL EAS) Tl. ThERBRE DY —N\—2 AT IBENRBYET,

BEDISATUNTIEREXMIGT B ED Exchange H—/A\—~YSEALLIRTBIZIE, aFleX BMEHASINhZE
ER

o BEDISATUINERIETBEEDH—ERTIL—TAYEALLHIMTBIZIE, aFleX RS —H e/
LE9,
Z® aFleX RYL—IFUT D KSIZHYET,

when HTTP REQUEST {

# Outlook Anywhere Clients

if { [HTTP::header "User-Agent"] contains "MSRPC" } ({

pool Exchange-OA-https

# Exchange ActiveSyncActiveSync Clients

} elseif { [HTTP::uri] contains "Microsoft-Server-Active-Sync" }
{
pool Exchange-EAS-https

# Outlook Web Apps Clients

} else {
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pool Exchange-OWA-https
}

¢ Web GUI #E AT 5154 : [Config] > [Service] > [aFleX]

aFleX
Hame: * |persist+rttps-per—access |

when HTTF BEQUEST {

# Cutloock Anywhere Clients
if { [HITP::header "User-Agent"] contains "MSRPC" } {
pool Exchange-ORh-https

# Exchange Active Sync Clients
t glseif { [HITP::uri] contains "Microsoft-Server-Active-Sync” } {
Definition: * pool Exchange-EAS-https

# Cutlook Web Apps Clients
} else {
pool Exchange-OWA-https

¢ CLIZERT5EE: AX(config)#import aflex persist-https-per-access
tftp://10.0.1.10/persist-https-per-access.txt

BOFATIRD Y —IN—1R— ZTFUR

E:20 VIP IZIE, Cookie ZHR—LF BT /NA REYR—FLEWT NS RETIERT B0, V—X IP /13—
DRATUREFERTBEEESBOLET,

e [Exchange 7547 b772ZXDEE - Outlook Anywhere IDI5FEERLTY,
E V=R IPIR—V AT U RAMATRIEL Tpersist-exchange-https" &3 E L TS,

N—=DRTUR%EFERLT Exchange Y —/N\—RBTEEZ LVBIZE ST 5HEIZDONTIE, (H# A6 %S
BLTLI=ZELY,

E. USH—N—0/TUyIEAE/HERD AX ~ADA K~

SECOVIP I EETESTRELAHHE— L TOENT AR T IR T Bl ZHETEHIREE
AETHRENHYET.

e [Exchange 7547 b7 02ADEE - Outlook Web App1DIFELRLTY .
;1 BEBAE 4 &L T'exchange-https-cert-key"#$8EL . 2547V SSL TFoFL—bHELT
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"exchange-https-Client-Side", #—/3—SSL 7> L —F4£ &L T'exchange-https-Server-Side"# &
FELTLEEY,

F. EXCHANGE O VIP D4

o [Exchange 7547 b77AMD%EE - Outlook Anywhere IDI5EERELTY,
¥ :8BEL T Exchange"E A AL, BATH HTTPS MAR—k 443 ZBML T, H—ERTIL—FEL
T"Exchange-https", aFleX &L T'"persist-https-per-access", Y—2X IP IS—S ATV AT TL—bhE
L T"persist-exchange-https". 254 7>k SSL 7 FL—k&L T'exchange-https-Client-Side".
H—/3—SSL FoFL—kEL T exchange-https-Server-Side"#ZIRLE T,

¢ Web GUI ZEH9 %15& :[Config Mode] > [Service] > [SLB] > [Virtual Server] > [Port]

Virtual Server Port

Hame: Exchange-OWWA

Type: * [HTTPS ~ |
Port: * [443 |
Service Group: |Exchangehﬂps vl
Connection Limit: (@ [zpo000D @ Drop Reset Logging
aFleX: I persist-https-per-access - I
Client-SSL Template: |Exchange-https-Client-Side -]
Server-SSL Template: LExchange-httos-Server-Side -1
Connection Reuse Template: -
TCP-Proxy Template: -
Persistence Template Type: Source IP Perzistence Template -
Source IP Persistence Template: persist-exchange-https -

¢ CLIZERIZBE:

AX (config-slb vserver) #port 443 https

AX (config-slb vserver-vport) #service-group Exchange-https
AX (config-slb vserver-vport) #aflex persist-https-per-access
AX (config-slb vserver-vport) #template client-ssl Exchange-
https-Client-Side

AX (config-slb vserver-vport) #template server-ssl Exchange-
https-Server-Side

AX (config-slb vserver-vport) #template persist source-ip
persist-exchange-https

6. (EBBRE)EXCHANGE #—/\— SSLATO—K
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AT avEFERTDHE, TVRA—H—(X HTTPS > TE B ® Exchange Y —E R[ZHEGELET A,
AX I& HTTP > T Exchange Y —/\—[Z##E 9 5 &512745Y . —/\—h5 SSL B ATA—FEnFET,

e  FhEFhd Exchange OWA/OA/EAS 7 ILH—/\—IZxtLTR—bk 80 #ERRLET
¢ Outlook Web App
o [Exchange 7547 r7 XD #EE! - Outlook Web App1DIHFEELERILTY,
¢ Outlook Anywhere
o [Exchange 754777 XD%&E! - Outlook Anywhere |IDHZEERILCTY .
¢ Exchange ActiveSync

o TlExchange 7547 h7 02 AM%&E| - Exchange ActiveSync IDI5&ERILTY .

e Exchange OWA/OA/EAS H—/N\—Da A ET AN 51=BIC NLRE=ZZ—TUTL—rEERKL
FTAILREZALA—TUIL—FDRREAAL. BATFTELTHTTP #84IRL . URL ELT"GET /"%
BIRLFET,

¢ Outlook Web App

o [Exchange 2547 r7 XD #EE! - Outlook Web App1DIF&EERILTY,
¢ Outlook Anywhere

o TExchange 9547 k7 AD%E| - Outlook Anywhere |IDHEERLCTY .
¢ Exchange ActiveSync

o TExchange 95477 2 ADEE| - Exchange ActiveSync D& ERILCTY .

e  Exchange OWA/OA/EAS H—/\—F®D TCP Y—ERJIL—TH#ERLET . H—ERTIL—T D4
BIZEAALIz&. [Typel FRAYTE IV RRDS[TCPIERIRL. A—RN\SU ST FITYXLELT
[Least Connection]&ZEiRL . NILRE=ZA—FEIRLET . & Exchange OWA/OA/EAS H—/\—% .
ZDY—ERT IL—TFER—F 80 IZEIY HTTLESLY,

¢ Outlook Web App

o [Exchange 2347 r772ADEE! - Outlook Web App 1 DIHFELFEILTY
¢ Outlook Anywhere

o TExchange 754727 H2AD%EE] - Outlook Anywhere | DIFAERL T,
¢ Exchange ActiveSync

o TExchange 254779t AMD%E| - Exchange ActiveSync DS AERLTY,
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e aFleX "persist-https-per-access"&#E#L . #FHLL U —/\—F—)L"Exchange-OWA-http".
"Exchange-OA-http". # XU "Exchange-EAS-http"#18ELET

o HTTP %#ERALT OWA/OA/EAS H—/\—LBIET B1=8(. OWA/OA/EAS D VIP T, HTTP H—
N—DET B —ERTN—TEBIRLTH—/\—SSL T TL—rZHIBRLET,

¢ [Exchange 7547 b7 XD EE! - Outlook Web App 1 DIFEERILTY,
Y —E RS I—FEL T Exchange-http"##8 E L TLIE S0,

e Exchange OWA/OA/EAS H—/\—T SSLA7O—F&#EHMIZLET,
http://social.technet.microsoft.com/wiki/contents/articles/how-to-configure-ssl-offloading-in-
exchange-2010.aspx #5 B L TLFZELY,

2.14.3 HEHOHEER

A. SSLA7O0—K7% LM EXCHANGE F AX D E{ErESR
e Exchange Outlook Web App Z#ELET .
¢ T[Exchange 9547 b7 XD EE - Outlook Web App 1 DIFEERILTY,

e Exchange OV rA—JLIARILEFEZELET,

¢ [Exchange 9547 b7 I2AD%KE| - Exchange A hA— LRIV IDIGEERLCTY .

e  Exchange Outlook Anywhere Z#:ELE T,
¢ T[Exchange 954777 XD%EE| - Outlook Anywhere IDZEERLCTY,

e Exchange ActiveSync ZfEZELET,
¢ T[Exchange 954777 ERXD%EE| - ActiveSync1DIFEELRILTY,

B SSLA70—K#Y®D EXCHANGE f AX OB {ERE
. Exchange Outlook Web App ZfESELET,
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¢ [Exchange 2547 b7 XD E| - Outlook Web App 1 DIFEERILTY,

Exchange O bA—L/SRIILEHEZRELET .
¢ [Exchange 9547702 AD%EE| - Exchange A2 FA—)L/SRILIDIFHEERILTT,

Exchange Outlook Anywhere #FEELE Y,
¢ T[Exchange 754777 XD%EE - Outlook Anywhere |IDHE&EERILCTY,

Exchange ActiveSync ZFERLE T,
¢ TExchange 95477 2AD%EE - ActiveSync I DIHZEERIL T,

AX $1)—X Advanced Traffic Manager (&, L F#2# 952 & T Microsoft Exchange ¥ —E X&581ELET,

WERMED R L - DEFXFREBDOREEEBIC Exchange Y—E XFRHLDD. A—FN\SU P T |2
KO TEFEEHRD Exchange H—/N\—[ZHITFLTHEESEZENTEET,

=A% - Exchange 4—E RI&. =& % Exchange Server WA 754/ V2218 & THRIEShE
ER

INTH—IVADRA L - 1=EZIEERHE L SSL A7O0—RLEEDERD Exchange H—/\—&#EbIZ&
Y, IVRFA—H—"&KYREIZ Exchange Y—E RIZF IV ERTEDLSITHYFET,

tXa)F/4DFAL - DDoS WEMNS Y —ERESFYET,
KYFEALEE - RC/XT)vY VIP ENLTERDEL S Exchange Y—E R [Z7 Y ERATEET,

AX V=X B R DM DL TIE. LTESELTIZSLY,

http://alOnetworks.com/products/axseries.php

http://al0Onetworks.com/resources/solutionsheets.php

http://alOnetworks.com/resources/casestudies.php
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A. {8 - AX D CLI ZEH

A.1 EXCHANGE V347 k7 2ZAD#%EE| - OUTLOOK WEB APP

FLUTOBRATIIROEA T avEFERALTVET,
e HTTP X
e SSLATZA—FK
e  HTTPUSAT7UbE HTTPS NS ALY
o owa'EEATUWVEWLWHIIRMI"/owa" &t FMNZ %

slb server Exchangel 10.0.2.161
port 80 tcp
!
slb server Exchange2 10.0.2.162
port 80 tcp
!
health monitor hm-owa-http
method http
!
slb service-group Exchange-OWA-http tcp
method least-connection
health-check hm-owa-http
member Exchangel:80
member Exchange2:80
!
slb template client-ssl OWA-Client-Side
cert OWA-cert-key
key OWA-cert-key
|

slb template persist cookie persist-owa
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!
slb template http tp-compress
compression enable
!
slb template http tp-redirect-owa-https
failover-url https://OWA-cert-key/owa
!
slb virtual-server Exchange-OWA 10.0.1.74
port 443 https
service-group Exchange-OWA-http
template http tp-compress
template client-ssl OWA-Client-Side
template persist cookie persist-owa
aflex insert owa
port 80 http

template http tp-redirect-owa-https

A.2 EXCHANGE 9347 b7t AD#KE — EXCHANGE avkA— )L/ )L
EUTOERTEROEF T avEHERALTOET,

o HTTP[E#

e SSLATA—F

e HTTPYSATUbE HTTPS AUS ALY D

slb server Exchangel 10.0.2.161
port 80 tcp

!

slb server Exchange2 10.0.2.162

port 80 tcp
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health monitor hm-owa-http
method http
!
slb service-group Exchange-OWA-http tcp
method least-connection
health-check hm-owa-http
member Exchangel:80
member Exchange2:80
!
slb template client-ssl OWA-Client-Side
cert OWA-cert-key
key OWA-cert-key
!
slb template persist cookie persist-owa
!
slb template http tp-compress
compression enable
!
slb template http tp-redirect-owa-https
failover-url https://OWA-cert-key/owa
!
slb virtual-server Exchange-OWA 10.0.1.74
port 443 https
service-group Exchange-OWA-http
template http tp-compress
template client-ssl OWA-Client-Side
template persist cookie persist-owa
port 80 http

template http tp-redirect-owa-https
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A.3 EXCHANGE 9347 r7 AN #%EE| - OUTLOOK ANYWHERE

ELUTOERTEIROEF T av&FERALTOET,
e SSLAZO—F

o aFleXuie /I\—YRATFUR

slb server Exchangel 10.0.2.161
port 80 tcp
!
slb server Exchange2 10.0.2.162
port 80 tcp
!
health monitor hm-oa-http
method http
!
slb service-group Exchange-OA-http tcp
health-check hm-oa-http
member Exchangel:80
member Exchange2:80
!
slb template client-ssl OA-Client-Side
cert OWA-cert-key
key OWA-cert-key
!
slb virtual-server Exchange-OA 10.0.1.75
port 443 https
service-group Exchange-OA-http
template client-ssl OA-Client-Side

afleX persist-oa
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A.4  EXCHANGE 9547 b7 AD#EE] - EXCHANGE ACTIVESYNC

ELUTOERTEIROEF T av&FERALTOET,
e SSLAZO—F

o aFleXuie /I\—YRATFUR

slb server Exchangel 10.0.2.161
port 80 tcp
!
slb server Exchange2 10.0.2.162
port 80 tcp
!
health monitor hm-eas-http
method http
!
slb service-group Exchange-EAS-http tcp
method least-connection
health-check hm-oca-http
member Exchangel:80
member Exchange2:80
!
slb template client-ssl EAS-Client-Side
cert OWA-cert-key
key OWA-cert-key
!
slb virtual-server Exchange-EAS 10.0.1.76
port 443 https
service-group Exchange-EAS-http
template client-ssl EAS-Client-Side

aFleX persist-eas
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A.5 EXCHANGE 9347 b7 AD%EE| — RPC

slb server Exchangel 10.0.2.161
port 0 tcp
no health-check
!
slb server Exchange2 10.0.2.162
port 0 tcp
no health-check
!
health monitor hm-rpc-135
override-port 135
method tcp port 135
!
slb service-group Exchange-RPC tcp
health-check hm-rpc-135
member Exchangel:0
member Exchange2:0
!
slb template persist source-ip persist-rpc
match-type server
timeout 480
!
slb template tcp TCP-Aging-Time-rpc
idle-timeout 28800
!
slb virtual-server Exchange-RPC 10.0.1.74
port 0 tcp

service-group Exchange-RPC
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template persist source-ip persist-rpc

template tcp TCP-Aging-Time-rpc

A.6 EXCHANGE 9347 b7t AD%EE| — POP3

EUTOBETEROEF T3V EALTOET,
e SSLATO—F
e POP3ALRFIVY

slb server Exchangel 10.0.2.161
port 110 tcp
!
slb server Exchange2 10.0.2.162
port 110 tcp
!
health monitor hm-pop3
method pop3 username userl password all
!
slb service-group Exchange-POP3 tcp
method least-connection
health-check hm-pop3
member Exchangel:110
member Exchange2:110
!
slb template client-ssl POP3-Client-Side
cert OWA-cert-key
key OWA-cert-key
!
slb virtual-server Exchange-POP3S 10.0.1.74

port 995 ssl-proxy
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service-group Exchange-POP3

template client-ssl POP3-Client-Side

A.7 EXCHANGE 95472 k7Ot RADEE| — IMAP4

EUTOBETEROEF T3V EALTOET,
e SSLATO—F
o IMAPAANLRFIVY

slb server Exchangel 10.0.2.161
port 143 tcp
!
slb server Exchange2 10.0.2.162
port 143 tcp
!
health monitor hm-imap4
method imap username userl password alO
!
slb service-group Exchange-IMAP4 tcp
method least-connection
health-check hm-imap4
member Exchangel:143
member Exchange2:143
!
slb template client-ssl IMAP4-Client-Side
cert OWA-cert-key
key OWA-cert-key
!
slb virtual-server Exchange-IMAP4S 10.0.1.74

port 993 ssl-proxy
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service-group Exchange-IMAP4

template client-ssl IMAP4-Client-Side

A.8 EXCHANGE 9547 b7t AD#%E| — EXCHANGE WEB +—E X

FLUTOEETEIROEF T av&FERALTOET,
o HTTP [E#g
. SSLAZO—Fk
.
slb server Exchangel 10.0.2.161
port 80 tcp
!
slb server Exchange2 10.0.2.162
port 80 tcp
!
health monitor hm-owa-http
method http
!
slb service-group Exchange-OWA-http tcp
method least-connection
health-check hm-owa-http
member Exchangel:80
member Exchange2:80
!
slb template client-ssl OWA-Client-Side
cert OWA-cert-key
key OWA-cert-key
!
slb template persist cookie persist-owa
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slb template http tp-compress
compression enable
!
slb virtual-server Exchange-OWA 10.0.1.74
port 443 https
service-group Exchange-OWA-http
template http tp-compress
template client-ssl OWA-Client-Side

template persist cookie persist-owa

A.9 EXCHANGE 9347 b7t AD#%E| — AUTODISCOVER

EUTOERTEIROEA T avEFERLTOWET,
e HTTPE#5

e SSLAZO—F

slb server Exchangel 10.0.2.161
port 80 tcp
!
slb server Exchange2 10.0.2.162
port 80 tcp
!
health monitor hm-owa-http
method http
!
slb service-group Exchange-OWA-http tcp
method least-connection
health-check hm-owa-http
member Exchangel:80

member Exchange2:80
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|
slb template client-ssl OWA-Client-Side
cert OWA-cert-key

key OWA-cert-key
|
slb template persist cookie persist-owa
!
slb template http tp-compress

compression enable
|
slb virtual-server Exchange-OWA 10.0.1.74
port 443 https
service-group Exchange-OWA-http
template http tp-compress
template client-ssl OWA-Client-Side

template persist cookie persist-owa

A.10 EXCHANGE 9547 r7O2ADEKE| — A T75420 7L RIREEf
S

e Web R—XDEHDIHFE:OWA DIFELRIL

o NIVYITHILF—IZLBBEMADIHZE :RPC DIFELREL

A.11 EXCHANGE 9547 7Ot AD%®E| — SMTP

ELUTOBETEROEF T avEFmALTVEY,
e TLS(STARTTLS)A#7O—F

slb server Exchangel 10.0.2.161

port 25 tcp
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|
slb server Exchange2 10.0.2.162
port 25 tcp
|
health monitor hm-smtp
method smtp domain example.com
|
slb service-group Exchange-SMTP tcp
method least-connection
health-check hm-smtp
member Exchangel:25
member Exchange2:25
|
slb template client-ssl SMTP-Client-Side
cert OWA-cert-key
key OWA-cert-key
|
slb template smtp STARTTLS-SMTP
server-domain example.com
starttls optional
|
slb virtual-server Exchange-SMTP 10.0.1.74
port 25 smtp
service-group Exchange-SMTP
template smtp STARTTLS-SMTP

template client-ssl SMTP-Client-Side

A.12 EXCHANGE 9SA7UrT7HOERADEBRE - BE—D VIPZFERTH5EHD
EXCHANGE +—E X (OWA + OA + EAS AARI—H—/\—LIZHBEE)

ELUTOEBRTREIROZF T av&FERALTOET,
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e SSLATA—F

slb server Exchangel 10.0.2.161
port 80 tcp
!
slb server Exchange2 10.0.2.162
port 80 tcp
!
health monitor hm-exchange-http
method http
!
slb service-group Exchange-http tcp
health-check hm-exchange-http
member Exchangel:80
member Exchange2:80
!
slb template persist source-ip persist-exchange-https
timeout 30
!
slb template client-ssl exchange-https-Client-Side
cert OWA-cert-key
key OWA-cert-key
!
slb virtual-server Exchange-HTTPS 10.0.1.74
port 443 https
service-group Exchange-http
template client-ssl exchange-https-Client-Side

template persist source-ip persist-exchange-https
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A.13 EXCHANGE 954770 ADKRE| - E—D VIP ZFRIT2EHD
EXCHANGE H—E X (OWA + OA + EAS N EFNhFNELBZY—N—LIZHDBIBEE)
EUTOBRTIEROBZF T avE#EHALTHVET,

° SSLAZ7a—FK

slb server Exchangel-OWA 10.0.2.161
port 80 tcp

!

slb server Exchange2-OWA 10.0.2.162
port 80 tcp

!

slb server Exchangel-OA 10.0.2.163
port 80 tcp

!

slb server Exchange2-0OA 10.0.2.164
port 80 tcp

!

slb server Exchangel-AS 10.0.2.165
port 80 tcp

!

slb server Exchange2-AS 10.0.2.166
port 80 tcp

!

health monitor hm-owa-http

method http

!

health monitor hm-oa-http

method http

|

health monitor hm-as-http
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method http

!

slb service-group Exchange-OWA-http tcp
method least-connection
health-check hm-owa-http
member Exchangel-OWA:80

member Exchange2-0OWA:80

slb service-group Exchange-OA-http tcp
method least-connection
health-check hm-oca-http
member Exchangel-0A:80

member Exchange2-0A:80

slb service-group Exchange-AS-http tcp
method least-connection
health-check hm-as-http
member Exchangel-AS:80
member Exchange2-AS:80
!
slb template client-ssl exchange-https-Client-Side
cert OWA-cert-key
key OWA-cert-key
!
slb template persist source-ip persist-exchange-https

timeout 30

!'slb virtual-server Exchange-HTTPS 10.0.1.74
port 443 https
service-group Exchange-OWA-http

template client-ssl exchange-https-Client-Side
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aflex persist-https-per-access

template persist source-ip persist-exchange-https

A.14 EXCHANGE 9547 7O RADEE| - BE—D VIP ZFRIT2EHD
EXCHANGE H—E X (OWA + OA + EAS + RPC + SMTP AE—H—/N\—LIZHBEE)

ELUTOBRTEIROZF T avEFERALTOET,
. SSLA7A—k
e TLS(STARTTLS)AZ7RA—FK
.
slb server Exchangel 10.0.2.161
port 80 tcp
port 25 tcp
port 0 tcp
no health-check
!
slb server Exchange2 10.0.2.162
port 80 tcp
port 25 tcp
port 0 tcp
no health-check
!
health monitor hm-exchange-http
method http
!
health monitor hm-smtp
method smtp domain example.com
!
health monitor hm-rpc-135

override-port 135
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method tcp port 135

!

slb service-group Exchange-http tcp
health-check hm-exchange-http
member Exchangel:80

member Exchange2:80

slb service-group Exchange-SMTP tcp
method least-connection
health-check hm-smtp
member Exchangel:25

member Exchange2:25

slb service-group Exchange-RPC tcp
health-check hm-rpc-135
member Exchangel:0
member Exchange2:0
|
slb template smtp STARTTLS-SMTP
server-domain example.com
starttls optional
!
slb template persist source-ip persist-exchange-https
timeout 30
|
slb template client-ssl exchange-https-Client-Side
cert OWA-cert-key
key OWA-cert-key
1
slb template client-ssl SMTP-Client-Side

cert OWA-cert-key
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key OWA-cert-key
|
slb template persist source-ip persist-rpc
match-type server
timeout 480
!
slb template tcp TCP-Aging-Time-rpc
idle-timeout 28800
!
slb virtual-server Exchange-HTTPS 10.0.1.74
port 0 tcp
service-group Exchange-RPC
template persist source-ip persist-rpc
template tcp TCP-Aging-Time-rpc
port 25 smtp
service-group Exchange-SMTP
template smtp STARTTLS-SMTP

template client-ssl SMTP-Client-Side

port 443 https
service-group Exchange-http

template client-ssl exchange-https-Client-Side

template persist source-ip persist-exchange-https

A.15 BEDY—EREZTOYYT S AFLEX RUYTH(IEERTE)

LT D aFleX A9 TLD L, OWA & OAB EEFZEFR<T RT® Exchange Y—E RX# T OV 5H %%
RLTWETS,

when HTTP REQUEST {

switch -glob [string tolower [HTTP::uri]] {

"/owa*" { return }
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"/oab*" { return }
"/ews*" { drop ; return }
"/rpc*" { drop ; return }
"/microsoft-server-activesync*" { drop ; return }
"/public*" { drop ; return }
"/rpcwithcert*" { drop ; return }
"/autodiscover*" { drop ; return }
"/powershell*"” { drop ; return }

}

if { [HTTP::uri] equals "/"} {

HTTP::uri /owa

}

}

A.16 AFLEX IN—YRFURADAYY)TF(IEERTE)

—E&R8 Exchange H—E X[& Cookie /S—Y ATV ALY R—FTEE A, LTD aFleX 2T LDHIIE.
IN—V ATV REHRALTHERD Exchange 4 —E A TATELYEYIZE ST 5 A FERLTNET,

when HTTP REQUEST {
switch -glob [string tolower [HTTP::uri]] {
"/ews*" { set cookie 1 ; pool CAS-80 ; return }
"/rpc*" { persist uie [IP::client addr] ; pool CAS-80 ; return }

"/microsoft-server-activesync*” { persist uie [IP::client addr] ; pool CAS-
80 ; return }

"/owa*" { set cookie 1 ; pool CAS-80 ; return }

"/oab*" { persist uie [IP::client addr] ; pool CAS-80 ; return }
"/public*"” { persist uie [IP::client addr] ; pool CAS-80 ; return }
"/rpcwithcert*" { persist uie [IP::client addr] ; pool CAS-80 ; return }
"/autodiscover*" { persist uie [IP::client addr] ; pool CAS-80 ; return }

"/powershell*" { persist uie [IP::client addr] ; pool CAS-80; return }
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}

if { not ([HTTP::uri] starts with "/owa"”)} {
HTTP::uri /owa[HTTP::uri]

set cookie 1

pool CAS-80

}

}

when HTTP RESPONSE {

if { not(Scookie == 1) } {

persist add uie [IP::client addr] 1800
}

}
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