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APPENDIX

BUFIE, EBRICTRAMFICHRE U AT LE/MZE UFET,
® Lync JO>HIR

active-partition P4
vlan 510
untagged ethernet 5 to 6

router-interface ve 510
!

interface ve 510

ip address 192.168.10.85 255.255.255.0
!

ip route 0.0.0.0 /0 192.168.10.88
!

health monitor HM
!

health monitor WAC-80 interval 30 timeout 10

method http url GET /hosting/discovery expect wopi-discovery
!

health monitor "SIP 5060" interval 15

method sip tcp expect-response-code 448
!

slb server Lync2013FE1 192.168.10.17
port 135 tcp
port 443 tcp
port 444 tcp
port 4443 tcp
port 5061 tcp
port 5065 tcp
port 5070 tcp
port 5071 tcp
port 5072 tcp
port 5073 tcp
port 5075 tcp

port 5076 tcp
!

slb server Lync2013FE2 192.168.10.18

disable

port 135 tcp
port 443 tcp
port 444 tcp
port 4443 tcp
port 5061 tcp
port 5065 tcp
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port 5070
port 5071
port 5072
port 5073
port 5075

port 5076
!

slb server Lync2013FE3 192.168.10.19

disable

tcp
tcp
tcp
tcp
tcp
tcp

port 135 tcp
port 443 tcp
port 444 tcp

port 4443
port 5061
port 5065
port 5070
port 5071
port 5072
port 5073
port 5075

port 5076
!

slb server WAC1 192.168.10.23

tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp

port 443 tcp
port 80 tcp

slb server WAC2 192.168.10.24

port 443 tcp
port 80 tcp

slb service-group Lync2013SG-135 tcp
method least-connection
health-check HM
member Lync2013FE2:135
member Lync2013FE1:135
member Lync2013FE3:135

slb service-group Lync2013SG-443 tcp
method least-connection
health-check HM
member Lync2013FE1:443
member Lync2013FE2:443
member Lync2013FE3:443

slb service-group Lync2013SG-444 tcp
method least-connection
health-check HM
member Lync2013FE1:444
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member Lync2013FE2:444

member Lync2013FE3:444
1

slb service-group Lync2013SG-4443 tcp
method least-connection
health-check HM
member Lync2013FE1:4443
member Lync2013FE2:4443

member Lync2013FE3:4443
!

slb service-group Lync2013SG-5061 tcp
method least-connection
health-check HM
member Lync2013FE1:5061
member Lync2013FE2:5061

member Lync2013FE3:5061
!

slb service-group Lync2013SG-5065 tcp
method least-connection
health-check HM
member Lync2013FE1:5065
member Lync2013FE2:5065

member Lync2013FE3:5065
!

slb service-group Lync2013SG-5070 tcp
method least-connection
health-check HM
member Lync2013FE1:5070
member Lync2013FE2:5070

member Lync2013FE3:5070
!

slb service-group Lync2013SG-5071 tcp
method least-connection
health-check HM
member Lync2013FE1:5071
member Lync2013FE2:5071

member Lync2013FE3:5071
!

slb service-group Lync2013SG-5072 tcp
method least-connection
health-check HM
member Lync2013FE1:5072
member Lync2013FE2:5072

member Lync2013FE3:5072
!

slb service-group Lync2013SG-5073 tcp
method least-connection

Customer Driven Innovation Confidential: Please DO NOT distribute
83



health-check HM
member Lync2013FE1:5073
member Lync2013FE2:5073

member Lync2013FE3:5073
!

slb service-group Lync2013SG-5075 tcp
method least-connection
health-check HM
member Lync2013FE1:5075
member Lync2013FE2:5075

member Lync2013FE3:5075
!

slb service-group Lync2013SG-5076 tcp
method least-connection
health-check HM
member Lync2013FE1:5076
member Lync2013FE2:5076

member Lync2013FE3:5076
!

slb service-group WAC-SG-80 tcp
health-check WAC-80
member WAC1:80

member WAC2:80
!

slb template tcp TCP-Lync

idle-timeout 1200
|

slb template client-ssl WAC-C-SSL
cert OfficeWebApps

key OfficeWebApps pass-phrase encrypted

J+mboU9rpIM8EIly41dsA5zwQjLjV2wDnPBCMUNXbAOCSEly41dsA5zwQjLjV2wDn
!

slb template persist source-ip SIP
!

slb template persist cookie pesistence-wac

slb virtual-server Lync2013VIP 192.168.10.82

port 135 tcp
source-nat auto
service-group Lync2013SG-135
template tcp TCP-Lync
template persist source-ip SIP
port 443 tcp
source-nat auto
service-group Lync2013SG-443
template tcp TCP-Lync
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template persist source-ip SIP
port 444 tcp

source-nat auto

service-group Lync2013SG-444

template tcp TCP-Lync

template persist source-ip SIP
port 4443 tcp

source-nat auto

service-group Lync2013SG-4443

template tcp TCP-Lync

template persist source-ip SIP
port 5061 tcp

source-nat auto

service-group Lync2013SG-5061

template tcp TCP-Lync

template persist source-ip SIP
port 5065 tcp

source-nat auto

service-group Lync2013SG-5065

template tcp TCP-Lync

template persist source-ip SIP
port 5070 tcp

source-nat auto

service-group Lync2013SG-5070

template tcp TCP-Lync

template persist source-ip SIP
port 5071 tcp

source-nat auto

service-group Lync2013SG-5071

template tcp TCP-Lync

template persist source-ip SIP
port 5072 tcp

source-nat auto

service-group Lync2013SG-5072

template tcp TCP-Lync

template persist source-ip SIP
port 5073 tcp

source-nat auto

service-group Lync2013SG-5073

template tcp TCP-Lync

template persist source-ip SIP
port 5075 tcp

source-nat auto

service-group Lync2013SG-5075

template tcp TCP-Lync

template persist source-ip SIP
port 5076 tcp

source-nat auto

service-group Lync2013SG-5076

template tcp TCP-Lync

template persist source-ip SIP

slb virtual-server OWA_VIP 192.168.10.86
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port 443 https
source-nat auto
service-group WAC-SG-80
template client-ss|l WAC-C-SSL
template persist cookie persistence-wac

enable-management service ssh ethernet 5 to 6 ve 510
enable-management service https ethernet 5 to 6 ve 510
!

end
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® Lync NEfTwv>

active-partition P3
vlan 401
untagged ethernet 3 to 4

router-interface ve 401
!

interface ve 401

ip address 172.19.0.211 255.255.255.0
!

ip route 0.0.0.0/0 172.19.0.241
!

health monitor HM
1

slb server InternalEdge-1 172.19.0.121
port 443 tcp
port 3478 udp
port 5061 tcp
port 5062 tcp

slb server InternalEdge-2 172.19.0.131
port 5062 tcp
port 5061 tcp
port 3478 udp
port 443 tcp

slb service-group InternalEdge-443 tcp
method least-connection
health-check HM
member InternalEdge-1:443
member InternalEdge-2:443

slb service-group InternalEdge-3478 udp
method least-connection
health-check HM
member InternalEdge-1:3478
member InternalEdge-2:3478

slb service-group InternalEdge-5061 tcp
method least-connection
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health-check HM
member InternalEdge-2:5061
member InternalEdge-1:5061

slb service-group InternalEdge-5062 tcp
method least-connection
health-check HM
member InternalEdge-1:5062
member InternalEdge-2:5062

slb template tcp TCP-Lync
idle-timeout 1200

slb template persist source-ip SIP
!

slb virtual-server _172.19.0.101_vserver 172.19.0.101

port 443 tcp

name Internal-443

source-nat auto

service-group InternalEdge-443

template tcp TCP

template persist source-ip SIP
port 3478 udp

name Internal-3478-UDP

source-nat auto

service-group InternalEdge-3478

template persist source-ip SIP
port 5061 tcp

name Internal-5061

source-nat auto

service-group InternalEdge-5061

template tcp TCP

template persist source-ip SIP
port 5062 tcp

name Internal-5062

source-nat auto

service-group InternalEdge-5062

template tcp TCP

template persist source-ip SIP

end
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® LyncHEFTY

active-partition P2
vlan 201
untagged ethernet 1 to 2

router-interface ve 201
!

interface ve 201
ip address 172.17.0.211 255.255.255.0
1

ip route 0.0.0.0/0 172.17.0.254
!

health monitor HM
|

slb server ExternalEdgel-access 172.17.0.21
port 443 tcp

port 5061 tcp
!

slb server ExternalEdge2-access 172.17.0.31
port 5061 tcp

port 443 tcp
!

slb server ExternalEdgel-web 172.17.0.22

port 443 tcp
!

slb server ExternalEdge2-web 172.17.0.32

port 443 tcp
!

slb server ExternalEdgel-av 172.17.0.23
port 3478 udp

port 443 udp
!

slb server ExternalEdge2-av 172.17.0.33
port 3478 udp

port 443 udp
!

slb service-group ExternalEdge-access-443 tcp
method least-connection
health-check HM
member ExternalEdgel-access:443

member ExternalEdge2-access:443
!
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slb service-group ExternalEdge-access-5061 tcp
method least-connection
health-check HM
member ExternalEdgel-access:5061

member ExternalEdge2-access:5061
!

slb service-group ExternalEdge-web-443 tcp
method least-connection
health-check HM
member ExternalEdge2-web:443

member ExternalEdgel-web:443
!

slb service-group ExternalEdge-av-443 tcp
method least-connection
health-check HM
member ExternalEdgel-av:443

member ExternalEdge2-av:443
!

slb service-group ExternalEdge-av-3478 udp
method least-connection
health-check HM
member ExternalEdgel-av:3478

member ExternalEdge2-av:3478
!

slb template tcp TCP-Lync

idle-timeout 1200
!

slb template persist source-ip SIP
!

slb virtual-server _172.17.0.111_vserver 172.17.0.111
port 443 tcp
name ExternalEdge-ac443
source-nat auto
service-group ExternalEdge-access-443
template tcp TCP-Lync
template persist source-ip SIP
port 5061 tcp
name ExternalEdge-ac5061
source-nat auto
service-group ExternalEdge-access-5061
template tcp TCP-Lync
template persist source-ip SIP

slb virtual-server _172.17.0.112_vserver 172.17.0.112
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port 443 tcp
name ExternalEdge-web443
source-nat auto
service-group ExternalEdge-web-443
template tcp TCP-Lync
template persist source-ip SIP

slb virtual-server _172.17.0.113 vserver 172.17.0.113
port 443 tcp
name ExternalEdge-av443
service-group ExternalEdge-av-443
template tcp TCP-Lync
template persist source-ip SIP
port 3478 udp
name ExternalEdge-av3478
service-group ExternalEdge-av-3478
template persist source-ip SIP
|
end
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o U)N-XTO+F>

active-partition P1
vlan 202
untagged ethernet 7

router-interface ve 202
!

vlan 402
untagged ethernet 8

router-interface ve 402
!

interface ve 202

ip address 172.17.0.201 255.255.255.0
!

interface ve 402

ip address 172.19.0.201 255.255.255.0
!

ip route 0.0.0.0/0 172.17.0.254
ip route 192.168.10.0 /24 172.19.0.241

ip route 172.18.0.0 /24 172.19.0.241
!

health monitor HM
1

slb template server-ssl RP-Server-SSL

ca-cert al0domain_al0 _local rootCA
!

slb server Lync-Internal-VIP 192.168.10.82

port 4443 tcp
!

slb server OWA-Internal-VIP 192.168.10.86

port 443 tcp
!

slb service-group Lync-4443 tcp
method least-connection
health-check HM
member Lync-Internal-VIP:4443

slb service-group OWA-443 tcp
method least-connection
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health-check HM
member OWA-Internal-VIP:443

slb template client-ssl RP-Client-SSL

cert 20131007RP-2

key 20131007RP-2 pass-phrase encrypted
/+mboU9rpIM8Ely41dsA5zwQjLjV2wDnPBCMuNXbAOCc8Ely41dsA5zwQjLjV2wDn
|

slb template persist cookie Cookie-RP
|
!

slb virtual-server _172.17.0.108 vserver 172.17.0.108
port 443 https
name Lync2013
source-nat auto
service-group Lync-4443
template client-ssl RP-Client-SSL
template server-ssl RP-Server-SSL
template persist cookie Cookie-RP
aflex Lync-WAC-selection

enable-management service https ethernet 7 to 8 ve 202 ve 402
!

end
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